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Good morning, Mr. Chairman, and Members of the Committee, | am Nikki Tindey, the Inspector
Generd for the U.S. Environmental Protection Agency. | am pleased to be here today to share with
you information on EPA’stop 10 management chdlenges. The “top 10" isaligt that has been
developed annudly in the last few years by each Inspector Generd’ s office in response to a request by
Congress. Under the Reports Consolidated Act of 2000, it isnow arequired component of an
agency’ s Annua Performance Report.

Many of the top ten challenges identified by the Ingpectors Genera at other federal departments and
agencies are the same, and not surprisingly, these are the same issue areas that the presdent’s
management agenda seeks to address. During my ord testimony, | will highlight the management
chdlenges that are particularly important to EPA’ s working relaionship with the states. For the record,
| will submit our entire report, which includes al ten issues with detailed information on audit and
evauation work we have donein each area.

Linking Mission and M anagement
Presdent’s Management Agendaitems - linking budget and performance, improved financid
management, and competitive outsourcing.

EPA can be viewed as a business which must seek to ddiver high-quality products and services,
improved environmental and human hedlth protection to its customers, the taxpayers, a areasonable
cost. Over the years, we have recommended to EPA anumber of improvements to enhance
accountability for the resources it spends.

Totel itsory of performance in relationship to its goas, EPA needs to strengthen its efforts to ensure
that regiona and state priorities and targets are considered when devel oping outcome based gods and
defining measures. Further, Agency managers, Congress, and the public need to know the cost of
activitiesin order to judge overdl performance. Without detailed information on what is working, and
at what cost, Agency management cannot make informed decisions on how to best deploy resources to
achieve results.

EPA hasintegrated its budget and accounting structure with the Government Performance and Results
Act (GPRA) architecture, and accounts for costs by Goal and Objective. However, more needs to be
done to improve EPA’s cost accounting System and processes so Agency managers have useful,



consgtent, timedy, and reliable information on the cost of carrying out EPA’s programs. The Agency
has output data on activities, but few environmenta performance gods and measures, and little data that
support the Agency’ s ability to measure environmental outcomes and impacts. This makesit difficult to
provide the regions and states the flexibility to direct their resources to what they consider to be the
highest payoff activities, as well as to assess the impact of the Agency’ s work on human hedlth and the
environmen.

Better performance measurement and financia accountability can be achieved through clearly linked
performance measures with defined environmenta outcome goals. Over the past two years, the Agency
has taken severd steps to improve its ability to manage for results and account for its resources. In
August 2001, the Deputy Administrator charged the Office of the Chief Financid Officer (OCFO) with
convening agroup of senior leaders from across the Agency to examine EPA’ s Strategic planning,
priority-setting, budgeting, and accountability structures and processes. EPA has started developing
the process for linking cogts to gods but now must follow through by working with its regiond offices
and state and federd partnersin developing appropriate outcome measures and accounting systems
that track environmenta and human hedth results across the Agency’ sgods. Thisinformation must
then become an integrd part of EPA’ s senior management’ s decison-making process.

In recent years, cost accounting has become increasingly important to Congress. Additionaly, key
elements of the President’ s Management Agenda emphasize government-wide initiatives to improve
financid management, and increase compstitive outsourcing. To effectively address these priorities,
agencies will need to develop timely, accurate, and detailed cost information for their programs and
activities, and outputs. We believe EPA’ s cost accounting system does not completely satisfy these
objectives. We believe the OCFO supports creating systems that can provide the detailed information
to managers necessary to support results-based decisions, however, this process needsto be
intensfied.

| nfor mation Resour ces M anagement
Presdent’s Management Agendaitem - e-government.

Information Resources Management (IRM) covers abroad area of inter-related activities. In many
respects, sound IRM practices establish the foundation for enabling e-government. Audits of EPA
programmetic areas often have a component reating to environmentad data information systems, and we
frequently find deficiencies within these sysems.  Today, most sates have developed environmentd
programs with their own supporting information systems, based upon their own needs. Moreover, EPA
and the states often apply different data definitions within these information systems, and sometimes
collect and input different data. The result has been that states and EPA report inconsistent data,
incomplete data, or obsolete data.

The Agency ismoving in theright direction, but many pieces that influence the effectiveness of a data
management program still need to be fully addressed. During recent years, the Agency has specificaly
targeted various components, but developing arobust data management program has proven to be a
complex and dusive effort. As such, corrective action dates have been extended severd times snce



this Agency-wide problem was first reported in 1994.

Datardiability is another mgor aspect of data management that needs further attention. Recent audits
indicate systems used by EPA’s Enforcement, Superfund, and Water programs have inconsstent,
incomplete, and obsolete data. As aresult of these shortcomings, it is unlikely EPA will have the
foundation it needs to share comparable information, monitor environmenta activities or compare
progress across the nation in the near future. Moreover, EPA’ s ahility to enforce environmenta laws
and evauate the outcomes of its programs in terms of environmenta changes will continue to be limited
by gaps and incondgtencies in the quadity of its data.

EPA continues to work with the Environmenta Council of States to identify and develop additiond data
dandards. Past experiences suggest that the overal process needs to move forward in amore timely
and structured manner. To its credit, EPA aso has dready developed severd key registry systems and
expects to adopt four new data standardsin FY 2002, however, EPA management is letting states
decide whether they want to adopt these standards. If EPA’s exchange network infrastructure isto
work effectively, the use of data standards cannot be voluntary. EPA needs to continue its efforts to
identify what data is necessary to manage its programs, and work with its partners to ensure that such
information is captured and reported in atimely, accurate, and cons stent manner.

At thistime, EPA isworking to produce its first State of the Environment Report to be issued in the Fall
of 2002. The purpose of the report card will be to inform the public on EPA’s progressin protecting
the environment and human hedlth, and verify the Agency’ s goas and objectives are being met. This
initiative will provide the next opportunity to honestly evauate the Agency’ s data collection processes,
qudity and costs.

Employee Competencies
President’s Management Agenda item - human capita management.

EPA'’ s leadership recognizes that one of its biggest challenges over the next severd yearsis the creetion
and implementation of aworkforce planning Strategy that focuses its attention and resources on
employee development. EPA needs to better integrate human capitd into its strategic plans by more
effectively defining and deve oping needed competencies in leadership, informeation managemernt,
science and technica skills. The need for training has been highlighted in a number of our audit reports
and in reviews by GAO and the National Academy of Public Adminigtration.

Our review of the Nationa Environmenta Performance Partnership System (NEPPS), which was
creeted in recognition of the key role the states have in environmenta protection, concluded that alack
of training for EPA employees has hindered the effective implementation of this program. Audits have
repestedly noted a need to better train managersin their oversight and adminigtration of EPA’s
assstance agreements programs. Additionally, we found that EPA has not required, nor regularly
provided, specific training for its managers or executives to lead a results and accountability oriented
culture.



EPA’sFY 2001 Strategic Plan aso broadly recognized the importance of human capita as akey
priority for the Agency. In addition, GAO reported that EPA needs to implement aworkforce planning
drategy to determine the skills and competencies needed to meet current and future needs. This need
will intensfy as about half of EPA’s scientific and senior managers become digible for retirement within
fiveyears. Inresponse, EPA has begun implementing a Human Capitad Strategic Plan. EPA’s
workforce planning efforts cdl for identifying the skills needed in every program unit based on an
assessment of future program needs, identifying skill gaps, and tying skill needs to future budget
requests. EPA awarded a contract in early calendar year 2002 to develop a modd workforce planning
process and a system that will meet the Agency's competency-based workforce planning needs.

EPA’s Use of Assistance Agreementsto Accomplish [tsMission

Assigtance agreements condtitute gpproximately one-haf of the Agency’ s budget and are the primary
vehicles through which EPA ddivers environmental and human hedlth protection. Therefore, itis
important that EPA and the public receive what the Agency has paid for.

Over the past severd years, our audit work has repeatedly identified problemsin the ddlivery of
environmentd protection activities through assstance agreements. For example, we reported in
September 2000 that EPA Region 8 was not consstently awarding and monitoring triba grants.
Agency officids placed a higher priority on externd relationships, generdly with the tribes, and some
grants included unalowable activities or had inadequate or untimely work plans and progress reports.

Recent audits of EPA’s assstance recipients disclosed that some recipients did not have adequate
financial and interna controlsto ensure federa funds were managed properly. Asaresult, EPA had
limited assurance that grant funds were used in accordance with workplans and met negotiated
environmenta targets. Further, in May 2001, the OIG reported that the Agency did not have a policy
for awarding discretionary assistance funds, totaing $1.3 billion, competitively and recommended such
apolicy be developed. Without competition, EPA cannot ensure it is funding the best products based
on merit and cogt effectiveness, thereby achieving program objectives and accomplishing its
environmental misson. The Agency agreed and is drafting a policy which will address compstition in
the award of discretionary assistance funds.

The Agency has completed anumber of actions to improve its oversight controls over assistance
agreements, including requiring additiond training for al project officers and issuing policy on project
officer and grant management oversight roles and responsibilities. We are reviewing those actions and
will continue to work with the Agency to identify solutions to assistance problems.

EPA’s Working Relationship With the States

During the last two decades, environmental and human health protection programs have grown in
size, scope, and complexity. Many environmental problems transcend media boundaries and
solutions may require innovative, cross-media approaches. EPA and states recognized that
existing arrangements for implementing environmental programs and addressing environmental
problems were not as efficient and effective as they could be.

EPA depends heavily on states to fund and implement nationa programs as well as provide most of the
environmentd data EPA and states have not yet agreed on how states will have flexibility, while being



accountable for environmentd results. Relations between EPA and states have been impacted by
disagreements over: 1) respective roles and the extent of federd oversight, 2) priorities and budgets,
and 3) results-oriented performance measures, milestones, and data. EPA can improve its working
relationship with states by establishing a structure to set direction, establish godls, provide training,
oversee accomplishments, and ensure accountability of EPA program and regiond offices for
encouraging and fadilitating joint planning and priority setting with the states,

In an audit of gate enforcement of the Clean Water Act, we reported that the state programs could be
much more effective in deterring noncompliance with discharge permits and, ultimately, improving the
qudlity of the nation’swater. EPA and the states have been successful in reducing point source
pollution. However, despite tremendous progress, nearly 40 percent of the nation’s assessed waters
are not meeting the standards states have set for them. The state strategies we evauated needed to be
modified to better address environmentad risks, including contaminated runoff. Contaminated runoff,
including agriculturd and urban runoff, was widdy accepted as causing the mgjority of the nation’'s
remaining water quality problems. We recommended that EPA work with the states to develop risk-
based enforcement priorities and upgrade the Permit Compliance System to ensure the Systemn meets
federal and State needs.

In aseries of audits on regiond and state the Nationa Environmenta Performance Partnership System
(NEPPS) program implementation (including PPGs), we found that NEPPS principles were not well-
integrated into EPA because of the lack of: (1) leadership providing a clear direction and expectations,
(2) training and guidance, (3) trust in NEPPS due to fear of change and losing control, and (4) gods
and related performance messures to monitor and measure progress on achieving better environmental
results.

The current Administration has taken steps to set Agency direction for NEPPS and to better integrate it
into EPA. The Adminigtrator has emphasized a persond interest in seeing NEPPS succeed and
expand. She described NEPPS as an excellent modd of how EPA should work with states, and asked
Regiond Adminigtrators to provide her with regular reports on how NEPPSisworking. Shedso
asked the Assstant Adminigtrators to work with the Regions and atesin identifying areas where
flexibility is available and to encourage the testing of new measures of program performance.

While the Agency has taken some notable actions, we believe much remains to be done to improve
EPA’sworking rdaionship with states while ensuring maximum environmenta and human heglth
benefits to the public. For example, EPA and state managers continue to struggle with how to
provide states flexibility to address their highest environmental priorities while continuing to
implement and report on core program requirements. 1n addition, EPA has not defined its
performance measures and related milestones to monitor EPA and state progress toward accomplishing
NEPPS and PPGs gods. Wewill continue to monitor the Agency’s progress in addressing this
important issue.

EPA’s Elevation to Cabinet L evel Department




Despite the respongbility implied by its name, the Environmental Protection Agency cannot address dll
environmenta issueson itsown.  Under a number of federd environmentd laws, EPA must delegate to
the sates the primary responsibility for implementing those laws.  In addition to EPA’s State partners,
EPA dso relies upon ahogt of other federal departments and agencies to accomplish itsmission. To
give some perspective, EPA’ s budget makes up less than 20 percent of the nation’s environmental and
natural resource programs.

The OIG isworking in conjunction with other federal OIG’sto develop an inventory of federa
environmental programs. To date, we have identified more than 300 environmentaly related programs
managed by other federa agencies. Strong relationships and good coordination with these agencies are
essentia for meeting current and future environmental challenges. However, we bdieve that in order for
EPA to have the best opportunity for success, it isimportant to have seet at the table as a Cabinet level
federa department.

| thank the Committee for their attention. This concludes my remarks. | am happy to answer any
guestions you may have a thistime.

(Attachment)



1. Linking Mission and M anagement

EPA can be viewed as a business which must endeavor to ddiver high-quaity products and services --
improved environmenta and human hedlth protection -- to its customers the American people, a a
reasonable cost. Over the years, we have recommended to EPA a number of improvementsto
enhance accountability for the resources it spends.

The Agency has established aframework for * results-based management” by setting long-term goals
and objectives, with grategies for achieving them; setting annua gods and measures linked to EPA’s
budget request; tracking progress annually and longer-term; and using the results to adjust the Agency’'s
god setting and Strategy development. However, EPA needs to improve its planning, measuring and
accountability by involving its partnersin god and priority setting, linking output and outcome measures
to its godls, and accounting for the cost of achieving those results.

EPA’s strategic planning and budget architecture is organized around ten separate strategic goals which
do not generally address overlapping environmenta issues or the needs and priorities of EPA’Sregions
and its date partners, which implement the mgority of the Agency’sprograms.  The Agency needsto
drengthen its efforts to ensure that regiond and state priorities and goals are considered when setting its
nationa gods, defining meaningful measures, and accounting for costs and performance.

Totel its sory of performance in reationship to its gods, the Agency must develop more outcome-
based dtrategic and annud targets with its partners. When the Agency merged the budget and the
Government Performance and Results Act (GPRA) process, it adopted a set of goa's and measures
that reflected each aspect of EPA’sbudget. The Agency has output data on activities, but few
environmenta performance goa's and measures and little data that support the Agency’ s ability to
measure environmental outcomes and impacts. EPA’ s reliance on output measures has made it difficult
to provide the regions and states the flexibility to direct their resources to what they consider to be the
highest pay-off activities, as well as assess the impact of the Agency’ s work on human hedlth and the
environment. Better performance measurement and financia accountability can be achieved through
clearly linked, meaningful performance measures with defined environmental outcome goads. To be
accountable to the American people, EPA and its partners need to capture and report meaningfully
environmenta and human hedth results information in atimely manner.

Asaresult of EPA’sintegration of its budget and accounting structure with the GPRA drategic
architecture, the Agency accounts for al costs by Goa and Objective. However, more needs to be
done to improve EPA’s cost accounting system and processes so Agency managers have useful,
congstent, timely, and reliable information on the cost of carrying out EPA’s programs. It isaso critica
that EPA timdly reports the full codts of its outcome results, outputs and



activities. In addition, EPA managers may need and want other types of cost information beyond cost
per output.

The Office of the Chief Financia Officer (OCFO) should lead an effort to determine what other types
of cost information may be useful to Agency managers. Once these needs have been determined, the
OCFO should then develop other meaningful cost measures. Congress and federa executives may find
this cost information useful in making decisons about alocating resources, authorizing and modifying
programs and eva uating performance.

Over the past two years, the Agency has taken severa steps to improve its ability to manage for results
and account for itsresources. In August 2001, the Deputy Administrator charged OCFO with
convening a Managing for Improved Results Steering Group, comprised of senior leaders from across
the Agency. The Steering Group is examining EPA’ s strategic planning, priority-setting, budgeting, and
accountability structures and processes to identify potentia improvements and to develop a change
drategy that will operate on two fronts: (1) by identifying options for significant, far-reaching reformsto
national processes and systems and (2) by pursuing incrementa changes and smdler-scae
improvements that can be effected immediately.

While the Agency has taken a number of actions, we beieve much remainsto be done. Overdl, EPA
needs a comprehensive system to accumulate, report, link and use environmenta information on
activities and outcomes, as abads for determining environmental return on investment, sound resource
decisions, and accountability to the American people. EPA has Sarted developing the process for
linking costs to goal's but now must follow through by working with its regiond offices and Sate and
Federa partners in developing appropriate outcome measures and accounting systems that track
environmenta and human hedlth results across the Agency’sgods. Thisinformation must then become
an integra part of EPA’s senior management’ s decision-making process.

OIG Products

2001-B-000001 EPA’s Progressin Using the Government Performance and Results Act
to Manage for Results, June 13, 2001

2001-1-00107 Audit of EPA’s Fiscal 2000 Financia Statements,
February 28, 2001
2000-P-0028 RCRA Caorrective Action Focuses on Interim Priorities-Better
Integration with Final Goals Needed, September 29, 2000
2000-P-10 Biosolids Management and Enforcement, March 20, 2000

2000-M-000828 EPA Needs Better Integration of the National Environmental
Performance Partnership System, March 31, 2000

1999-000209 Region 8 Needs to Improve Its Performance Partnership Grant
Program to Ensure Accountability and Improved Environmenta
Results, September 29, 1999

1999-000208 Region 6 Oversight of Performance Partnership Grants,
September 21, 1999



1999-P-00216 Region 4's Implementation and Oversight of Performance
Partnership Grants, September 27, 1999
91000115 EPA Controls Over RCRA Permit Renewals, March 30, 1999

2. | nfor mation Resour ces M anagement

Information Resources Management (IRM) covers a broad area of inter-related activities, including
fundamental concepts such as using enterprise and data architecture Strategies to guide the integration
and management of data; implementing data standards to facilitate data sharing; and establishing quality
assurance practices to improve the reliability, accuracy, and scientific basis of environmental data
Indugtry isidentifying strategically important data as an enterprise or corporate asset, and spending
ggnificant amounts of money collecting and managing such data. Audits of EPA programmeétic aress
often have a component reating to environmenta data informeation systems, and we frequently find
deficiencies within these sysems. We have often identified deficiencies within the Agency’ s data
information systems. Today, most sates have developed environmenta programs with their own
supporting information systems, based upon their own needs. Moreover, EPA and the states often
aoply different data definitions within these information systems, and sometimes collect and input
different data. The result has been that states and EPA report inconsistent data, incomplete data, or
obsolete data.

The Agency ismoving in theright direction, but many pieces that influence the effectiveness of a data
management program still need to be fully addressed. During recent years, the Agency has specificaly
targeted various components, but developing arobust data management program has proven to be a
complex and dusive effort. Assuch, corrective action dates have been extended severa times since
this Agency-wide problem was first reported in 1994.

To date, severd areas remain to be completed. For example, the Agency has yet to implement a 1998,
agreed-upon, OIG recommendation to formaly revise its policies and procedures to support an
Agency standards program. Also, over a2 %2 year period, EPA developed and formally approved six
data standards; however, management estimates that these sandards will not be implemented in the
Agency’ smgor environmenta systems until the end of fiscal 2003. EPA dso continues to work with
the Environmental Council of States to identify and develop additional data Sandards. Past
experiences suggest that the overal process needs to move forward in a more timely and structured
manner. Toitscredit, EPA aso has developed a Facility Registry System and severd metadata
registries -- the Environmental Data Registry, Chemica Registry System, Biology Registry System,
Substance Registry System, and Terminology Reference System. Additionaly, EPA expects to adopt
four new data standardsin FY 2002 in the areas of Permitting, Enforcement and Compliance, Water
Qudlity Monitoring, and Tribal Identifiers.

The Assgtant Adminigrator for Environmenta Information is respongble for developing and maintaining
a grategic information resources management plan. However, EPA has not revised its outdated
information technology strategy or fully developed an Enterprise Architecture Plan to address the



integration and management of its environmenta data to support EPA drategic gods. Theinforma
target date for completing EPA’ s target Enterprise Architecture is September 2002.

Datardiability is another mgor aspect of data management that needs further attention. Recent audits
indicate systems used by EPA’s Enforcement, Superfund, and Water programs have inconsstent,
incomplete, and obsolete data. On-going audit work indicates that datain two mgor Agency systems
contain significant error ratesin crucid datafields. For example, over

85 percent of the cases reviewed within EPA’s National Enforcement Docket System contained errors
in a least one key field. Many of these data fields were Congressionaly-reported and used to track
environmenta progress on Government Performance and Results Act gods and measures. The
Agency has taken significant steps to be responsive to data quality concerns by instituting an
Integrated Error Correction Process, which provides an effective feedback mechanism for
reporting and resolving errors identified by the public on EPA web sites. From May 2000 to
September 2001, EPA received 987 alleged errors and resolved 650 of them. Therest are under
review by EPA and State analysts.

Moreover, while the Agency recognizes and is trying to address such data accuracy problems, it has
not developed a strategic plan to address the fact that managers may not have the right environmental
data to make sound decisions. Thisyear, EPA began developing a Data and Information Quality
Strategic Plan to prioritize recommendations for improving the qudity of currently collected data.
However, the draft plan does not include a methodology to address the long-recognized problem of
data gaps.

Asareault of these short-comings, it is unlikely EPA will have the foundation it needs to share
comparable information, monitor environmenta activities or compare progress across the nation.
Moreover, EPA’s ahility to enforce environmental laws and evauate the outcomes of its programsin
terms of environmenta changes will continue to be limited by gaps and inconsstencies in the qudity of
itsdata. EPA needsto continue its efforts to identify what datais necessary to manage its programs,
and work with its partners to ensure that such information is captured and reported in atimely,
accurate, and consstent manner.

3. Results-Based I nfor mation Technology Project M anagement

Six years after the Clinger-Cohen Act (Act) introduced new requirements for managing Informeation
Technology (IT) investments, it is apparent that EPA 4ill has much to accomplish in planning for and
developing an IT infrastructure to manage an integrated investment portfolio approach for environmenta
information. Specificaly, EPA’s strategic I T plan is seven years old and does not reflect the current
needs of the Agency, much less the Act’s requirements.

The Clinger Cohen Act intended a central process with a Chief Information Officer (ClIO) to manage
IT investments across the Agency. Since enactment of the Act, the Agency has taken two significant
actions. In 1998, EPA egtablished the ClO position and assgned responsibility for establishing an IT
Architecture and an IT Capital Portfolio Investment Control (CPIC) process. Then, in 1999, EPA
reorganized its IT management structure and established a Qudlity Information Council to coordinate I'T
investments across the programs.  Although these two actions were meant to bring about changesin the
way EPA managesitsIT investments, I T project management continues asit did before the CIO



position was established and sgnificant gaps exist in theway I T investments are proposed, reviewed,
funded, and managed.

For example, we have significant concerns regarding the effectiveness of EPA’ s current management
dructure, the consstency of its T investment process, and the Agency’sinability to track IT
development and implementation effectively. Our concerns regarding the lack of IT project
management a EPA were echoed in a specid report, Federal Agency Compliance with the Clinger-
Cohen Act, issued by the Senate Governmenta Affairs Committee in October 2000.

EPA has attempted to address these problems, but after five years has yet to propose afind project
management process for IT capita investments for OMB reporting purposes.

Further, the IT CPIC process needed for managing and monitoring I'T projects, continues to evolve
dowly, year after year, with no established completion date. In addition, the Agency’sIT policiesare
outdated and do not implement the Act’ s requirements. Therefore, managers are not urged to follow
new procedures. Moreover, after Sx years, the Chief Financia Officer has just enacted an OIG
recommendation to establish an I T project cost accounting methodology. We have concluded that
EPA has an evolving, decentraized, and unmonitored gpproach to integrating information using existing
IT projects, which in themselves have not developed or implemented minima project management
controls.

These weeknesses have Sgnificant ramifications because EPA reported gpproximately $398 million in
fisca 2000 investments and planned investments of $428 miillion for fiscal 2001. In March 2001, the
Agency dso reported that it expects to spend at least $449 million in fisca 2002. In addition, a recent
OMB report card concluded that 61 percent of EPA’sfiscal 2002 IT Investment Portfolio was a high
risk of faillure. OMB reached this opinion primarily because it could not tell whether or how the
Agency was using an enterprise architecture gpproach to assess and manage it development,
modernization and enhancement projects.

To facilitate improvements in environmenta protection, EPA must provide environmenta information to
its diverse stakeholders. To achieve that god, EPA needsto updateits I T strategic plan to address the
Agency’s programmatic and operationa goas, complete developing a common Agency IT architecture
for IT projects, and establish a CPIC process that supports program needs such as environmental data
standards, geographical information, and el ectronic reporting.

OIG Products

2001-P-00013 State Enforcement of Clean Water Act Dischargers Can Be
More Effective, August 14, 2001

2000-P-00019 EPA’s Oversight of State Stack Testing Programs, September
11, 2000

2000-P-00010 Biosolids Management and Enforcement, March 20, 2000

2000-P-00018 EPA’s Multimedia Enforcement Program, June 30, 2000



4. Employee Competencies

The Agency recognizes that one of its biggest challenges over the next severd yearsis the creation and
implementation of aworkforce planning strategy that focuses its attention and resources on employee
development. EPA needs to better integrate human capitd into its strategic plans by more effectively
defining and devel oping needed competencies in leadership, management, science and technica skills.
Appropriate training for saff, including supervisors and managers, is criticd to the credibility of EPA’s
actions in accomplishing its environmental misson. The need for training is highlighted in a number of
our audit reports and in reviews by GAO and the National Academy of Public Adminigtretion.

Specificdly, an audit of the Superfund program disclosed that the Headquarters program office and
severd EPA regions did not clearly identify the quaity assurance training needs of program daff. Even
in regions where training needs were identified, the training was not dways provided. We aso found
that EPA employeesin the hazardous waste program needed more rigorous training to caculate
proposed pendties againg violating facilities. Asathird example, our review of the Nationa
Environmenta Performance Partnership System (NEPPS) concluded that alack of training for EPA
employees has hindered the effective implementation of this program. Audits have repeatedly noted a
need to better train managers in their oversght and adminidiration of EPA’s assstance agreements
programs. Additiondly, we found that EPA has not required, nor regularly provided, pecific training
for its managers or executives to lead a results and accountability oriented culture.

In an audit on Region 6's Supplemental Environmenta Projects (SEP), we found that the region did not
effectively implement the SEP policy to ensure that EPA and the environment/public hedth were the
primary beneficiaries of such projects. Better training in SEP procedures and methods, improved
controls and guidance in evauating project qudity and monitoring SEP implementation, and more
effective coordination with the Justice Department would have improved the Region’ s implementation
of SEP policy.

EPA recognized the need for broader management, leadership and technicd skillsin its “Workforce
Assessment Project” report which discussed the implications of future changesin EPA’s misson and
role in environmenta protection. The study identified competency gaps that EPA must close to ensure
its workforce can meet existing and new challenges.

EPA’sFY 2001 Strategic Plan aso broadly recognized the importance of human capitd as akey
priority for the Agency. In addition, GAO reported that EPA needs to implement a workforce planning
drategy to determine the skills and competencies needed to meet current and future needs. This need
will intensfy as about haf of EPA’s scientific and senior managers become digible for retirement within
fiveyears. Inresponse, EPA has begun implementing a Human Capita Strategic Plan. EPA’s
workforce planning efforts cal for identifying the skills needed in every program unit based on an
assessment of future program needs, identifying skill gaps, and tying skill needs to future budget
requests. EPA plansto award a contract in early calendar year 2002 to develop amode workforce
planning process and a system that will meet the Agency's competency-based workforce planning
needs.



EPA’s Human Capita Strategy specificdly addresses the need for management and leadership
competencies by implementing a series of management development programs. The Agency needsto
further its commitment to deploy the strategy by dedicating resources, devel oping performance
measures, implementing necessary systems for recruiting and devel oping needed competencies, and
then holding managers accountable.

OIG Products

2000-P-00014 Region 6 Supplementa Environmenta Projects, August 22,
2001

2000-M-000828 EPA Needs Better Integration of the Nationd Performance Partnership
System, March 31, 2000

1999-000209 Region 8 Needs to Improve Its Performance Partnership Grant
Program to Ensure Accountability and Improved Environmental
Results, September 29,1999

8100240 EPA Had Not Effectively Implemented Its Superfund Quality
Assurance Program, September 30, 1998

8100256 Pre-award Management of EPA Assistance Agreements, September
30, 1998

4. Quality of Laboratory Data

The quality of |aboratory data supplied to the EPA for regulatory compliance and remediation purposes
continues to be apressing issue. Environmental data of questionable authenticity can lead to concerns
about the soundness of EPA decisions pertaining to the protection of the environment and public hedth.
Furthermore, data integrity issues lead to additiona costs and unnecessary delays when the EPA hasto
identify and assess the impact of the fraudulent data and undertake additiona sampling.

In a June 1999 memorandum to the Acting Deputy Administrator, we suggested actions the Agency
could take to better identify data of questionable quaity. However, current, on-going lab fraud
investigations indicate that despite Agency efforts to ensure data qudity, manipulated data continues to
be generated and supplied to the Agency.

Our reviews and investigations have disclosed a particularly disturbing trend in the number of
environmenta |aboratories that are providing mideading and fraudulent data to the tates for monitoring
the nation’s public water supplies. Severd current lab fraud investigations involve severe manipulation of
lab data used to evaluate the compliance of public water supplies with Federa drinking water standards.
Some of these manipulations have masked potentid violations of the drinking weter regulaions. Many
of the Agency’s other programs (e.g., Superfund, Resource Conservation and Recovery Act, National
Pollution Elimination and Discharge System, air toxins, underground storage tanks, and pesticides) have
a so been impacted by laboratory fraud.

The number of on-going lab fraud investigations has doubled over the last year. One of the
investigations resulted in the indictment of 13 individuas, with five convictions. The laboratory made a
crimina plea of conspiracy to commit mail fraud, and received a $9,000,000 fine. Environmental



decisions based on this manipulated data a numerous military and civilian waste Sites had to be reviewed
and, in many cases, verified through additiona testing. One EPA region estimated that the consequentia
dameages resulting from this activity were approximately $1 million.

The Agency has conducted extengve technica systems assessment audits et al EPA regiond and
research |aboratories. In addition, EPA has provided fraud detection and awareness training and ethics
training; studied dectronic methods for screening deta; and issued guidance discussing the leve of qudlity
assurance given the intended use of data. These efforts should help to improve the qudity assurance
systems and documentation throughout the Agency’ s environmenta |aboratories. However, until the
impact of these and any other recommended actions is redized, EPA must continue to assess and
improve its controls over laboratory data qudity.

OIG Products

|G’ s open |etter to the environmenta andytical laboratory community,
September 5, 2001.

2000-P-3 Review of Region 5 Laboratory Operations, November 22, 1999

Memo to the Acting Deputy Adminigtrator: Laboratory Fraud: Deterrence and
Detection, June 25, 1999

5. EPA’s I nformation Security Program

EPA relies on itsinformation systemsto collect, process, store, and disseminate vast amounts of
information used to assist in making sound regulatory and program decisions. Therefore, it is essentia
that Agency prevent intrusion and abuse of its information systems and protect the integrity of its data.

We have issued a number of reports that cited critical inadequaciesin the Agency’s information security
program and recommended specific corrective actions. 1n addition, a July 2000 Generd Accounting
Office (GAO) review of EPA’sinformation security program found serious and pervasive problems
within the Agency’ s information security program that “essentidly rendered it ineffective” GAO'sreport
identified the exigting practices as wesk and largely a paper exercise that had done little to mitigate risks
to the Agency data and systems.

EPA has made substantia improvementsto its Information Security Program. The Agency has
improved its risk assessment and planning processes, implemented maor new technical and procedural
controls, begun the issuance of new palicies, and findly, begun aregular process of testing and
evauation. Under the leadership of the Office of Environmentd Information (OEI), the Agency has been
working to achieve the Agency’ s gods of making information on EPA’s computer systems available,
while protecting the confidentiaity and integrity of itsinformation. While no security program is perfect,
the Agency’s Information Security Program is substantially stronger than it was.



The dynamic nature of security, however, requires continued emphasis and vigilance. More needsto be
doneto protect the Agency’ sinformation and systems. In our view, EPA needs to establish a strong
centralized security program with oversight processes that would adequately address risks and ensure
vauable information resources and environmenta data are secure. Given the Agency’ s decentralized
organizationa structure, it is essentia that OEI establish a strong leadership and monitoring role to ensure
the success of its computer security program.

OIG Products

2001-P-00016 GISRA: Status of EPA’s Computer Security Program, September 7,
2001
2001-P-00004 Environmentd Protection Agency Payroll and Personne Systems
(EPAYS) Access Controls, March 22, 2001
2000-1-00330 RACF Security controls, June 30, 2000
2000-P-16 Security of Region VIII's Did-Up Access, March 31, 2000

7. EPA’s Use of Assistance Agreementsto Accomplish Its Mission

Assistance agreements condtitute gpproximately one-haf of the Agency’ s budget and are the primary
vehicles through which EPA ddivers environmenta and human hedlth protection. Therefore, it is
important that EPA and the public receive what the Agency has paid for.

Over the past severd years, our audit work has repeatedly identified problemsin the ddlivery of
environmentd protection activities through assstance agreements. For example, we reported in
September 2000 that EPA Region 8 was not consstently awarding and monitoring tribal grants. Agency
officids placed a higher priority on externd relationships, generdly with the tribes, and did not pay
sufficient attention to grant management and interna organizationa relationships. Some grantsincluded
unallowable activities or had inadequate or untimely work plans and progress reports.

Recent audits of EPA’s assstance recipients disclosed that some recipients did not have adequate
financial and interna controlsto ensure federa funds were managed properly. Asaresult, EPA had
limited assurance that grant funds were used in accordance with workplans and met negotiated
environmentd targets. For example, an EPA Region 5 grantee could not adequately account for dmost
$169,000 of the $300,000 in EPA funds. Also, a Region 2 grantee had submitted multiple financia
gtatus reports with different ending balances, had excess federa funds on hand, and could not support
that it had met the minimum cogst-sharing requirement. Misuse of grant funds dso resulted in an
agreement with the City of Cleveland to settle acivil lawsuit charging thet the city’s Air Pollution Control
Program improperly spent atota of $429,158 in grant funds awarded by EPA.

Further, in May 2001, the OIG reported that the Agency did not have a policy for awarding
discretionary assistance funds, totaling $1.3 billion, competitively and recommended such a policy be
developed. Without competition, EPA cannot ensureit is funding the best products based on merit and
cod effectiveness, thereby achieving program objectives and accomplishing its environmenta misson.



The Agency agreed and is drafting a policy which will address competition in the award of discretionary
assistance funds.

The Agency has completed anumber of actions to improve its oversight controls over assistance
agreements, including requiring additiond training for al project officers and issuing policy on project
officer and grant management oversight roles and responsibilities. We are reviewing those actions and
will continue to work with the Agency to identify solutions to assistance problems.

8.

OIG Products

2001-P-00008 EPA’s Compstitive Practices for Assistance Agreements, May 21, 2001
2000-P-00021 Increased Focus on Grant Management and Internal Relationships Would
Improve Region 8's Tribal Assistance Program, September 29, 2000
2000-1-0416  Grant Management Practices of Rhode Idand Department of
Environmental Management, September 21, 2000
2000-P-000020 Ohio Environmenta Protection Agency Superfund Cooperative
Agreement, September 15, 2000
2000-4-0059 Michigan Association of Conservation Digtricts, September 7, 2000
1999-1-00310 Costs Claimed by Western States Air Resources Council,
September 30, 1999
1999-S-00189 Region10's Award and Adminigiration of Grants to the Western States
Air Resources Council, September 30, 1999
1999-P-00215 Identification and Enforcement of RCRA Significant Non-Compliers by
EPA Region |11 and the Virginia Department of Environmenta Qudlity,
September 20, 1999
1999-00213  Nationa Association of Minority Contractors (NAMC), August 23, 1999
1999-1-00224 Region 2's Enforcement of the Resource Conservation and Recovery Act
(RCRA), duly 21, 1999
9100115 EPA Controls Over RCRA Permit Renewals, March 30, 1999
9100117 Center for Chesapeake Communities, March 31, 1999
9300006 Center for Environment, Commerce and Energy, February 17, 1999
9100078 RCRA Significant Non-Complier Identification and Enforcement by the
Rhode Idand Department of Environmental Management,
January 21, 1999

Backlog of National Pollutant Dischar ge Elimination System (NPDES) Per mits

The Clean Water Act specifies that NPDES permits may not be issued for more than five years.
Permittees wishing to continue discharging beyond that term must submit an application for permit
renewd a least Sx months prior to the expiration dete of their permit. If the permitting authority receives
that gpplication but does not reissue the permit prior to expiration, the permit may be “administratively
continued.” These adminidratively continued permits are consdered “backlogged.”



Backlogged permits are an important issue because the conditions upon which the existing permit is
based may have changed since the origina permit wasissued. These changed conditions might require
that the permitee discharge less toxic waste or less volume of waste. The “backlogged” permit would
not contain these new terms and conditions, thereby delaying potentia environmenta improvements to
waters.

EPA isthe permitting authority for Sx states and has delegated permitting authority to the remaining 44
dates. The Agency recognizes that the backlog of NPDES permits is a nationwide problem and has
developed a corrective action plan that includes a variety of strategies to reduce the backlog. These
drategies include creating a streamlined process for developing permits by taking advantage of new
technology; providing assstance to the states through both environmenta assessments and permit
assigance; and findly, communicating the importance of this issue to the states and EPA regiond offices
and receiving firm commitments to reduce the backlog from them.

EPA’s god isto reduce the backlog of NPDES permits for mgjor facilities tol0 percent by the end of
caendar year 2001 and to10 percent for mgjor and minor permits by the end of calendar year 2004.
Asof August 2001, the percentage of backlogged major permits was 23.5 percent, and 27 percent for
minors.

EPA egtimates that only Region 4 will meet the 2001 god for magjor permits. According to EPA
officias, the 2001 god will not be met because of the dramatic increase in the complexity of writing
NPDES permits over the past severd years due to the number of parameters included in permits.

EPA redizes that its current permitting system needs to be reevauated and that the Agency needsto find
new ways of implementing the NPDES program or the problem will become worse. According to EPA
officids, the number of point sources needing permits has increased five timesin the past 10 years. EPA
is consdering a number of innovative methods to address the expanding scope of the NPDES program.
For example, the use of generd permits that are written for aclass of amilar facilities, and the use of
information technology to expedite the entire permit development process, including electronic
submission of permit goplications, eectronic files to develop permits, and eectronic reports are dl viable
options.

We will continue to monitor the progress EPA makesin addressing thisimportant issue. Eliminating the

backlog and making the permit issuance process more efficient will free up resources for other important
activities.

9. EPA’sWorking Reationship With the States

During the last two decades, environmental and human health protection programs have grownin
Size, scope, and complexity. Many environmental problems transcend media boundaries and
solutions may require innovative, cross-media approaches. EPA and states recognized that existing
arrangements for implementing environmenta programs and addressing environmenta problems
were not as efficient and effective as they could be.



EPA depends heavily on states to fund and implement nationa programs as well as provide most of the
environmenta data. EPA and states have not yet agreed on how gtates will have flexibility, while being
accountable for environmenta results. Relations between EPA and states have been strained due to
disagreements over: 1) respective roles and the extent of federd oversight, 2) priorities and budgets,
and 3) results-oriented performance measures, milestones, and data. EPA can improve its working
relationship with states by establishing a structure to set direction, establish goals, provide training,
oversee accomplishments, and ensure accountability of EPA program and regiond offices for
encouraging and facilitating joint planning and priority setting with the states,

In an audit of gate enforcement of the Clean Water Act, we reported that the state programs could be
much more effective in deterring noncompliance with discharge permits and, ultimately, improving the
qudlity of the nation’swater. EPA and the states have been successful in reducing point source
pollution. However, despite tremendous progress, nearly 40 percent of the nation’ s assessed waters are
not meeting the standards states have set for them. The state Strategies we evaluated needed to be
modified to better address environmenta risks, including contaminated runoff. Contaminated runoff,
including agriculturd and urban runoff, was widdy accepted as causing the mgjority of the nation’'s
remaining water quality problems. We recommended that EPA work with the states to develop risk-
based enforcement priorities and upgrade the Permit Compliance System to ensure the Systern meets
federal and State needs.

The National Environmental Performance Partnership System (NEPPS) established anew
framework to reinvent the EPA-state working relationship to better focus on working as partnersto
accomplish complex environmental issues with scarce resources. As one of the primary tools for
implementing NEPPS, performance partnership grants (PPG) alow states and tribes to combine multiple
EPA grantsinto one. EPA began implementing PPGsin 1996.

In aseries of audits on regiond and state NEPPS program implementation (including PPGs), we found
that NEPPS principles were not well-integrated into EPA because of the lack of:

(1) leadership providing a clear direction and expectations, (2) training and guidance, (3) trust in NEPPS
dueto fear of change and losing control, and (4) goals and related performance measures to monitor and
measure progress on achieving better environmenta results.

Since we began issuing our reports in September 1999, the Agency has taken severa stepsto ensure
that NEPPS fulfills its potential. To address the lack of leadership and clear direction for NEPPS, the
Agency formally designated the Assstant Adminigirator for the Office of Congressona and
Intergovernmental Relations as the Nationa Program Manager for NEPPS. The Agency aso began
drafting a handbook to promote understanding of NEPPS and included PPG project officer training as
part of its nationd grants conference.

The current Administration has aso taken steps to set Agency direction for NEPPS and to better
integrate it into EPA. The Adminigtrator has emphasized a persond interest in seeing NEPPS succeed
and expand. She described NEPPS as an excdlent mode of how EPA should work with states, and
asked Regiond Administrators to provide her with regular reports on how NEPPSisworking. She aso



asked the Assstant Administrators to work with the Regions and states in identifying aress where
flexibility is available and to encourage the testing of new measures of program performance.

While the Agency has taken some notable actions, we believe much remains to be done to improve
EPA’sworking relaionship with states. For example, EPA and state managers continue to struggle
with how to provide states flexibility to address their highest environmental priorities while
continuing to implement and report on core program requirements. In addition, EPA has not defined
its performance measures and related milestones to monitor EPA and state progress toward
accomplishing NEPPS and PPGs gods. We will continue to monitor the Agency’s progressin
addressing this important issue.

Ol G Products:

2001-P-00013 Water Enforcement: State Enforcement of Clean Water
Act Dischargers Can Be More Effective,

August 2001

2001-B-000001 EPA’ s Progress Using the Government Performance and
Results Act to Manage for Reaults,
June 13, 2001

2000-P-00008 Improving Region 5's EnPPA/PPG Program,
February 29, 2000

2000-M-000828-000011 EPA Needs Better Integration of the National Environmental
Performance Partnership System,
March 31, 2000

1999-000209-R8-100302 Region 8 Needs to Improve Its Performance Partnership
Grant Program to Ensure Accountability and Improved

Environmental Results,
September 29, 1999
1999-P-00216 Region 4's Implementation and Oversight of Performance
Partnership Grants,
September 27, 1999
1999-000208-R6-100282  Region 6 Oversight of Performance Partnership Grants,

September 21, 1999

10. Protecting | nfrastructur e From Non-Traditional Attacks

Under Presdential Decision Directive (PDD) 63, initisted in May 1998, Federal Agencies are required
to review by May 2003 their respective critical physica and cyber-based infrastructures to ensure the
performance of their misson in the event of non-traditiond attacks within the United States. The
Directive aso places additional responsbility with Federd agencies considered to have amgjor sector
vulnerable to infrastructure attacks. EPA has been assigned the designated Lead Agency and Sector
Liaison for the nation’ swater systems. The Agency, in cooperation with its private sector counterparts,
isto address potentid areas of vulnerability and critical infrastructure protection of the nation’s water
systems.



In June 2001, we reported that funding problems caused delays in attempts by EPA and the private
sector to develop a nationd framework for protecting this critica infrastructure. Consequently, some
key PDD 63 requirements, such as conducting vulnerability assessments and risk mitigation, aswell as
implementing a Vulnerability Awareness and Education Program for the water sector, had yet to be
achieved. Asaresult, the OIG could not state whether EPA and its private sector counterparts would
be successful in their atempt to develop anationa framework for protecting the critica infrastructure of
the nation’ s water supply.

In our report, we recommended that the Agency complete PDD 63 activities in process, fill ggpsin
critical infrastructure planning, and address resource needs. In response, the Agency generaly agreed
with our conclusions and recommendations. The Agency cited various actions to address security
issues, including developing a vulnerability assessment methodology for the indudtry, training utilities to
undertake vulnerability assessments, revising emergency operations plans to incorporate specific
counter-terrorism measures, supporting the development of a secure Information System and Andysis
Center, and awarding grants to study the use of advanced technology to produce devices for detecting
dangerous microorganisms in water supplies.

In light of the events of September 11, 2001, the OIG and the Senate Committee on Environmental and
Public Works asked the Agency in October to report its current and more immediate action plansto
protect the nation’ s water systems from terrorist attack. In a November 19, 2001, memo to the OIG,
the Agency reported that the Adminigtrator has established a Water Protection Task Force with a staff
working full-time on implementing

PDD 63 and other related activities (thisincreased the staff working on water security issues from one
full-time engineer to about 10 full-time staff and many part-time EPA specidists). Significant progress
has been made on many of the tasks outlined in a 1998 draft plan to develop the Nationa Infrastructure
Assurance Plan: Water Supply Sector. Most of the tasks have been examined closdly, revised if
gppropriate, and placed on an accelerated schedule so that the mgjority of activities will be completed
by the end of 2002, with the remainder completed in 2003. Besides accelerating the work, the Agency
has expanded the work to include support for al water systems, both drinking water and wastewater
(origina plan wasto focus on the largest drinking water systems serving more than 100,000 people).

Thisisamgor Agency initiaive with nationa impact that merits continued attention to ensure that

planned activities are implemented, milestones are met, and issues are reported, addressed, and

corrected as soon as possible. We will monitor the Agency’ s progress on this important water issue.
OIG Products

2001-P-00010 Review of EPA’s Adherence to PDD 63, June 25, 2001



