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Audit No. 2001-0591
Report No. 2002-P-00017

FROM: Patricia H. Hil;;jm?é
Director, Business Systems (2421T

TO: Kim Nelson
Assistant Administrator and Chief Information Officer (2810A)

Attached is our report titled “EPA s Management of Information Technology Resources under
the Clinger-Cohen Act.” Our objective was to evaluate whether EPA has established a Chief
Information Officer (CTO) position with sufficient authority and administrative controls to effectively
manage Information Technology (IT) resources agency-wide, and to assess whether the CIO has
adequately implemented the Act’s requirements. The audit also evaluated whether the CIO coordinated
with the Chief Financial Officer to help provide sufficient direction and guidance to Agency managers to
ensure IT investments are acquired in a cost-effective manner.

This audit report contains findings (hat describe problems the Office of Inspector General (OIG)
has identified and corrective actions the OIG recommends. This audit report represents the opinion of
the OIG, and the findings contained in this audit report do not necessarily represent the final EPA
position. Final determinations on the matters in the audit report will be made by EPA managers in
accordance with established EPA audit resolution procedures.

" Action Required

In accordance with EPA Order 2750, you, as the primary action official, are required to provide
us with a written response to the audit report within 90 days of the final report date. If corrective actions
will not be complete by the response date, we ask that you describe the actions that are ongoing and
reference specific milestone dates which will assist us in deciding whether to close this report. In
addition, please track all action plans and milestone dates in EPA’s Management Audit Tracking
System.
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We appreciate the cooperation afforded us during the course of this audit by the Office of
Environmental Information, Office of Chief Financial Officer, Office of Air Quality Planning and
Standards, Officc of Water, and Office of Solid Waste and Emergency Response. We have no
objections to the further release of this report to the public. Should you or your staff have any questions

regarding this report, please contact James Rothwell, Project Manager for Information Technology
Audits Division, at (202) 566-2570.

Attachment




EPA Management of Information Technology
Resour ces Under The Clinger-Cohen Act

Executive Summary

Introduction

In 1996, the U.S. Congress enacted the Clinger-Cohen Act (Act), initialy known as the
Information Technology Management Reform Act, to improve the management of
federd agencies information technology (1T) resources. The Act requires each agency
head to develop and implement a process for maximizing the value of and ng and
managing therisks of IT acquigtions. This processis known asthe IT Capitd Planning
and Investment Control (CPIC) process. The CPIC process relates to an agency’s
section of information technology investments, the management of such invesments,
and the on-going evauation of funded investments. The Act requires the Chief
Information Officer (ClO) to establish an Enterprise Architecture and to use it as part of
the CPIC process. The Enterprise Architecture establishes the entity-wide road map to
achieve an agency’ smisson. An agency’s cgpita planning and control process must
build from its current Enterprise Architecture, and support the trangition from its current
to target architecture.

Objectives
We audited to determine whether:

C EPA has established a ClO pogtion with sufficient authority and adminigrative
controls to effectively manage I T resources Agency-wide.

C EPA’sCIO has adequatdly:

T managed and controlled investments using acomprehengve IT CPIC
process,

T deveoped and maintained an Enterprise Architecture;

T monitored IT investment projects and provided standard tools and practices
for managing system development projects; and

T coordinated with the Chief Financia Officer to hdp provide sufficient
direction and guidance to Agency management regarding cost effective
acquistions.

Results in Brief

EPA’s ClO has sufficient authority to shape and direct Information Resource
Management (IRM) activities. Neverthdess, past CIOs have not provided the
leadership needed to fully implement the changes required by the Act. Since
established in 1998, EPA’s CIOs have taken some actions to implement and
indtitutiondize the Agency-wide authority and responsbilitiesfor IT capita
investments. Y et many drategic planning and development activities only started in
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fiscal 2001. A first step in addressing EPA’ s planning needs was the ClO approval of
an updated EPA Strategic Information Plan on July 29, 2002.

EPA’ s new CIO recognizes the importance of the issuesraised in this report and is
taking aggressve steps to address the Act’s fundamental components. For example,
in May 2002, the CIO established a Chief Technology Officer position to coordinate,
implement, and advise on the Strategic Technology Plan, Agency Architecture,
E-government activitiesand IT investments. Also, in June 2002, the Deputy CIO for
Technology (DCIOT) was assigned responsibility for establishing and publishing
standards and procedures based on the Act. However, ingtitutiondizing structured,
centralized controls and oversight processes will take additional effort and resources.
Some program managers have not taken the Act serioudy and have viewed its
requirements as another sep to satisfy the annua OMB budget call.

Severd key factors continued to limit the redlization of a successful program:

»  Senior program managers continued to use outdated and unauthorized IT
acquisition practices, because Agency IT palicies conflicted with the Act's
requirements and the CIO’ s authority.

»  The Agency was gtill developing its Enterprise Architecture Plan, and had not
established aformal chain of command, ather through policies or formal
delegation, from the CIO to the Chief Technology Officer, DCIOT, and Chief
Architect. In particular, formadization of the Chief Technology Officer and Chief
Architect postions will help ensure sufficient management authority and resources
to implement the Act. Also, position descriptions for dl three roles should be
updated to address respective responsibilities for the development of an Enterprise
Architecture and execution of related I T activities.

* EPA had not implemented a CPIC performance-based measurement system for
assessing and managing risks of IT acquisition, and implementing, monitoring and
evauating IT projects.

EPA isinthe process of implementing an IT cost accounting system to support such
areas as | T budget reporting, project management, and system life cycle management.
Project cost accounting is acritical management tool for EPA to achieve acceptable,
efficient and effective accounting, budgeting, and procurement of IT investment
projects.

With regard to the fiscal 2002 budget, we believe the CIO had minima assurance that
IT investments reported to OMB would maximize their value. Moreover, the CIO had
little assurance that these investments were adequately assessed for risk factors, that
risks were being managed, or that products were procured consistent with the Act’s
requirements. EPA reported investments that totaled more than $449 million for the
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fiscad 2002 budget. Our review showed that EPA continued to spend millionson IT
investments that gppeared to be making minima or inggnificant progress. During the
period under review, EPA’sIT investments were not maximizing the efficiency of IT
operations nor resolving long-standing problems, such as integration of environmental
data Exigting IT contracts, with a maximum vaue totaling gpproximately $1.6 billion,
can be awarded new work without proper delegated authorization from the CIO.
Furthermore, EPA continued to award new IT contracts without required CIO
approvd.

Recommendations

Improving the fundamenta issues addressed in this report will require a series of inter-
related corrective actions. To help EPA management plan for and channd its resources
in amethodical manner, we prioritized the recommendations listed in Chapters 2
through 6 of thisreport. The most prominent recommendations are summarized below.
The CIO will need to complete and implement these actions in order to improve the
way EPA’sIT investments are assessed, managed, and evauated.

* Revise outdated policies to remove unauthorized I T business practices and add new
requirements.

» Formdly re-ddegate authority and respongibilities for implementing the Clinger-
Cohen Act to the Chief Technology Officer and, in turn, further re-delegate to the
Chief Architect the management authority and responsibilities for maintaining an
Enterprise Architecture,

» Edablish and update policies for the Enterprise Architecture and execution of
rlated IT investment activities under the Act.

* Implement an automated project management system.

Implement individua project monitoring and evauation processesfor IT
invesments.

The CIO aso will need to work with other Agency officias to establish delegations,
policies, and procedures for IT procurements.

Agency Comments and OIG Evaluation

We received comments from EPA’s CIO, Comptroller, Assistant Administrator for
Solid Waste and Emergency Response, and the Director, Information Transfer and
Program Integration Division of the Office of Air and Radiation. \We amended the
report based on these responses, as well as additiona discussons with appropriate
management officas.

i
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The ClO agreed with our emphasis on the importance of an effective I T investment
management program and agreed to continue to aggressively address issues identified
by the report. The CIO noted substantive accomplishments toward thet god, such as
establishing new policies, promulgating a new information strategic plan, hiring a Chief
Technology Officer, employing arisk-based processfor IT investments, and
establishing a cost tracking system.

While we agree that EPA has taken sgnificant initia steps to address the report’s
findings and recommendations, there are till Sgnificant recommendations that need to
be addressed, such as implementing an automated system to manage the CPIC
process. Also, authorities and responghbilities for the Chief Technology Officer and
Chief Architect need to be incorporated into Agency policy, and resources need to be
dedicated to complete and maintain EPA’s Enterprise Architecture. The CIO has
established an ambitious schedule to address this report’ s recommendations, and it will
require EPA to continue dedicating significant resources.

The Comptroller responded that his office was working with an Office of Environmenta
Information workgroup to ensure consistent trestment of IT costs with common system
life cycle sages. The Comptroller did not agree to amend exigting I T contracts and
dated that the interim policy announcement provided adequate controls. We till have
concerns about the adequacy of the new cost accounting process for categorizing
project costs by life cycle phases. However, we will defer making forma
recommendations until a more detailed assessment of the new process can be
competed as part of the Fiscal 2002 financid statements audit.

The Assstant Adminigrator for Solid Waste and Emergency Response, and the
Director for the Office of Air and Radiation’s Information Transfer and Program
Integration Divison, both disagreed with our conclusion that project management
controls were inadequate. We did not review al project management controls, but we
did document inaccurate and/or unsupported information being reported as part of the
budget for the IT system projects. We dso found that the projects did not comply with
exiging Agency systems development life cycle policy documentation requirements.
We consder these to be significant project management wesknesses.
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Chapter 1

Introduction

Purpose
The audit’ s objectives were to determine whether:

C EPA had established a Chief Information Officer (ClO) position with sufficient
authority and adminitrative controls to effectively manage Information
Technology (IT) resources Agency-wide;

C EPA’s ClIO had adequately:

T  Managed and controlled invesments using an IT Capitd Planning and
Investment Control (CPIC) process, including a determination of whether
investment decisons minimize the risk to the Agency, provide apositive
return on investment, and satisfy the Clinger-Cohen Act requirements,

T Adopted the Federa Enterprise Architecture Framework components
necessary for developing and maintaining an Agency Enterprise Architecture,
as prescribed by the Office of Management and Budget (OMB) and the
Federa Chief Information Officers Council;

T Monitored IT investment projects and provided standard tools and practices
for managing system development projects; and

T  Coordinated with the Chief Financid Officer to help provide sufficient
direction and guidance to Agency management to ensure I T investments
were acquired in a cost-effective manner.

Background and Criteria

Act Established CIO Role and CPIC Process

The Clinger-Cohen Act of 1996 (Public Law 104-106) intended for a central process,
led by a CIO, to manage I T investments across an agency. Since 1996, EPA has
taken two significant actions to implement the Clinger-Cohen Act. In 1998, EPA’s
Adminigtrator established the CIO position through Delegation 1-84. The Delegation
assigned respongbility to exercise al responshilities of the CIO pursuant to the Clinger-
Cohen Act, such as establishing an I'T Architecture and an IT CPIC process. Then, in
1999, EPA reorganized its Agency | T management, and established an Office of
Environmenta Information (OEI) and a Quality Information Council.

1
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The Act requires the CIO to implement a CPIC process for maximizing the value and
assessing and managing therisks of an agency’sIT acquiditions. The CPIC processis
to provide for the sdlection of investments using minimum criteria, both quantitative and
qualitative, for comparing and prioritizing dternative information sysems projects. In
addition, the CPIC process must provide a means for senior managers to obtain timely
information regarding progress (at established milestones).

The Act identifies numerous requirements and responsbilities for the agency head,
ClO, and other key officids. Specific responghilities for the CIO include;

» Devdoping and implementing a sound and integrated Enterprise Architecture;

* Monitoring and evauating the performance of IT programs based on defined
measurements, and determining whether to continue, modify, or terminate a
program or project;

» Implementing and enforcing applicable government-wide and Agency IT
management policies, principles, sandards, and guidelines;

» Acquiring and managing information resources in amanner condstent with Federd
laws and internal policies and procedures.

 Integrating Information Resources Management (IRM) operations and decisons
with organizationa planning, budget, financid management, and program decisons,

» Devedoping afull and accurate accounting of 1T expenditures, related expenses, and
results; and

« Egablishing aprocessto sdect, control, and evaluate the results of mgor
information system initiatives.

Law and OMB Circulars Further Define Requirements

Under Title 44, U.S. Code, Section 3506, agencies are responsible for developing and
maintaining an IRM drategic plan, as well as a current and complete inventory of its
informeation resources.

OMB Circular A-130, Management of Federal Information Resour ces, requires the
ClOto: (1) prepare and update a cost-benefit analysis for each information system, as
necessary throughout its life cycle; (2) conduct cost-benefit anayses to support ongoing
management oversight processes; (3) conduct post-implementation reviews of
information systems to vaidate estimated benefits and document effective management
practices, and (4) establish information system management oversight mechanisms.
This Circular dso emphasizesthat IRM planning should help the Agency link IT to
mission needs. Furthermore, IRM planning should coordinate with other agency

2
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planning processes, including strategic, human, and financia resources. The agency
should employ mechanisms to ensure that mgor information systems proceed in a

timely fashion towards agreed-upon milestones, meet user requirements, and deliver
intended benefits to the agency and the public.

OMB Circular A-11, Preparing and Submitting Budget Estimates, lists
requirements for preparing and submitting I T budget estimates, including requirements
to evauate full life cycle cogts, benefits, and Return on Investment.

CIO Council Addresses Best Practices and Provides Guidance

Federal ClIO Council, Capital Planning and I T I nvestment Committee,

I mplementing Best Practices, dated June 1998: The 24 mgjor Federal agencies
participated in a Best Practices Workshop highlighting their approaches for sdecting,
controlling, and evauating critical IT invetments.

A Practical Guideto Federal Enterprise Architecture, Version 1.0, February
2001: Thisguide satesthat an Enterprise Architecture establishes the agency-wide
road map to achieve an agency's mission through optimal performance of its core
business processes within an efficient IT environment. The Chief Architect, in
conjunction with the CIO and sdect Agency business managers, definesthe
architecturd principles that map to the organization’s IT vison and drategic plans. As
shown in Figure 1, architecturd principles should represent fundamentd requirements
and practices believed to be good for the organization.

| strategic Plans |

| Business Needs |

IT Visiun, ~
-\“xh Ry uirerenis, ,,-«"'a
e aml Praciice e
R -
- Mx"\.‘ l .L_,-"' -~
Principles
= Frnlerpmse
—_— -— - - — ——
Y i
EA Svstoms Life Cyele Capital Plaiming and
Policies and Guidelires - Systerns Migration Imvestment Conitrol
EADevdopment | | L rliiomy Taserion | | [ Ere Setion
= B Daintenance : ELH} DIJ':IH[IIIUZ.?S . - F'rrj rrf T':.ﬁr.=|11-1.=|1.in|'|
 EA O orrpliance FERHFTIETIL FATS = Hctum on Insrcstimnont

Figure 1. Roleof Architecture Principles
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EPA Delegation for CIO

EPA Deegations Manua 1200, 1-84, Information Resources Management, dated
December 18, 2001, specificdly requires the CIO to:

(1) Approve the Agency's IRM Strategic Plan, Five-Y ear IRM Implementation
Fan, IRM investment portfolio, and IRM contracting strategy;

(2 Establish policies and procedures for the management and security of records,
files, data, and information systems and technology;

(3) Approve the acquisition of information technology resources, and

4 Establish and maintain a continuing program for the management and security of
records, files, data, and information systems and technology.

Authorities (3) and (4) above were re-delegated on June 13, 2002, to OEI’ s Director
for Technology Operations and Planning. These authorities may be re-delegated
further to Assstant Adminidrators, Regiond Adminigrators, the Chief Financid Officer,
and other senior Agency officids. Moreover, these officids may further re-delegate
authorities within their repective organizations.

EPA Requirements for Software Development

EPA Directive 2100, IRM Policy Manual, establishes a policy framework for IRM
programs at EPA. In particular, Chapter 17, System Life Cycle Management,
identifies life cycle requirements for information systems projects. These requirements
include the System Management Plan, cost-benefit analysis, and arisk andlysis a each
stage of the system devel opment life cycle. Chapter 17 dso prescribes that a system
charter be developed during project initiation, including an estimate of life cycle codts,
and identifying the appropriate management levels for approving decision papers. A
System Management Plan decision paper should be produced at the conclusion of the
analysis stage and should be updated as the project progresses.

Scope and Methodology

We conducted this audit at EPA Headquarters in Washington, DC, gtarting in January
2001 and issued adraft report in April 2002. Subsequent to the draft report, we
updated portions of the findings to reflect recent Agency accomplishments. We
performed our audit in accordance with the Gover nment Auditing Standards, as
issued by the Comptroller General of the United States, and included such tests as
necessary to complete our objectives. Exhibit 1 details our scope and methodology, as
well as prior audit coverage.
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Chapter 2

ClO Needs to Fully Implement
Clinger-Cohen Act Requirements

EPA’s CIO needs to demondtrate strong leadership by providing IT technica expertise
and aworkable investment management structure to ensure the Agency’ s many
program offices implement the I'T capita investment process envisoned by the Clinger-
Cohen Act. While EPA has taken steps to implement Clinger-Cohen functions, many
agpects continue to evolve, with plans, policies, and guidance till in development. EPA
did not effectively manage its I T investments from an Agency-wide perspective;
however, it recently established a Chief Technology Officer to provide leadership and
implement acomprehengive I T investment program. For the period under review, we
found that program officids were till operating under invaidated I'T acquigtion policies
and procedures that alowed them to individualy make investment decisons. EPA
appeared to be using adowly evolving, volunteer-based, and decentralized approach
to developing, supporting, and managing I T capitd investments. In addition, the lack of
amonitoring process alowed projects to be executed without a minimum level of
management controls. Finaly, some program managers did not take the Act serioudy
and viewed the Agency requirements as another step to satisfy the annual OMB budget
cal.

ClIO Relies on IT Budget Instead of Investment Portfolio Process

The CIO used the Fiscd 2002 annud budget cdl to plan IT investments. The Act
intended that the ClO establish a performance-basad system for implementing, monitoring
and evauating IT projects. The Agency’sIT investment process was primarily a budget
reporting process. It was used to meet OMB IT program annua reporting requirements
and to recommend an annual budget for mgor systems investment projects. Financid
management, procurement, and project management controls were not adequately
integrated into the Agency’s CPIC process. Moreover, project management practices
were inconsistent throughout the Agency. Numerous examples demondirated that the
peer review used objective, yet congtantly evolving, criteriafor evauating investment risk.
While the peer review process adequately quantified and documented risk
determinations, we could not substantiate the basis for Information Investment
Subcommittee' s (11S) decisonsto (1) lower the risk determinations assgned to some
investment proposds, and (2) make recommendations for funding them to the Quality
Information Council and CIO.

Investment Portfolio Structure Missing Fundamental Elements

In 1998, EPA established a ClO pogition. 1n 1999, EPA created the OEI and
reorganized its IRM structure. However, more than 5 years after implementation of the

5
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Act, EPA 4ill had not sufficiently implemented some fundamenta dements of a
centralized investment portfolio structure (strategic IRM plan, CPIC process, Enterprise
Architecture, and cost accounting process). Specificdly:

Senior Agency program managers continued to use outdated and unauthorized IT
investment practices. Policies and procedures, such as EPA Directive 2100, need to
be revised to incorporate new CIO responsihilities relating to I'T procurement,
systems development life cycle, project management, cost accounting, and budget.

EPA’sIRM Strategic Plan dated back to 1994, and did not reflect Clinger-Cohen
Act requirements. However, on July 29, 2002, the Agency updated the plan and
issued the EPA Strategic Information Plan: A Framework For The Future.

Leadership and organization for developing the Enterprise Architecture changed
ggnificantly over the past two fisca years.

T Until thefdl of 2001, the Agency budget submission included the architecture
project as a component of infrastructure proposals and, as such, was under that
leadership. Initsfisca 2003 budget submission, EPA identified it as a separate
architecture project and intensified efforts to complete the basdine and target
architectures.

T InFebruary 2002, the CIO announced a Chief Architect position to manage the
development of an Enterprise Architecture. Then, in May 2002, the CIO
edtablished a Chief Technology Officer position to coordinate, implement, and
advise on numerous I T investment management activities, including the Agency’s
architecture. Also, through EPA’s CPIC policy, the Deputy CIO for
Technology (DCIOT) was assigned responsibility for establishing and publishing
standards and procedures for the Agency Architecture, E-government activities,
and IT planning. These are poditive actions, but the Agency has not yet
established aformd chain of command from the ClO to the Chief Technology
Officer, DCIOT, and Chief Architect. Formdization of the Chief Technology
Officer and Chief Architect positions would help ensure sufficient management
authority and resources to implement the Act.

T EPA bdievesit will be able to complete the Enterprise Architecture basdine,
target, and sequencing approach by October 2002. However, we have not
reviewed the recently-completed draft basdline, and have not evauated whether
available resources will enable the Agency to achieve this milestone.

Senior managers could not obtain timely and accurate cost, benefit, and performance
information on IT projects. 1n 2001, EPA purchased a service level agreement to
use off-the-shelf software cdled Information Technology Investment Portfolio
System (I-TIPS), afederaly-sponsored software product, for monitoring and
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evauating I T projectsin the CPIC process. EPA indicated it has assgned resources
for implementation, developed milestones for production, and will use the software to
generate automated reports to OMB for the 2004 budget submission. Furthermore,
management states that 1-TIPS will be expanded agency-wide in 2003.

» Actions are needed to strengthen I T project management controls. Program
managers used incond stent management tools, and EPA had no standard project
cost accounting system for providing useful datato project managers. Managers
used outdated cost-benefit assessments or chose to omit the assessment as part of
the system development process. Moreover, the ClO had not established
monitoring or evaluation processes to ensure mgjor information systems proceeded
in atimely and cogt-effective fashion, met user requirements, and delivered intended
benefits to the Agency and affected public.

Theseissues are covered in greater detail in Chapters 3 through 6.
EPA’s Process Creates Unacceptable Risk for IT Investments

The absence of afully-developed, centrdized investment portfolio structure resulted in
management’s.

* inconsstent and undocumented evauations - 1S gpprovd of IT investment
proposa projects which were documented as high risk by a peer review process,

 inability to effectively monitor IT system development or enhancement projects
schedules and costs,

» omission of investment benefit evauations for completed IT projects, and
* inability to document and account for IT project investment cods.

The dowly evolving and decentralized gpproach that was being used to develop an IT
investment control structure was not successful. EPA’ s gpproach alowed IT projectsto
be funded without proper justification, and in the absence of adequate management
controls. EPA invested resources on outdated systems that did not maximize the
efficiency or resolve long-standing problems, such as integration of environmenta data.
For example, the Air Quality System spent over $8 million from fiscal 1996 through
2001 for the project’s Phase 1. Thefiscal 2001 budget submission for the project
included a statement of intent to make modifications in Phase 2 to adapt the system to
function with EPA’s Centrd Data Exchange porta and incorporate Agency data
dandards. However, these critical functional modifications were not addressed until
fiscal 2002, about 6 years into the project.
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Conflicts between the EPA Ddegation 1-84 and prior procurement policies caused
program and regional managersto award new IT contracts without proper CIO
approvad. Also, exigting I T contracts, with a maximum vaue totaling approximately $1.6
billion, can be awarded new work without proper authorization. Under EPA Delegation
1-84, the CIO isthe only manager authorized to approve acquisitions of 1T resources.
In June 2002, this authority was re-delegated to OEI’ s Director for Technology
Operations and Planning. This authority can be re-delegated further. However, this
delegation conflicts with and invalidates prior EPA procurement policies and practicesin
EPA Directive 2100.

Ovedl, thereisahigh risk that EPA’ s technology investments will not result in significant
improvements in organizationd efficiency and productivity, or enable EPA to work
better with states, tribes, local governments, private industry, and the genera public.
EPA planned to spend gpproximately $449 miillion for IT investmentsin fiscd 2002, so
poor investment choices could have sgnificant monetary ramifications. To avoid risk,
EPA must ensure that its target enterprise architectureis fully integrated with its
Government Performance and Results Act goas and objectives, IRM Strategic Planning,
and IT acquigition processes. Until thisintegration is achieved, EPA will continue to
struggle with its ability to reinvent organizationa processes, integrate and manage data,
and build a scalable and reliable network architecture.

Initsfisca 2003 budget submission, EPA took the first step in consolidating duplicate
systems when it combined four modernization efforts into two investment proposals.
EPA’s process for evauating investment proposal's appears to consider data standards
requirements and system duplications, however, management must continue to
strengthen procedura controls to minimize effects of aweakly integrated process, such
as.

e IT investmentsthat are not driven by business priorities and misson gods,

* invesing in stovepipe and duplicate systems,

* IT investments that do not take advantage of technology advances and reduced
costs,

 inefficient reporting processes for states and private industry users,

* goplication sysems that do not comply with environmenta data and interoperability
sandards, and

* not meeting increased public access and security requirements.

Until EPA fully implements the Act’ s requirements, management will be unable to make
fully-informed decisonsregarding I T investments.
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Strong CIO Leadership Needed to Implement and Enforce Act

Although it has been more than 5 years since the Clinger-Cohen Act was implemented,
EPA hasyet to comply fully with its gatutory requirements. We believe thiswas due, in
part, to the fact that EPA did not have a presidentially-appointed and Senate-approved
CIO prior to December 2001. Although EPA reorganized its IRM office and
established a ClO postion, there was little change in the Agency’s I T operations or
investment practices until recently.

The lack of strong CIO leadership and a comprehensive investment portfolio structure
perpetuated the Agency’ s unsuccessful, decentraized I'T investment process. The CIO
should target key agency-wide problems through the CPIC process (e.g., integration of
environmenta data, €ectronic reporting, duplicate systems, Geospatid Information, data
standards, and data management). The new CIO's actions show that she agrees. For
example, EPA used the CPIC process findings to stop operating funds for the
Geographicad Information Systems’ investment.

Recommendations
We recommend the Chief Information Officer:

2-1. Assgn sufficient resources and expertise to ensure timely and effective
implementation of report recommendations.

2-2. Continue with strategy to develop and execute a comprehensive, prioritized,
multi-year plan to address gaps and bring EPA’sSIT policy collection to the
“should be” gtate. In particular, the plan should include appropriate practices for
the Enterprise Architecture, CPIC process, and I T acquisitions addressed in the
Clinger-Cohen Act, OMB guidance, and EPA Delegation 1-84.

2-3.  Continue to work with the Director for Acquisition Management to (a) direct
contracting officers and other procurement personne to only accept procurement
requests with aformal ClO gpprovd or officidly re-delegated procurement
authority; and (b) establish interim delegations, policies and proceduresfor IT
procurement, until forma re-delegations are revised and implemented.

Agency Response

The CIO agreed overd| with the emphasis placed on establishing an effective IT
resource investment program. However, the ClO identified specific findings and
recommendations that the CIO did not believe reflected recent Agency
accomplishments.
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OIG Evaluation

We made changes to the report findings and recommendations based on the CIO's
response, acknowledging that accomplishments not previoudy noted were due to

(1) recently-completed actions, and (2) EPA’sevolving I T investment process,
procedures, and selection criteria. While we updated the report’ s information based on
management’ s comments, we believe significant issues still need to be addressed to
inditutiondize the Act’ s requirements. Establishing Agency policies and proceduresis
only thefirst sep. Monitoring and evaduaing I T investments againgt a set of minimum,
critical criteria can ensure the indtitution is operating as desired for IT capita investments.
Furthermore, formalizing the Chief Technology Officer and Chief Architect authorities
and responsibilities should help ensure adequate resources are dedicated to the
completion and maintenance of the Enterprise Architecture. Then, monitoring and
evaduation of IT investments can provide a basis to recommend modificationsto the
Agency’s Enterprise Architecture. The CIO has established an ambitious schedule to
address this report’ s recommendations and, to succeed, EPA will need to continue
dedicating sgnificant resources for planning, procuring, monitoring, and evauating IT
invesments.
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Chapter 3

Weaknesses in CPIC Process
Place EPA’s IT Investments at Risk

The Agency’s CPIC process was inadequate to properly manage EPA’sIT investments.
Most of EPA’s mgor fiscal 2002 IT investment proposa projects are high risk and
operating with little oversght. Moreover, projects are not evauated upon completion.
In total, the fiscal 2002 budget submission indicated EPA was planning to spend $449.4
million for IT investments, including $203.2 million for mgor projects. EPA’s fiscal
2002 CPIC investment portfolio process was primarily a peer review risk assessment
process that: used congtantly evolving Agency-wide priorities for selection, provided
little oversight of individua projects execution during the Control phase, and did not
evauate the adequacy of completed projects in an Evauation phase. EPA’sfisca 2003
CPIC process was basicdly the same. Asareault, as discussed in Chapter 2, the
Agency may have invested resources on outdated systems that did not maximize the
efficiency or resolve long-standing problems, such as integration of environmenta data.
Numerous Documents Provide Federal Guidance

OMB provides the primary Federa guidancein Circular A-130, Management of
Federal Information Resources; Circular A-11, Preparing and Submitting Budget
Estimates; and Circular
A-94, Guidelines and
Discount Rates for Cost-

Benefit Analysis of 2

Federal Programs The Howe da yau know

CIO Council and Genera you ;‘:” caeted Select * Screen
. . e | PROMECTE H K

Accounting Office (GAO) Phase glf;m

have both published
additiona Federa
guidance that describes

?
Haw & yoy
arsdring

Evaluata

the process. GAO Phase Control that projects
provides an illustration of » Condcl JE::L:
this process (see figure 2) reviBuS S o
in Information * Make adjusiments rogess
Technology Investment * Apply lessons
Management: An ? ol
Overview of GAO's e esysiems
Assessment Framework you expacted?
(Exposure Dreft), Figure2. IT Capital Planning and Investment Control
GAO/AIMD-00-155, Process
May 2000.
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Existing CPIC Process Inadequate to Manage
EPA’s IT Investments

EPA’sIT CPIC process did not adequately select, control, and eval uate the appropriate
mix of IT capita investments using objective, risk-based criteria consstent with the
Agency’s Enterprise Architecture and IRM Strategic Plan. Under the current process,
EPA’s Chief Financia Officer prepares three exhibits (52, 53, and 300b), at varying
times of the fisca year, for EPA’sannua 1T Budget submisson. OEl’'s Information
Investment Subcommittee (11S) considers the results of an annua risk assessment review
of the mgor investment proposals listed in Exhibit 300b and, during the Select phase,
makes funding recommendations to the Quality Information Council and CIO.

However, EPA’s CPIC process provides little oversight of individual projects execution
during the Control phase and does not evauate the adequacy of completed projectsin
an Evauation phase, as recommended in Figure 2. The peer review risk assessment
was the most substantive and documented process that EPA used to objectively manage
annud 1T investments. However, at the IS review leve, we found a decision process
that lacked adequate evidence to (1) substantiate subjective executive decisions that
differed from peer review recommendations, and (2) describe how discrepancies
identified by the peer review were resolved.

As such, Agency management planning and budgeting recommendations for fisca 2002
appeared to be based on 1S opinion, rather than the objective peer review risk
evauations. While the peer review process objectively quantified and documented risk
determinations, we could not adequately substantiate the basis for the 11S votes which
lowered the risk assigned to investment proposals by the peer review process.
Nevertheless, the 11S recommended funding the proposas to the Quality Information
Council and CIO. The same basic CPIC process was used for EPA’sfiscal 2003 1T
Budget submission, dthough specific criteriafor the peer review process changed. Our
review of the three specific phases disclosed the following:

Select Phase

Recommendations Not Supportable or Justified. Many 11S recommendations were
not supportable based on objective criteria. We evaduated information from EPA’s
Exhibit 300b IT budget submisson, the mgor IT project document; OMB’ srisk
andyses of that submission; and EPA’s interna CPIC Peer Review risk assessment.
From those sources, we summarized the investment proposal responses, focusing on

4 key risk factors for the 48 mgjor IT proposas listed in EPA’sfiscal 2002 budget
submission to OMB. We compared the 48 investment proposasto the results of EPA’s
CPIC Peer Review risk assessment, OMB’ s risk assessment report card, and our
assessment for the 4 key control areas. OMB clarified that they considered projectsto
be high risk if they did not demonsirate compliance with key requirements, or the
information provided was not sufficient to determine therisks. OMB’srisk assessment
report card reflected that, overal, 89 percent of EPA’s mgjor projects were high risk,
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while EPA’s Peer Review assessed that only 8 percent were high risk. Our assessment
concluded that al 48 proposals were high risk, based primarily on the fact that the
Agency had not provided an Enterprise Architecture for IT managersto usein preparing
IT invesment proposals. In spite of not having an Enterprise Architecture, dl the
proposals nonetheless indicated they were aigned with an Architecture. Details on our
comparison are in the following table.

EPA Major Investment Proposals
Key Project Risk Factors
(Fiscal 2002)
OMB OIG Peer Risk
Key Risk Factors Assessment ! Assessment Assessment

Percentage of IT projects not aligned 100 % 100 % N/A
with Enterprise Architecture
Percentage of IT projects not including 4% 33 % 56 %
adequate security planning or when not
clear
Percentage of IT projects not including 100 % 56 % 40 %
a completed current cost-benefit
analysis or when not clear
Percentage of IT projects not having N/A 48 % 42 %
approved system management plan or
when not clear
Percentage of High-Risk 89 % 100 % 8 %
IT Investment Proposals

The lIS reviewed the internd risk assessments and agreed with the conclusions that
some of these projects were high risk. Nevertheless, the 11S recommended to the
Qudity Information Council and the CIO that al 48 projects be recommended for
funding in the fiscal 2002 budget submisson. OEI told us that these projects were
recommended for funding only after substantia corrective actions were taken to make
the business case, and afourth review of the project proposa was conducted.

1 We cdculated percentages based on raw data (# of projects) and footnote information
associated with the “magjor” projects (Steedy State, Mixed and Devel opment/M odernization/
Enhancement), as taken from documents provided to EPA by OMB regarding the Agency’s
fiscal 2002 IT budget submission (dated July 26, 2001).
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Significantly Deficient Projects Recommended for Funding. In spite of therisk
assessment process, dl the projects with significant weaknesses were recommended for
funding in the fisca 2002 and 2003 IT budget submissions. For example, mgor projects
were found to have significant wesknesses by the peer review process. ThellS
downgraded these projects from “red light” to “yelow light” in fisca 2002, but we found
no evidence of how the sgnificant deficiencies were resolved. In fisca 2003, the peer
review process once again stated these projects contained significant weaknesses. Once
again, the 11S recommended them for funding. The documentation provided did not
contain clear, objective evidence from which we could conclude whether the cited
deficiencies had evolved during the 2-year span or Smply remained unchanged. Our
andysis was confined by the fact that the risk assessments used different documentation
and evauation requirements each year. The CPIC process should rely on one minimum
st of conggtent objective criteria gpplied throughout dl levels of the selection review
hierarchy.

Inconsistencies Noted. The narrative for the CPIC IT budget submissions were
unclear about the Enterprise Architecture and conflicted with the Agency’ s fiscal 2002
Annua Performance Plan gods. For example, EPA’s key architectural project, the
Information Integration Program, refers to the Integrated Compliance Information System
(IC1S). The Enterprise Architect document statesthat ICISis “being desgned to
interface with only afew . . . legacy systems, but the technology isscdable. .. "
However, the fisca 2002 Annual Performance Goals discusses ICIS in terms of 14
exiding sysems. From these conflicting perspectives, it was not clear how the existing
legacy systems were to be integrated with the Enterprise Architecture strategic
framework.

Control Phase

EPA was not monitoring the execution of IT capita investment projects during the year,
thereby preventing the CIO from adequately managing ongoing I T investment projects.
In fiscd 2002, OMB established basdlines to measure progress and performance for
projects scheduled milestones and costs estimates. OMB required that agencies explain
schedule dippages and increased costs greater than 10 percent. EPA reportsthis
information in annua Exhibit 300b reports.  However, common industry practice isto
use a4 week time frame for monitoring and measuring variances from the project plan.
In our opinion, the Agency should monitor the execution of its projects through periodic
reports (at least quarterly) that managers can use to identify emerging cost or schedule
problems and initiate compensating actions.

Evaluate Phase
The Agency did not perform any post-implementation reviews or evauations of

completed IT projects. EPA’s OEI has taken steps to implement a Post-lmplementation
Review Phase. In addition, management prepared alist of completed or terminated
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projects that would require review for the first time during the fisca year 2003 CPIC
process.

CPIC Management Problems Stem from Several Causes

Many factors have contributed to the ineffectiveness of EPA’ s current CPIC process, as
discussed below.

CIO Needs to Institutionalize a CPIC Process

In June 2002, EPA issued EPA Order # 2100.A.1 to formally recognize CPIC paliciesin
the Agency Directives. Asanext step, the ClO needs to establish Agency-related CPIC
procedures and guidance.

Insufficient Staff Dedicated to CPIC Process

In our opinion, the CIO had not dedicated sufficient resources to administering afully
functional CPIC process. The lack of adminigtrative and financial resources restricted
EPA’s capability to implement a comprehensve system for managing its I T investment
portfolio. The Agency’sIT program for fisca 2002 totaled $449 million. Yet, the CIO
only established two full time positions (team leader and one gaff) as the primary
resources to implement and execute an EPA CPIC process. The permanent positions
were supplemented by an ad hoc team for the peer risk assessment and the review of
proposals by the 1S, EPA should assign sufficient resources and expertise to address I'T
acquisition and development.

Implementing I-TIPS Would Structure CPIC Process

Implementing the Federally-sponsored |- TIPS software, an automated investment control
and reporting system, would provide EPA with avauable tool for monitoring and
managing its I'T investment portfolio. Thistool dready isbeing used by more than half of
major Federd agencies. Implementing I-TIPS would help EPA sdect IT proposdls,
monitor the execution of funded IT projects, and eectronicaly report IT investment
submissonsto OMB.

Although EPA’s OEI gppeared to serioudy consider using I-TIPS, during the review
cycle, management could not provide evidence to support that they planned to implement
the software product in the near future. In March 1999, OEI conducted a study, Report
on the Results of |-TIPS Process Analysis and Feasibility. Then, in 2001, EPA
purchased a Service Level Agreement for I-TIPS. In response to the draft report, OEI
indicated that it would use I-TIPS during the current budget cycle for generating reports
to OMB. Agency-wide implementation of the product is tentetively scheduled for the
fiscal 2005 budget cycle.
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Recommendations

We recommend the Chief Information Officer:

3-1.

3-2.

3-3.

3-5.

Assgn sufficient saff to develop aforma manua for the CPIC processin the
EPA Directives system, and cross reference it to updated I T policiesin Directive
2100 on budget, management, procurement, and the System Development Life
Cyde. At aminimum, the manud should include:

@ adescription of how IT investments are linked to the Enterprise
Architecture and IRM Strategic Plan,

(b) aminimum set of mandatory objective, risk-based criteriafor use by both
the technica peer review and the 11Sreview for the Agency’s1T
investment portfolio.

(© performance measures for monitoring and evaluating progresson I'T
invesments, and

(d) provisons for post-implementation review and evauation of IT
investments.

Direct the [1S to not recommend funding IT projects identified by the Peer
Review process as having sgnificant weaknesses (i.e., do not meet the minimum
established requirements) or duplicating existing projects, until critical deficiencies
are resolved and the resolution steps adequately documented. In addition, 11S
should clearly document how al risk wesknesses identified by the peer review
are addressed and/or resolved prior to the Subcommittee making
recommendations to fund projects to the Qudity Information Council and CIO.

Direct the Information Investment Subcommittee to monitor the execution of 1T
projects during the fiscal year (a least quarterly) to identify emerging cost or
schedule problems and initiate corrective actions.

Initiate aforma process with written evauations of ongoing, completed, and
terminated information technology projects to evauate whether the projects or
systems are successtully delivering promised benefits at an acceptable cost.

Complete implementation of an automated portfolio management system (e.g., |-
TIPS) to provide timely, reliable information for investment decisons.

Agency Response

The CIO' sresponse noted that OEI has issued forma criteriafor the CPIC process each
year since the requirement began. The CIO dso stated that EPA used ahighly
structured gpproach for its annual data cal, although that process continued to evolve
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from year to year. Ladlly, the CIO indicated that EPA expects to integrate updated
OMB Circular A-11 requirements and the Agency’ s Enterprise Architecture into the next
IT investment review cyde.

OIG Evaluation

Based on the CIO' s response and additiond discussions with management, we amended
the report and its recommendations. The primary area of confusion relatesto our use of
theterms ‘formaly establish’ and * structured process” We agree that EPA annudly
issued forma guidance and criteriafor the annua budget data cdl for the years under
review. Theuse of an annua data cal may be structured for that one year, but evolving
criteriafrom year to year does not provide an adequate basdline for eva uating progress
from year to year. Also, thiswasthefirst time the CPIC process used arisk-based
process, and it was for the purpose of producing risk-ranked budget data. However, the
Act intended a portfolio management process, not Smply arisk-ranking of projectsin the
annua budget data cal.

We modified the report to clarify our intent for the phrases ‘formally establish’ and
‘structured process.” Generaly, our concern was the need for forma policies and
procedures to establish a consstent management structure. Without this management
Sructure for capital investments, EPA cannot establish a consstent basdline to evauate
and prioritize IT projects over severd years. This minimum basdine information is criticd
for the CIO, 11S, Qudity Information Council, and program managers when comparing
IT invesments, preparing I T investment proposals, accumulating project costs, monitoring
the execution of IT investment projects, and evauating completed projects.
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Chapter 4
EPA Needs to Organize and Integrate

Planning for IT Investments

EPA’s ability to organize and integrate planning for I T investments depends on the
qudity and timing of severd important factors. EPA must ensure that the Enterprise
Architecture is fully integrated with the Agency’ s Government Performance and Results
Act gods and objectives, IRM Strategic Plan, and I T acquisition processes.

Otherwise, EPA will continue to struggle with its ability to reinvent organization
processes, integrate and manage data, and build a scalable and reliable network
architecture. Although EPA has made some progressin developing an entity-wide
Enterprise Architecture, the Agency needs to do more to organize and integrate
planning for IT invetments. For example, numerous essentid components of the
Enterprise Architecture have not been fully addressed or integrated. EPA’sfisca 2003
and prior IT invesments were not driven by business priorities to result in organizationa
improvements. However, for the fiscal 2004 budget cycle, EPA’s Enterprise
Architecture Team has provided guidance and worked closdly with proposa preparers.

Background

During 2001, EPA completed many actions towards establishing a basdline enterprise
architecture for IT planning purposes. In April, EPA provided OMB with
documentation of EPA’sfirst Enterprise Architecture, dated March 29, 2001. The
document was not provided to EPA program offices until an Agency-wide conference
in July 2001, about 2 months after the I T investment proposds for the fiscd 2003
budget submission were submitted for the Agency CPIC review process. Furthermore,
when the OIG met with EPA’s Office of Acquisition Management in October 2001,
neither the IT Contracting Officer nor the Procurement Office were aware of the
document.

OMB reviewed the Agency’sfiscal 2001 IT Investment Portfolio and noted that they
could not match the projects in the proposed Enterprise Architecture to the portfolio.
In August 2001, OEI established aworkgroup to identify and verify EPA’ s business
processes for the Enterprise Architecture basdine. The work group’s efforts occurred
after completion of our field work, athough we were informed that the group is
updating the business processes and digning them with OMB'’ s Business Reference
Moddl.
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Executive Buy-in and Management Controls Required

The Chief Information Officer Council recognizes the importance of executive buy-in and
support to the IT investment process. The Council dso states that an organization should
cregte an architecturd team to define and integrate the components. The enterprise
architecture is an expansion of the IRM strategic plan that provides an enterprise view of
information technology in the context of EPA’s business environment. The enterprise
architecture defines the current and target (future) components. A trangtion plan
sequences the evolution from current to target. As such, the enterprise architecture
should be a document that is continuously modified and maintained to reflect the
Agency’s current basdine and target business practices, organizationd gods, visons,
technology, and infrastructure. Figure 3 below depicts the mgor components of the
Enterprise Architecture that must be addressed to accomplish EPA’ s strategic goals and
perform its business.

tnwironmemtal
Husiness
Archilecture J bdsiness

;
4 Frooesces

Imfinrmadann
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Figure 3. Enterprise Architecture Framework
Various Components Essential to Quality of IT Planning

EPA’s ability to organize and integrate planning for IT investments depends on the quality
and timing of severa important factors. Clearly defining the Enterprise Architectureis
particularly important because it provides the conceptua framework for integrating the
Agency’ s information technology environment and core business processes to accomplish
grategic gods. In the following subsections, we present issues that EPA management
must address to ensure the integrity and effectiveness of its I T investment planning system.
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IRM Strategic Plan Goals Need to be Incorporated
into the Enterprise Architecture

EPA needs to incorporate the updated IRM Strategic Plan goals into a target enterprise
architecture. During our review, EPA was severdy criticized by Congress, Nationd
Academy for Public Adminigration, GAO, and environmenta and industry groups for not
having such aplan. On July 29, 2002, the Agency completed itsrevised plan: EPA
Strategic Information Plan: A Framework For The Future.

EPA Has Yet to Fully Baseline its Business Processes

As of the end of field work, EPA had yet to fully basdine and vdidate the Agency’s
business processes essentia for establishing aportfolio for future IT investments. EPA’s
draft Enterprise Architecture document included very high-level business processes,
however, these processes had yet to be vaidated by the responsible program offices.
We were informed that some of these business processes have been revised, but were
unable to substantiate whether the applicable program offices formally endorsed the work
group’ s conclusons. EPA understands the importance of this activity, and plansto
perform avaidation processthis yeer.

Draft Enterprise Architecture Baseline Security Architecture
Needs to be Expanded

Although OEI’ s draft basdline Security Architecture addresses many pertinent risksin
EPA’s Security program, it does not adequately address two important components:
fecility physicd security and personnd security requirements. The Enterprise Architecture
document states the Agency maintains a security infrastructure of gpproximeately 1,600
servers for network support, gpplication hogting, scientific computing, and graphics. OElI
centraly supports these servers. The document aso indicates that the Agency owns an
additional 900 servers not supported by OEI personnel, but it does not adequately
address who supports these servers. OEI confirmed that these servers store sengitive
data. Therefore, the physica and personnd security requirements of these servers need
to be added into the baseline security architecture.

Key Data Needs to be Developed, Analyzed, and Controlled

As shown in Figure 3, the Enterprise Architecture conceptud framework should consst
of five components. As such, the Enterprise Architecture should define misson-critical
data needs to properly support the IT investment process. However, the draft Enterprise
Architecture plan we reviewed did not (1) specificaly recognize (i.e., require)
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individua Agency data standards and related metadate? basdine information, and

(2) adequatdly address other critical data used by stakeholders and programs business
processes. EPA datesit will address program-specific data needs across severd
dimensons

Asof the end of field work, EPA had approved six Agency data standards, and recently
it adopted a seventh standard. In addition, the Office of Water had implemented some
program data standards. Although these efforts were underway, EPA’ s intended
infrastructure for managing and sharing environmenta data did not adequately address
how EPA’s program users and stakeholders were to use existing and future data
registries to manage data. In fact, thisissue has been along-standing OIG concern, as
noted in aprior report, Information Resources Management: Office of Water Data
Integration Efforts (No. 8100177), dated June 22, 1998. We had recommended that
EPA support its data standards program by using the Environmental Data Registry asa
central repogitory for publishing and recording Agency data standards. The Enterprise
Architecture Plan we reviewed did not incorporate this recommendation. However, EPA
dates that its current draft version of the Enterprise Architecture clearly describes the
registry asacritical component of its target architecture.

Inits draft Enterprise Architecture, EPA recognizes that more detailed descriptions of
critical data are necessary. Among other things, EPA will need to vaidate the information
flow and relationships, aswell as data descriptions and relationships, described in the
initid Enterprise Architecture. Without this step, EPA cannot begin to establish atarget
architecture and define the required sequencing plan for migrating from the basdine to the
target architecture.

Complete Inventory of Systems Needed for Enterprise Architecture

EPA needs to complete an update of itsinventory of generd and application information
systems. Thisbasdine of systems should identify current critical business processes,
related sysems (mgor and sgnificant), and mission-critica datain those sysems. At
that point, the basdline can be used to identify IT investment projects that will meet the
Agency’s current needs, diminate redundant systems, and build an IT Sructure to
accomplish EPA’sgods. However, we noted anumber of inconsstent inventories.
EPA’s March 2001 submission to OMB included a Year 2000 Systems Inventory that
listed 70 mgor and significant gpplication systems. However, the Enterprise
Architecture, dated March 2001, only listed 46 mgor systems. In September 2001, the
CIO reported to OMB in its On Implementation of the Government I nfor mation
Security Reform Act report that it had 189 systems. In its response to the draft

report, OE| stated the Enterprise Architecture will incorporate dl systemsinto an
Information Resources Registry System, which is scheduled to be operationa by the

2 Explanation of spedific datafieds, including information regarding its source, collection
method(s), and in what context the data can be used.
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end of fiscd 2002. OEl did not indicate how long it would take to fully populate the
Registry Sysem. OEl aso plansto link the Registry System and the Enterprise
Architecture.

In addition, the Enterprise Architecture document states that sufficient information on
Agency application interfacesis not available. The document states the CIO plansto
gather and document this information as part of the Agency’ s ongoing application
inventory initiaive, including documentation regarding mgor interfaces with gpplications
outsde of the Agency. For example, this year, EPA intends to gather more information
on interna system interfaces and partner interfaces within the framework of its Nationa
Environmenta Information Exchange Network.

Enterprise Architecture Needs to Address Scalability
of Virtual Private Network

The draft Enterprise Architecture does not adequately address EPA’ s existing and future
technology components for its next-generation wide area network. The Agency needs
to address “scalability” and Virtua Private Network (VPN) concepts to grow with the
Agency’sevolving needs. Scalability refersto the ability to expand a network to
accommodate future needs, a VPN is an eectronic network, without physica limitations,
specifically designed to secure transmissions. With regard to scalability, the Enterprise
Architecture document did not explicitly identify minimum response times for key
transaction-based systems and for business gpplication systems on the Agency’s wide
area network. Moreover, EPA’s July 2001 Network Requirements Study indicated that
bandwidth utilization for some circuits experienced bottlenecks for certain portions of the
network and responsiveness for newer systems ranged from very poor to good. Also,
whereas management has recognized the need for virtua private networks, they only
referenceit in light of long-term needs. We bdieve the VPN concept is needed today to
help the Agency comply with existing Federal teecommuting statutory reguirements and
to satisfy current business needs.

We agree with Agency officids that technical issues, such as transaction response
requirements and sca ability, normaly are addressed in a Technical Architecture. OEI's
response to the draft report mentioned a* Technical Reference Modd” and, we agree,
that may be a suitable planning document in which to address these issues. OEI agrees
with the importance of secure externa communications and states they will take critical
sepsto sart implementing VPNs next year and, pending available resources, will make
full operations available on an enterprise basisin 2004.

Enterprise Architecture Should Address Middleware
EPA’s Enterprise Architecture should identify the middleware architecture needed to

address those client-server systems aready implemented, as well as those envisioned
and planned to strengthen the overal usability of the digtributed architecture.
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Middleware architecture includes such things as message brokers, eXtensble Markup
Language, and directory structures used to facilitate interconnection of systems and
applications. EPA’ s draft Enterprise Architecture overlooked this aspect of IT planning,
but management may want to address these topics as part of the “Technica Reference
Modd” mentioned in OEI’ s response to the draft report. To minimize the risk of
incompatible communications, a sandard middleware architecture could greatly benefit
application developers with a single cons stent interface for both inter- and intra-
gpplication communications.

Various Causes Contributed to Lack of Planning
No Central Planning Organization or Appointed Authority

EPA’sIT planning activities suffered from alack of a centrd organization and authority.
EPA’sIT planning is currently managed using a decentraized and fragmented structure
involving numerous individuas and offices. Agency-leve coordination was generdly
accomplished through project briefings to the Quality Information Council and its four
subcommittees. With regard to the fiscal 2002 budget process, informa meeting minutes
would support that the Council deferred forma management planning decisionsin lieu of
recaiving briefings by numerous project managers and the Council’ s subcommittees.

Also, EPA needsto define the role and authority of its Chief Architect for IRM. The
role of this Chief Architect isto oversee development and coordination of the Enterprise
Architecture with other planning dements that should materialy shape and drivethe IT
planning structure. The CIO named an individua to this role in February 2002 (via
electronic mail), but there has been no forma definition of the position’s scope and
responghilitiesin policy, nor any officid delegation of authority.

Further, we identified severd IT planning-related, Agency-wide documents, projects,
and work groups that should be coordinated to ensure their individua visons and plans
aredigned. Together they will enable EPA to optimaly execute its program gods and
deliver environmental and human hedlth improvements.

To EPA’s credit, management established a central Enterprise Architecture workgroup
in August 2001. While EPA has planned activities to coordinate and develop the
Enterprise Architecture, management must aso establish a permanent centra
organization with dedicated resources and assgned responsibility to maintain thisliving
document. Agency-wide Enterprise Architecture components need to be addressed and
maintained for the following functiona areas. the identification of EPA’s mgor and
sgnificant systems, defining the security architecture; validating the business processes
with program offices, developing the Middleware architecture and defining basdine
telecommunication requirements; defining Working Capita Fund capita investments; and
approving individud 1T project management plans for mgor projects or systems.
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Finalizing Information Integrated Program Plan Needed

Initsfiscd 2003 budget submission, EPA identified the Information Integration Program
as itsonly mgor architecturd project for deriving and completing an enterprise
architecture. Ascritica asthe project isto EPA’s Enterprise Architecture development
efforts, no fina management work plan has been implemented for this project sncethe
draft was issued in December 2000. Management is required to issue afinal, approved
work plan in accordance with Agency Directive 2100, and should do so to ensure the
timely success of theindividua program, as well asthe overdl qudity of the Enterprise
Architecture Plan and the Agency’ s future technology investments.

The Chief Architect provided information that indicates EPA’ s program and regiona
offices will be asked to co-devel op the Agency's baseline and target elementsfor the
Enterprise Architecture. With OEl's leedership and facilitation, the program and
regiona offices will conduct their own architectura needs analyss, and redign their
respective sysems with EPA’s evolving target. During our fildwork, we were unable
to substantiate how thiswill be accomplished. In OEI’s response to the draft report,
management assured us that participants have been informed of their roles and
respongbilities. In addition, they stated the Chief Architect is developing explicit
guidance to formdize roles and respongbilities for regiond and program offices.
Management also stated that the Enterprise Architecture was scheduled for completion
by October 2002.

Recommendations

Asthe number one priority, we recommend that the Chief Information Officer direct the
Chief Technology Officer to:

4-1. Formdly inditutiondize:

€) in policy the Enterprise Architecture program to plan, manage, monitor,
and control the development and maintenance of the Enterprise
Architecture plan.

(b) the Chief Architect position by dearly defining and documenting the
roles, responghilities, and authority of the job in policy or through a
delegation.

Next, we recommend the CIO target the following key actions to complete the
Agency’ s basdine and future plans for the Enterprise Architecture:

4-2. Edablish a permanent organization under the leedership of the Deputy Chief
Information Officer for Technology to update and maintain the Enterprise
Architecture in accordance with the Agency IRM Strategic Plan and its
Government Performance and Results Act requirements.
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4-3.  Identify current mgor and significant generd and gpplication systemsto establish
an accurate inventory of such systems and integrate thisinformation with both the
Agency’s Enterprise Architecture application component and the IT CPIC
Portfolio.

4-4.  Complete the project to publish an updated Enterprise Architecture and
document the project as required by Agency policy.

4-5.  Fnish implementing a robust Agency information repository and
(0) require the use of the data registry for Agency maintained data,
(p) map EPA’ s data and information resources, and
(o)) complete on-going efforts to adopt life-cycle data management
principles for the Enterprise Architecture data and systems components.

The CIO should implement the following recommendations as the Enterprise
Architecture is devel oped and updated:

4-6. Useatop management verification, vaidation, and gpprova process to ensure
program business processes and god's are accurately reflected and incorporated
into the Enterprise Architecture. Subsequently, formaize the processas a
discipline for updating the Enterprise Architecture document.

4-7.  In coordination with the Office of Acquisition Management, jointly develop an
approval process that ensures the Enterprise Architecture concept is
incorporated in future I T contract activities for large and significant I T projects.

4-8. Aspart of aTechnical Reference Modd or Technology Architecture, address
technology components, such asinterfaces, transaction response times, and
basdline tel ecommunications requirements to support a scalable, rdiable, and
secure network infrastructure for the Enterprise Architecture.

Agency Response

The CIO generdly agreed with our recommendations, but believed many actions
currently underway were not recognized in the report’ sfindings. OEl had made
progress in addressing our concerns and, therefore, the CIO suggested that we revise
specific findings or recommendations to reflect recent accomplishments.

OIG Evaluation

We made changes to the report findings and recommendations based on the CIO's
response, acknowledging recently-completed actions and planned activities. We agree
that EPA has taken significant first steps to address our report’ s findings and
recommendations on I T planning. However, many actions were initiated after we
finished audit field work, and some actions are fill in progress.
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We attempted to be as specific as possible in our recommendations to provide
appropriate direction and recognize current ongoing efforts. For example, we agreed
that some of the technica components can be addressed appropriately in a Technica
Reference Mode or Technology Architecture, rather than the Enterprise Architecture,
and amended the recommendation accordingly. The CIO has established an ambitious
schedule to address this report’ s recommendations, and it will require a Sgnificant
amount of dedicated resources to not only complete them, but to maintain the EPA’s
planning structure for IT capita investments.
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Chapter 5
EPA Needs To Strengthen

IT Project Management Controls

For the six EPA IT mgor projects reviewed, we found significant project management
control weaknesses, alack of compliance with Agency system development policies,
and inaccurate project status information reported on the Clinger-Cohen budget
submission. EPA incorrectly reported an approved System Management Plan (SMP)
was being followed for projects. Further, SMPs were either out of date or had never
been formally approved and signed. We dso found significant varigbility in EPA’s
working capital fund expenditures, which adversdly impacted the system devel opment
project’s planning and budgeting activities. Severa key factors contributed to the lack
of management controls over IT projects:

» OEl had not updated IRM policies or established interim guidance to convey new
requirements, and project managers did not practice exigting policies,

e managers were not using a phased, sequentia system development process,

» EPA had not adopted standard tools for reliably managing IT project information
resources, schedules, products, and costs; and

« until fisca 2002, EPA had not provided a means for project managers to track
project and contractor support costs.

The ClO needs to establish controls to monitor project managers and ensure they use
key management controls (e.g., SMPs), and maintain current cost-benefit analyses and
project cost records. Otherwise, the ClO haslittle assurance that I'T investment
projects represent cost-effective solutions.

Primary System Guidance

OMB Circular A-130, Management of Federal Information Resources
Management, establishes requirements for:

e preparing and updating a cost-benefit analysis for each information system
throughout itslife cycle;

e conducting post implementation reviews of information systems devel opment
projects to vaidate benefits; and

*  edablishing an oversght mechanism to ensure mgjor systems development projects
proceed in atimely fashion toward agreed-upon milestones and deliver intended
benefits.

OMB Circular A-11, Preparing and Submitting Budget Estimates, required two
reports for fiscal 2002 budget submissons:
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e Section 53. Thisreport summarizes an agency’sIT portfolio by listing mgor and
sgnificant capitd investmentsfor IT system, infrastructure, and architecture
projects.

e Section 300. Thisisa sgparate planning and justification report for each major
capital investment with auseful life of 2 or more years. Agencies are expected to
establish and measure basdline codts, establish a measurable project schedule, and
ensure projects support performance goals.

OMB Circular A-127, Financial Management Systems, Parts 6 and 7, address
financia system requirements. EPA Directive 2100, Chapter 17, identifies an eight-
gage life cycdle methodology, and establishes specific thresholds for forma review and
approva of an SMP for system development or enhancement projects.

Documents Incorrectly Reported

Initsfisca 2002 and 2003 CPIC project submissions, EPA managers misrepresented
the status of key management documents. We reviewed documentation for three of six
selected projects. We could not audit two infrastructure projects because, despite
repeated requests, EPA managers did not furnish adequate supporting documentation.
The sixth, which was EPA’ s current architecture project, Integrated Information Project,
did not have a current, gpproved SMP. Following are examples of what we found:

SMPs

*  The SMPfor AIRS-AQS (Aerometric Information Retrieval System - Air Quality
System) had not been updated since originaly prepared in 1996. Maintaining a
current and formally approved SMP isimportant because it discloses significant
changes to the system development project and ensures accountability.

* Asof December 17, 2001, the SMP document for the RCRAINfo (currently
defined as the Resource Conservation and Recovery Act Information Management
System and Waste Information Needs/Informed) did not include the Assstant
Adminigrator’ s sgnature approving the project and key decisons, as required by
EPA Directive 2100. Project management attributed the lack of signed hard copies
to areliance on dectronic documents and e-mail to manage meeting minutes and
decision notes.

Cost-Benefit Analyses

*  Project management stated that, given the modular nature of the RCRAINfo project,
cost benefit andyses were performed for each mgor component rather than for the
project asawhole. EPA’sfiscal 2003 investment submission for this project
disclosed totd life cycle costs of $70.5 million, an increase of $40.4 million over
previoudy projected costs. Management attributed the increase to: estimated
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regiond and date costs, changes to working capita fund rates, and adding yearsto
the system life cycle. An updated cost-benefits andysis would help determine the
most cogt-effective strategy for implementing the RCRAINfo investment.

*  The codt-benefits andysis for SDWIS'STATE (Safe Drinking Water Information
Sysem/State Verson Modernization Effort) had not been updated since 1992,
despite many changesin design, functiondity, and plans to migrate to aweb-
enabled gpplication. The outdated analys's erroneoudy leads EPA management to
believe thet the origind return on invesment will sill be achieved. An updated cost-
benefit andysis should be completed as extra functiondity is added to the system,
such as the planned integration of SDWIS'STATE into the Agency’s Centra Data

Exchange initidtive.
Primary Architecture Project Lacks Plan

Although EPA’s Information Integration Program is the heart of EPA’s Enterprise
Architecture and planning investment strategy, EPA did not recognize the Program as a
separate architectural project until the fiscal 2003 budget submisson, provided
September 2001. As such, no project plan had been findized to define the vison,
scope, or implementation and cost schedules for this architectura project. The project
plan would help management ensure that the intended benefits of this complex endeavor
do not outweigh the projected costs, aswell as provide specified time frames for
completing detailed tasks and products.

Project Managers Not Adequately Monitoring Status

EPA project managers were not adequately monitoring the execution of 1T capita
investment projects. EPA’s 300b IT investments reports showed that projects
consistently did not meet cost estimates, scheduled milestones, and planned
performance. We compared planned expendituresfor 46 IT investment projectsin
fiscal 2001 againgt their corresponding actual costs, and found that 37 percent showed
more than a 10 percent increase. Furthermore, the investment reports indicated that 78
percent of these projects experienced milestone dippages greater than 10 percent. The
data strongly indicates project managers need better standard management tools.

Many Factors Negatively Impact Management of IT Investments

Numerous factors contributed to the inconsistency of management controls for IT
investment projects. These concerns were voiced by many of the project managers
interviewed.

IT Project Managers Need Standard Tools

For the period reviewed, EPA had not adopted standard project management tools to
help managers plan, control, and evauate I T investment projects and track project
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costs, schedules, and resources. SDWIS/STATE is an example of a project that could
have been managed better with the help of a project management tool. Standard project
management tools help promote a consstent and uniform approach to tracking and
managing al forms of project and contractor support costs. A standard tool helpsto
reduce the communication gap between contractor support activities and what the
Agency reported for thisI T investment.

IT Projects Not Using A Phased Sequential Project Life Cycle

The status of a project is often unclear because project managers do not use a
sequentia, phased development processto clearly distinguish where one series of system
development life cycle activities ends and another series begins.

EPA Directive 2100, Chapter 17, requires that system development projects follow a
sequentid, phased systems development life cycle called the “waterfdl” method. This
method consists of eight sequentia stages. Any planned new functiondity should be
considered a new project, and a new project aso should be established when estimated
costs exceed stipulated dollar thresholds.

Industry recognizes at least three other models for systems development that are
sequentialy-phased from a project perspective. These gpproaches are generdly
referred to as. (a) spird, (b) prototype, and () rapid application development models.
Spird modeling works as a repesting waterfall approach, with arisk andyss a every
dtage to determine whether cost overruns, schedule delays, or changing requirements will
impact the benefits of proceeding. Prototyping uses existing software and lets a group of
users define the system requirements for an organization. Rapid application development
IS based on reusing and modifying software components until they perform as desired.

The projects reviewed did not demonstrate any of these acceptable “phased” software
devel opment gpproaches. Rather, we found that EPA generaly used an evolutionary
gpproach in which management continuoudy added requirements to the overdl system
development project. For example, the RCRAINfo project was Ssmultaneoudly in more
than one stage of the system development life cycle, and management could not
digtinguish the cumulative costs associated with one set of activities versus another. The
project is very broad and encompasses five program area requirements. 1n 1999,
contractors completed the first syssem development life cycle stage (i.e, the
Requirements Andlysis) for three of the five areas, while the two mogt critica functiona
requirements remained in the first stage. Despite severd years of effort, management
was gill defining RCRAINfo requirements. Business needs can change based on
technology advances, so best practices suggest that requirements be defined in less than
2 years. We believe management should have plit the program area requirements into
two or more distinct projects, so development efforts could progressin atimely fashion
from one stage to the next, and managers could easily track associated costs and
schedules.
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Evolving Nature of EPA’s Exchange Network

The evolving nature of EPA’s architecture project deterred management from findizing
itsforma project plan to ensure the cost-effective and timely execution of the Exchange
Network. What is now referred to as the Information Integration Project represents the
third iteration of the project, and the objectives and intended outcomes have undergone
severd revisons. Also, the number of infrastructure projects (e.g., registries) affecting
the Information Integration Project have been evolving, and management must clarify the
role these supporting projects play.

Minimal Assurance that IT Investments
are Cost-Effective and Controlled

The absence of key decision documents and senior management gpprova (e.g., cost
benefit documents, management decision papers, System management plans) increase
therisk that funded IT projects will evolve in an ungructured, untimely, and costly
manner. Furthermore, expanding and/or changing origina project objectivesto
incorporate evolving business functions results in confusion, complications for proper
cost accumulation, and dipped project development time lines and even system

devel opment projects that never come to closure. [n addition, if projects are too broad
In scope to progress through the life cycdein atimely manner, then whet originaly was
thought to be a cogt-€effective solution may become a bad return on investment. Further,
the lack of project management tools inhibits project managers ability to provide relidble
data on a project’s satus, and contributes to unjustified delays and unsupported cost
overrunson I T projects. Chapter 2 contains additiond effects rdating to EPA’s
inadequate oversght processes.

Recommendations
We recommend the Chief Information Officer:

5-1.  Monitor IT investments to ensure that SMPs are prepared in accordance with
Agency requirements, and that they appropriately link the Enterprise
Architecture and other planning documents to the Clinger-Cohen Act submission
documents.

5-2.  Aspart of amonitoring process, re-evauate funding for IT investments at least
quarterly, to determine if they have exceeded budgeted costs or project
milestone schedules by more than 10 percent, and ensure that written
judtifications sufficiently support continuing the project.
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5-3.  Prescribe that standard tools, such as |- TIPS and project cost accounting, be
used for managing projects for software development changesto IT systems and
project management. The selected tools should be approved by the Chief
Financid Officer as being compatible with the Agency’ s cost accounting and
financid systems.

We recommend the Air Quality System Project Manager:

5-4.  Update the SMP for the Air Qudity System project and obtain the signature of
approvd of the Assstant Administrator for Air and Radiation at the conclusion
of the anadlysis stage for mgjor and significant enhancements adding new
functiondity.

We recommend the RCRA Information Project Manager:

5-5.  Update the Project Management Plan for the RCRAINfo project to make it
equivaent to an SMP, for planned system design changes and enhancements
adding functiondity. In addition, the SMP should be formally gpproved by the
Assgant Adminigtrator for Solid Waste and Emergency Response to authorize
the IT investment and to ensure a system of accountability.

We recommend the SDWIS/STATE Project Manager:

5-6. Edablish an SMP for the SDWISSTATE project and obtain the signature of
approva from the Assstant Administrator for Water at the conclusion of the
andyss sage and for mgor and sgnificant enhancements adding functiondlity.

We recommend the Project Managers for the Air Quality System, RCRAInfo, and
SDWISSTATE:

5-7. Manage project development effortsin accordance with the SMP, as updated,

throughout the life cycle of the system, and retain the SMIP for reference and
review by the ClO or the CIO’ s designated review official.

Agency Response

We received comments from severd Agency officidsin reponse to this chapter’s
findings and recommendations. The CIO agreed to monitor IT investments and
expected to aso establish a presdect phase. However, the CIO stated we had not
recognized that the current review process required monitoring a project as part of an
annua review. Further, the CIO did not agree that one set of project management tools
would be cogt effective or meet al projects needs. The Assistant Administrator for
Solid Waste and Emergency Response and the Director of the Office of Air and
Radiation’s Information Transfer and Program Integration Division both disagreed with
our conclusion that project management controls were inadequate.
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OIG Evaluation

We made changes to this chapter based on the Agency’ s responses, as well as further
discusson with management officids. We had used ajudgmenta sample of the Sx
different kinds of mgor IT investment projects, and the sample accounted for over half
of thefisca 2002 major IT projects budgeted funding. We had completed alimited
survey, requested supporting documents, and interviewed key project managers.
However, we were unable to complete the survey and had to limit our scope of review
because three mgjor system projects did not provide requested information. For the
three mgor system projects completing the survey, we did not (1) review dl the
individua project’s management contrals, or (2) determine whether the individua
project accomplished the objectives identified in the budget submission.

Our review concentrated on project management controls and documentation
requirementsin OMB Circulars and existing EPA System Development Life Cycle
policy. We were able to document inaccurate and/or unsupported informeation being
incorrectly reported by the three major IT system projects in the fiscal 2002 budget.
For example, the projects (1) did not adequately address OMB requirements by
congstently accumulating costs from year to year; (2) could not support total costs from
inception of the project; and (3) could not provide current cost-benefit studies
addressing codts, needs, and expected benefits. We aso found that the projects could
not document compliance with existing Agency and Federd system requirements, such
as the development and top management gpprova of a current cost-benefit andyss.

Each project was using a different set of project management procedures for the day-to-
day execution of the project. We did not evauate these local project controls. Still, we
believe that if EPA was monitoring the projects execution (at least quarterly) and
evauating completed IT projects, individua project managers would address these
critical management controls. Furthermore, if program managers are compelled to
report accurate data for critica management controls (e.g., emerging cost and schedule
overruns), then the CPIC peer review process can more accurately assess the risk of
successful completion for susceptible I T projects.
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Chapter 6

Project Cost Accounting System Vital for
Planning and Managing IT Investments

Although EPA implemented an I T project cost accounting methodology in fisca 2002,
EPA managers previoudy rdlied on an inconsstent variety of informa cost accumulation
processes and records to oversee and measure progress on individual 1T system
development or enhancement projects. Even now, the accuracy of captured IT costs
depends largely on the ability of non-technical saff to consstently and accurately
distinguish how IT codsfit into system life-cycle categories, and to appropriately code
funding documents. Accuracy aso depends on contractors adequately identifying
specific software development costs.

Cost Accounting a Federal Requirement

Cost accounting datais required by Federa laws, standards, and Agency policies. The
Clinger-Cohen Act notes that before an IT investment is made, it isto be evauated usng
arisk-adjusted return on investment as well as other specific quantitative and quaitative
criteria. OMB Circular A-11 definesthe life cycle phases to be used for reporting IT
costs and budgets. EPA Directive 2100 requires system managers to prepare a needs
assessment and SMP before anew system development or enhancement project can be
approved. Statement of Federal Financia Accounting Standard No. 10 requires
agencies to capitaize the full costs of internd use software.

Managers Did Not Have Necessary Project Information

Prior to the art of fiscal 2002, EPA did not have a standardized project cost
accounting methodology for managersto usein overseeing I T projects and systems
covered under the IT CPIC process. In the projects reviewed, we found that managers
relied on an inconsigtent variety of informal cost accumulation processes and records to
identify expenses, assess changes to basdine costs and schedules, and measure progress
of individua IT development or enhancement projects. In addition, managers needed a
standard project management system to alow them to establish reasonable basdines for
projects, including tracking and managing project contractors costs, accumulating labor,
working capita fund, and project hardware purchase costs, and controlling changes to
system milestones and documentation.

Effectiveness of Interim Accounting Practices Untested

EPA’ s Office of the Comptroller issued interim policies and procedures on accounting for
IT activities through Policy Announcement No. 01-10, New Information Technology
Accounting Requirements Effective October 1, 2001, this announcement established a
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standard agency-wide method of tracking IT costs using the site/project field in the
existing accounting code sructure. The announcement aso defined three life cycle
categories, aswdl as I T activities, goods and services, and established processes for
cgpitalizing the full cost of internd use software.

The mgority of EPA’sIT project costs are based on contractor and grant costs.
Whether the captured I T costs are accurate will depend largely on the ability of IT
Project Officers, Delivery Order Project Officers, and Contracting Officer’s Technica
Representatives to accurately assemble supporting cost documents, accumulate
appropriate project life cycle cogts, and input the project costs into the Agency’s
accounting system by life cycle phases. Especidly in the early implementation stages,
individuas may not have enough knowledge of the IT projects they manage to
consgtently and accurately distinguish between the significant and mgor cost categories
(i.e., the prdiminary design, development, and maintenance phases). Our concernis
compounded by the fact that the three system life cycle categories set forth in the Policy
Announcement are inconsistent with the phases described in EPA Directive 2100. OEl
and the Office of Chief Financid Officer are participating in an agency-wide workgroup
to revise and identify acceptable systems development gpproaches, resolve current
differencesin life cycle phases, and develop common definitions across various
management programs (e.g., accounting, systems development, Enterprise Architecture,
and CPIC process).

Until the new practice is audited, we cannot be certain that actua Agency practices will
conform with the Policy Announcement, or that successful implementation of the policy
will result in effective tracking of IT costs for capitdizing the full cogts of internd use
software.

Ability to Assess and Manage IT Projects Impaired

The absence of a project cost accounting system impaired I'T managers ability to
efficiently and reliably estimate, manage, and report I T project costs. For example,
system managers could not perform reliable cost-benefit analyses of technical dternatives,
which is useful for developing a sound system/project management plan. Likewise, IT
managers could not maximize the vaue of or perform risk-adjusted Return on Investment
anadyses. Furthermore, neither the CIO nor Chief Financid Officer could rdiably verify
or vaidate the accuracy or completeness of IT expenses reported by program offices and
regions. Therefore, IT investment amounts previoudy reported via OMB Exhibits 53 and
300b were a significant risk of being incomplete, inaccurate, or inconsistent with prior
year disclosures.

EPA Asserts System Complies with Standards

Despite previous OI G report recommendations to implement a manageria cost
accounting system, the Office of the Chief Financid Officer had maintained that EPA’s
financid management system met Federd accounting standards. While Statement of
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Federd Financial Accounting Standard No. 10 prompted the Agency to create a
methodology to capture I T costs for “interna use’ software capitalization purposes,
EPA’s current interim cost accounting and related management systems gtill cannot
provide managers with enough basic cost information to accomplish objectives associated
with planning, decision making, control, and reporting for their respective IRM program
activities. However, on September 24, 2002, the Office of Chief Financia Officer
submitted an action plan for Expanding Cost Information at EPA. Wewill continue to
monitor the Agency’ s achievements as they work with program offices to promote the
use of cogt information in managing for results.

Recommendations

Implementing appropriate definitions and controls will require the combined efforts of
severd EPA program offices. We recommend the Chief Information Officer, Chief
Financid Officer, and Director for Acquisition Management work together to:

6-1. Inditutiondize condgtent definitions of systemslife cyde sagesand IT codtsin
Agency policy to be used for contracting, accounting, IT systems, project
management, and the capita planning investment control process.

We recommend the CIO and Chief Financia Officer work together to:

6-2. Inditutiondize in Agency policy consgent sysemslifecycleand IT cods
definitions for revising EPA Directive 2100, and the interim IT activities policy

guidance.
We recommend the Chief Financid Officer lead an effort to:

6-3. Complete aneeds and feasibility assessment of dternatives to determine what
types of project cost information and supporting documentation are needed for
the capitd planning investment control process and managing I T projects.

Agency Response

Responding for EPA’s Chief Financid Officer, the Comptroller agreed in generd with our
recommendations and pointed out that Policy Announcement 01-10, effective October 1,
2001, implemented I T project cost accounting, which isanew way of conducting
businessfor EPA. Both the Comptroller and the CIO did not agree with a proposed
recommendation to amend al current system development contracts to identify system
development costs by Agency system development life cycle phase. The Comptroller
stated that the policy aready requires Project Officers, Delivery Order Project Officers,
and Contracting Officer’s Technical Representatives to code project costs for projects
and systems under their control.
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OIG Evaluation

Despite Agency assurances, we still have concerns about whether accurate cost
information will be available to permit Project Officers, Delivery Order Project Officers,
and Contracting Officer’s Technica Representatives to accurately code costs for projects
and systems. Asthe Comptroller pointed out, thisis a new process that only was
established &t the end of our field work. Asaresult, no information was available to
complete adetailed evauation of operationa cost accumulation controls. We have
dropped our prior recommendation to amend requirements for existing software
development contracts until the fiscal 2002 financid statement audit evauates the
adequacy of this new cost accounting process for accumulating software devel opment
costs by project.
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Appendix 1
Details on Scope and Methodology

We performed our audit in accordance with Government Auditing Standards, asissued
by the Compitroller Generd of the United States. The audit included tests of the program
records and other necessary auditing procedures. We began preliminary research on
January 16, 2001, and an in-depth review on August 21, 2001. Weissued a draft report
in April 26, 2002. We conducted this audit at EPA Headquartersin Washington, DC.

At the time of our audit, our scope was limited because the Agency could not provide a
find work plan for the Information Integration Program project, dso known asthe
Nationa Environmenta Information Exchange Network project. Also, we could not
Substantiate how the Working Capital Fund process integrates with the IT investment
process (see Scope Limitations section below).

To accomplish the audit objectives, we attended hearings on July 11, 2001, on Senate
Bill 803, and documented Testimony before the Senate Governmental Affairs Committee.
This bill was to address the need for a Federal ClO to manage I'T investments under the
Clinger-Cohen Act. We compiled alist of public laws related to IT acquisition and
management that affected implementation of the Clinger-Cohen Act. Thisincluded the
Electronic Government Act, the Paperwork Reduction Act, and the Federal Acquisition
Regulation. We reviewed Congressiona Reports and noted the problems Federa
agencies were experiencing implementing the Clinger-Cohen Act. We reviewed OMB
Circulars pertaining to implementation of the Act, and feedback provided by OMB to
EPA concerning Agency IT budget submissions.

We reviewed the Agency’ s Enterprise Architecture dated March 29, 2001, and
summarized the Federa requirements for devel oping Enterprise Architecture documents.
We researched and reviewed documents issued by the Federd CIO Council relating to
the implementation of the Clinger-Cohen Act. EPA has actively participated in the
Council’ s survey and study projects.

We reviewed EPA IRM palicies rdated to implementation of the Clinger-Cohen Act We
met with Agency personnd knowledgeable of and responsible for writing IRM policies.
At the time of our review, EPA had established an Agency work group to addressthe
needed revison of System Development Life Cycle polices to support the requirements
of the Clinger-Cohen Act.

We reviewed Agency ddegations dedling with implementation of the Clinger-Cohen Act
to ascertain whether appropriate authority had been delegated to the CIO by the
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Adminigtrator, and whether the CIO had delegated appropriate authority to program
officias. We consulted with the OIG Counsel on this maiter.

To gather information on the implementation of the Clinger-Cohen Act in other Federd
agencies and determine potential benefits that could be implemented by EPA, we
interviewed personnd at three other agencies. Treasury, Housing and Urban
Development, and Agriculture. For example, I-TIPS was atool used by management at
these agencies.

We interviewed personne respongble for implementing and managing EPA’s CPIC
process, including the OEI Director; and personnd in the Office of Technology
Operations and Planning and its Information Technology Policy and Planning Divison.
Divison personnd interviewed included the Chief of the IT Strategic Planning Branch and
CPIC Team Leader. We adso attended various OEI meetings related to the CPIC
process.

Wereviewed EPA’s I T budget submissonsfor fisca years 2002 and 2003, including
various budget proposas. Our review included a comparison of the proposals for the 2
years to determine any proposed changes, the differences in budgeted and actual costs,
and the cost variances. We aso noted whether the proposal indicated a Cost Benefit
Andysis and a Security Plan had been completed.

We examined various documents provided by OElI, including budget call letters,
ingructions for preparers, the organization of the peer review, ingtructional materid for
reviewers, proposa evauation criteria, peer review scoring, ranking and comments,
notes, agendas, and actions of the Investment Subcommittee. We reviewed the agenda,
notes, and actions of the Qudity Information Council.

For three I T investment projects, we reviewed the adequacy of information and
documentation in support of their Clinger-Cohen Act submission documents for fiscal
2002. Thisincluded an evauation of the related project management controls and a
comparison of the information provided for fiscal 2003. We used control questionnaires
and follow-up interviews with I T project managers to ascertain information about project
management practices, as well as Agency infrastructure and architecture projects.

Scope Limitations

We could not substantiate how interna controls for EPA’s Working Capita Fund
process integrate with both the I T investment process and the Enterprise Architecture,
despite repeated efforts to obtain relevant policy or procedura informetion from OEI
officids. The Working Capita Fund is used to fund various aspects of IT projects. We
were advised that responshility for the Fund recently shifted from OEI to the Office of
the Chief Financid Officer. The Working Capital Fund concept is described in the
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narrative for the Agency’s I T Architecture Roadmap, but the Roadmap does not
elaborate on the Fund’ s relationship to the Agency’s I T investment process.

We attempted to audit two infrastructure project proposas. the Nationad Centralized
Computing and Information Processing Initiative and the proposal for the Scalable
Computing and Information Infrastructure. The Agency could not provide any support
for the proposals, including support for why $13 million in work included in initid
proposals was no longer in the total costs of a subsequent proposal. Consequently, we
could not audit what happened with the $13 million. Following our inquiries, the Scalable
Computing and Information Infrastructure proposa was withdrawn from the investment
review process and included as part of the National Centralized Computing proposal.
Other projects aso showed significant variability in Working Capital Fund expenditures,
and we could not verify the nature of these variabilities.

Congressional Concern

One of the reasons for our conducting this review was the concern expressed by
Congressin areport from the U.S. Senate' s Governmenta Affairs Committee,
Investigative Report of Senator Fred Thompson on Federal Agency Compliance
with the Clinger-Cohen Act, dated October 20, 2000. The report indicated that
Federd agencies had not taken adequate actions to implement the Act, and noted that
EPA did not produce evidence of any specific misson-reated review of assessments
based on programmeatic or operationa goals. EPA acknowledged shortcomingsin its T
investment proposals, such as milestones being too generd, projects being planned and
managed in a stovepipe fashion, priorities not being established agency-wide, and the
IRM dgtrategic plan not being updated since the implementation of the Government
Performance and Results Act. Further, when the Committee asked for a status report on
EPA’stop 10 IT investment projects, EPA could not provide any informeation on the
satus of 4 of those 10 projects. The Committee made numerous recommendations to
executive departments (including EPA) for making improvements,

Prior Audit Coverage

In OIG Report No. 2001-P-00013, Water Enforcement: State Enforcement of
Clean Water Act Dischargers Can Be More Effective, dated August 14, 2001, we
reported that athough the modernized Permit Compliance System was estimated to cost
more than $10 million in life cycle codts, the required system charter and system
management plan decision papers had not been prepared or approved by appropriate
levels of managemen.

In OIG Report No. 001000239, Financial Management: EPA’s Fiscal 1998 Working
Capital Fund Financial Satements, dated March 29, 2000, we found internal control
weaknesses that would impact the overall management of Working Capita Fund
operations, and resulted in managers not having accurate or timely financid information
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on the Fund' s operations. This Fund provides EPA with computer and
telecommunication services on a cost-reimbursable bass.

In OIG Report No. EINMF3-15-0072-5100240, Management of Application
Softwar e Maintenance at EPA, dated March 31, 1995, we noted that while EPA was
creating the Working Capital Fund to more cost effectively administer services, it was il
guestionable whether EPA could separate application software maintenance activity from
operations activity. EPA did not develop, review, and update software maintenance
codts by individua systems throughout their life cycles, which would prevent informed
budget decisons from being made.

In OIG Report No. E1SK G3-15-0098-4400038, Special Review of EPA’s
Information Systems Program, dated March 24, 1994, we noted that management did
not trest information as a srategic resource nor IRM as a core function and vauable tool.
EPA did not have an information data architecture, data Sandards, or adminigtrative
sructure to facilitate data sharing Agency-wide, and data quaity problems existed.

Also, aNaiond Academy of Public Adminigtration report, Transforming
Environmental Protection for the 21% Century, dated November 2000, noted the
netion needs authoritative information about environmenta conditions, and discussed
various steps being taken by EPA to do so. The report dso emphasized that OEI had
not begun to draft a strategic plan to guide its activities, and had no direct authority over
the budget or staff that support EPA’s systems.
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Appendix 2
Office of Environmental Information’s
Response to Draft Audit Report

duly 2, 2002

MEMORANDUM

SUBJECT:  Responseto the Draft Report: EPA’s Management of Information Technology
Resources Under the Clinger-Cohen Act, Audit Number 2001-0591

FROM: Kimberly T. Nelson /9 Rick Otisfor
Assgant Administrator

and Chief Information Officer

TO: Nikki Tindey
Ingpector General

This memorandum provides a response to the Office of Ingpector Generd (OIG) findings outlined
inthe Draft Report: EPA’s Management of Information Technology Resources Under the Clinger-
Cohen Act, Audit Number 2001-0591, dated April 26, 2002. Overdl, the Office of Environmenta
Information agrees with your emphasis on the critica importance of an effective I'T resource invesment
management program that 1) deliversrea benefits to the Agency’s mission and 2) properly managesthe
risks across our enterprise portfolio. It ismy intent to aggressvely address the key issues raised in the
report and | gppreciate the work of your gtaff in providing us with this critical input to our planning and
operation of the Clinger Cohen CIO program. We will provide a complete action plan for improvements
upon receipt of the find report.

There are some findings and recommendations in the draft report that my staff finds are not totally
accurae in their characterization of the past accomplishments, current status and Strategic directions of
our program. We previoudy provided comments correcting some items which provided the basis for this
draft report, but the report does not reflect any changes for those issues. We have dso made much
progress as an Agency during and following the audit. |1 would gppreciate your review of our atached
comments. Please adjust the find version of the report to incorporate changes to the introduction,
findings and recommendations based on this information to ensure the find report provides the most
accurate view of the program and where the Agency should focus attention and resources to help it
improvein the future.
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If you have any questions regarding this response please have your staff contact Mark Day,
Director of the Office of Technology, Operations and Planning at (202)566-0300.

Attachments

cc: Mark Day, Director, Office of Technology Operations and Planning
Debra Stouffer, Chief Technology Officer
Kathy Petruccelli, Director, Office of Planning, Resources and Outreach
Mike Hynn, Deputy Director, Office of Information Analysis and Access
Brion Cook, Director, IT Policy and Planning Divison
Rick Martin, Director, National Technology Services Divison
Kevin Phdps, Associate Director, I'T Policy and Planning Division
Barbara A. Chancey, Chief, IT Strategic Planning Branch
Chuck Cavanaugh, Program Lead for Investment Management
John Sullivan, Chief Architect
John Moses, Office of Information Collection
Joe Dillon, Comptroller
Juliette McNell, Director, Financia Management Divison
John Gherardini, OAM
Tom McEntegart, OAM
Ed Lillis OA
Edward Cottrill, OW
Tony Jover, OSWER
Michagl Munddl, OECA
Jeffrey Worthington, OEIl Audit Coordinator
Brigid Rapp, OCFO Audit Coordinator
Christa Eckdl, OAM Audit Coordinator
Greg Marion, OECA Audit Coordinator
Judy Hecht, OW Audit Coordinator
Johnsie Webster, OSWER Audit Coordinator
PatriciaH. Hill, OIG
James Rothwdl, OIG
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Draft Report: EPA’s Management of Information Technology Resour ces Under
the Clinger-Cohen Act, Audit Number 2001-0591

Executive Summary

While we agree with the overall goal of thereport, in many cases findings do not adequately reflect status and
accomplishments, so recommendations are not as helpful asthey might be. We request adjustments to findings and
recommendations to focus attention more effectively on where additional effort and resources would benefit the Agency.

The following comments address statements in the Executive Summary “Resultsin Brief” which contains content outlined
from each chapter. Additional specific comments on findings and recommendations are identified separately in relation to
the respective chapters.

“Since established in 1998, EPA’s CIO has not taken adequate actions to implement and institutionalize the Agency-wide
authority and responsibilitiesfor IT capital investments”

EPA CIO'’s have made mgjor advancements in ensuring Agency-wide compliance with Clinger-Cohen
responsibilities. EPA established the Quality Information Council (QIC), chaired by the CIO and comprised of
Agency senior resource management officials. The QIC formally approves T investment decisions, and has done
so since Clinger-Cohen has been in place. Under CIO’sleadership, EPA senior resource managers have engaged
in substantive investment reviews and direction. Their joint efforts have lead to restructuring of portfolio
components, as well as substantive change/improvement of specific proposals.

“Several key factors continue to inhibit the realization of a successful program...”

OEI has made significant advances on each of the factors specified. Specifically the ClIO has taken steps to:

C establish a substantive range of new policies, procedures, and guidance on priority areas (security,
investment) and isin the process of moving forward on a new comprehensive policy framework;

C promulgate anew information strategic plan reflecting the Clinger-Cohen framework (in CIO review);

C officialy establish achief architect and elevate the Agency profile for enterprise architecture
development;
hire a Chief Technology Officer to champion Clinger-Cohen compliance within EPA
employed risk-based assessments for capital I T projects reflecting the evolving nature of OMB
guidance under Clinger-Cohen;

C establish new IT cost-tracking structures and requirements, and begin integrating investment and cost-
tracking.

“CIO had minimal assurancethat I T investments reported to OM B would maximize their value”

ClO recommendations for I T investments reflected senior Agency decisions on strategic program direction and
value, based on then applicable Agency needs and available OMB guidance. Further, OEI continuesto strengthen
the investment review process to maximize value, including regular investment reviews of all OEIl investmentsto
review cost, schedule, and performance.
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Executive Summary
Recommendations

OEI/OTOP Response

Revise outdated policiesto remove
unauthorized I T business practices and
add new requirements.

Suggest restating to acknowledge OEI process underway since Q1/02 to:
1. ldentify, from a best practices perspective, what EPA’sIT policy
collection should be (recommendations to be forwarded for CIO review
in August, 2002);

2. Catalog EPA’scurrent IT policy collection (completionin August,
2002);

3. Identify the gaps between the “should be” and “current” statesi.e.,
those I T policies needing to be created, updated, or canceled
(September 2002);

4. Develop amulti-year plan for how to address the gaps and bring
EPA’sIT policy collection to the “should be” state referencing
Enterprise Architecture, CPIC, and I T acquisition processes (November,
2002).

Finalizethe IRM Strategic Plan.

Agreed and underway. A “Strategic Information Plan” document isin CIO
review. The goals and direction put forth in this document are being
incorporated as driversin the architecture devel opment.

Formally establish a Chief Architect
position with sufficient authority.

Please correct. On February 22, 2002, the ClO established the Enterprise
Architecture Program and named John Sullivan as Chief Architect for EPA.

Implement an automated project
management system (I-TIPS).

Pleaserestate: “Continue effortsto implement I-TIPS’. OEIl isimplementing |-

TIPS successfully and will be using it to generate OMB reports this September
for budget year 2004. EPA completed a security vulnerability assessment and

devel oped risk mitigation plans prior to production as required by OMB, and is
now moving forward agressively.

Implement monitoring and evaluation
processesfor IT investments.

Please provide greater specificity. EPA senior management and the CIO do
monitor and evaluate I T investments, reviewing all OEl investments for cost,
schedule, and risk. Further, the ClO istaking steps to integrate investment,
enterprise architecture, system life-cycle and fiduciary management processesin
partnership with OCFO. A general statement expressing support for these efforts
would be useful.

Postpone funding for IT projects that
have been identified as “materially
deficient”

The CIO and the QIC review investments prior to funding. Funding has never
been recommended for an investment determined to be “materially deficient.”
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Chapter 2 - CIO Needsto Fully Implement Clinger-Cohen Act Requirements.

Findings

Response

2.1 - Five years after implementation of
the Act, EPA’s CIO still had not
established an adequate structure with
the policies and guidance needed to
sufficiently implement the Act.

EPA through actions by the Administrator and the ClO has taken stepsto
implement critical Clinger-Cohen functions, and to direct I T resourcesin a
manner that will deliver increasing value to our program mission. ClO leadership
has been highly visiblein enterprise architecture, investment management,
critical policy, and workforce development. Please amend thisfinding to
highlight the specific areas where the CIO and Agency |eadership should direct
additional attention and resources.

2.2 - Overall, EPA’s program managers
are treating the Clinger-Cohen Act
requirements as little more than a paper
exercise to satisfy the annual OMB
budget call.

Inaccurate. Thereisevidence that program offices do take the CCA seriously.
Agency managers at multiple levels have actively participated in investment
reviews. Management attention is reflected in: consolidation and elimination of
duplicate projects; the number of program offices seeking OEI’ s consultation on
preparing proposals; more refined reporting of budget numbers; linking 1T
investments to GPRA goals and agency priorities. 1t would be helpful, if you
could expand the recommendation to identify the specific manner in which
program managers should be involved beyond the roles that they currently fulfill
(proposal preparation, approval, participation in Agency-wide portfolio
development).

2.3 - Numerous examples demonstrated
the use of inconsistent criteriaand a
general lack of objective, quantitative
investment criteria (e.g., cost-benefit
analysis)

For the past five years, criteria has been based on the OMB’ s eight Raines Rules,
plus additional Agency policy and programmatic criteriathat was approved by
the QIC’ s Information Investment Subcommittee (11S), CIO, CFO, and the QIC, as
such was both consistent and objective. Thisyear, we plan to revisit selection
criteriaand approved revised criteria (including applying weights) through the
QIC.

2.4 - EPA has not formally appointed a
Chief Architect to overseethe
development and execution of its
Enterprise Architecture Plan.

Inaccurate, please remove. On February 22, 2002, the CIO has appointed a Chief
Architect for EPA. The Enterprise Architecture baseline, target and sequencing
approach is scheduled to be delivered to OMB on October 15, 2002.

2.5 - Thefiscal 2002 budget did not
identify an architecture project.

Inaccurate, please remove. For the fiscal 2002 budget, the architecture project
was included as a component of integration proposals and for FY 02 it was
reported separately on the Exhibit 53 - Section 3.- Architecture.

2.6 - In 2001, EPA purchased aSLA to
use the off-the-shelf software I-TIPS....
However, when requested, EPA could
not provide any evidence to support
that they were assigning resources or
providing milestones for implementing
the software.

Pleaserestate. The Investment Management Team has assigned resourcesto |-
TIPS implementation, devel oped milestones for production, proceeded with
implementation, and will be using I-TIPS to generate automated OMB reports for
thisinvestment cycle. Further, I-TIPS will be expanded agency-widein 2003.
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Chapter 2 - CIO Needsto Fully Implement Clinger-Cohen Act Requirements.

Findings

Response

2.7 - In addition, the following effects
arelikely to occur: 1) IT investments
will no be driven by business priorities
and mission goals; 2) Stovepipe
systems will continue to operate; 3)
EPA will continue to invest in duplicate
IT system; 4) IT investments will not
take advantage of technology
advances and reduced costs; 5)
reporting processes will not be made
efficient for states and private industry;
6) application systemswill not comply
with environmental data and
interoperability standards; and 7)
increased public access and security
reguirements will not be met.

Please restate to acknowledge the following:

All IT investmentsin the CPIC process are linked to the Agency’ s strategic
goals. Significant reductionsin stovepipe systems have been made through
consolidation and / or modernization to align these systemsto the architecture.
Duplicate systems have been identified through the CPIC process by the
technical and executive management review. Proposals (e.g., Records and
Document Management, and GEO and GIS) were combined last fiscal year to
reduce redundancies and maximize efficiencies. For the past four years, data
standards questions have been required, evaluation criteria has been
established, and a data standards team has reviewed proposals to ensure that
programs are complying with data standard requirements.

Over the next couple years, Central Data Exchange (CDX) will beimplemented.
AsCDX grows and gains wider acceptance, it will reduce the reporting burden
on the states and private industry. Also, asthe National Environmental
Information Network is being constructed with input from the states and
industry. The new network will greatly enhance the reporting and information
exchange between the states, industry, tribes and the agency.

2.8 - During recent years, the CIO
should have used an I T investment
control process to solve key Agency-
wide problems such asintegration of
environmental data, electronic
reporting,, duplicate systems,
Geospatial Information, and data
management.

Please restate to acknowledge those very issues targeted and addressed during
the CPIC process. For example, the GEO investment was stopped from receiving
operating plan fundsin FY 01 due to CPIC process findings. Also, duplicate
systems were identified and requested to coordinate development strategies and
present beforethellS.

Recommendations

Response

2.1 - Assign sufficient resources and
expertise to ensure timely and effective
implementation of report
recommendations; and use objective,
risk-based criteriato decide whether
proposed and ongoing I T investments
will help resolve key Agency-wide
problems and advance EPA’s IRM
vision.

Agreed. Request for an increase in resources (extramural, FTE) has been
submitted for the FY 03 and FY 04 budgeting years.

From the inception of this process under Clinger-Cohen, management reviews
have been risk-based. Theinitial method referenced the “Raines rules” following
the approach which was then applicable on a government-wide basis.

Inthe FY 02 CPIC process, the technical review team is using objective, risk-
based criteria by identifying weaknesses and working with program officesin
producing strong business cases, cost/benefit analysis, results-oriented
performance measures, cost and schedules, and presenting proposal eval uation
results to the QIC/Information Investment Subcommittee in aportfolio
management enterprise perspective. Increased resources would enable more
frequent investment reviews.
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Chapter 2 - CIO Needsto Fully Implement Clinger-Cohen Act Requirements.

Findings

Response

2.2 - Revise EPA Directive 2100 and
related guidance to remove outdated
and unauthorized I T business
practices. Incorporate appropriate
policies and procedures for the
Enterprise Architecture, CPIC process,
and IT acquisitions addressed in the
Clinger-Cohen Act, OMB guidance,
and EPA Delegation 1-84.

Please restate to acknowledge that OEI has had a process underway since Q1/02,
anticipated for completionin Q2/03. The processisto:
1. Identify, from abest practices perspective, what EPA’s I T policy
collection should be (recommendations to be forwarded for CIO review
in August, 2002);

2. Catalog EPA’scurrent IT policy collection (completion in August,
2002);

3. Identify the gaps between the “ should be” and “ current” statesi.e.,
those I T policies needing to be created, updated, or canceled
(September 2002);

4. Develop amulti-year plan for how to address the gaps and bring
EPA’sIT policy collection to the “should be” state referencing
Enterprise Architecture, CPIC, and I T acquisition processes (November,
2002).

2.3 - Work with the Director for
Acquisition Management to (a) direct
contracting officers and other
procurement personnel to only accept
procurement requests with aformal CIO
approval or officially re-delegated
procurement authority; and (b)
establish interim delegations, policies
and proceduresfor IT procurement,
until formal redelegations are revised
and implemented.

Please restate to acknowledge that OEI (and previously OIRM) has historically
worked with OARM to ensure appropriate review/concurrence for IT
acquisitions. The CIO hasinitiated the establishment of delegations under the
Clinger-Cohen framework to ensure all IT procurements have formal management
official approval (either CIO or someone with formal authority delegated by the
ClO) before consideration by procurement personnel.

Chapter 3- Weaknessesin CPIC Process Place EPA’sIT Investmentsat Risk

Findings

Response

3.1 - However, EPA’s CPIC process
does not monitor each project’s
execution during a Control phase nor
evaluate the adequacy of completed
projectsin an Evaluation phase, as
recommended in Figure 2.

Please restate. EPA’s CPIC process hasincorporated the Control phase sinceits
inception. The evaluation phaseis currently being implemented. Refer to
Report on Management Options for Implementing the Evaluation Phase of IT
Capital Planning and Control, dated January 7, 200l and white paper entitled
Implementing the Select/Control/Eval uate Phases of Review, dated April 12,
2001. To be helpful, pleaseidentify, in the final report, specific aspects of control
/ evaluate phases which OIG believes require further attention.
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Chapter 3- Weaknessesin CPIC Process Place EPA’sIT Investmentsat Risk

Findings

Response

3.2 - The peer review risk assessment
was the only substantive process used
to control IT investments, and we
found no evidence of aquality
assurance process to ensure
investment proposals were accurate.

Thisfinding isinaccurate as stated. The CPIC process has four levels of
qualitative reviews: 1) staff level - athorough review of proposal format and
content is conducted; 2) technical peer review - evaluation criteria based on the
Raines Rulesis applied and proposals are eval uated based on technical merit,
then grouped and ranked; and 3) |1S - executive management level review to
address funding and policy issues, grouped and ranked red, yellow or green.
4)QIC review.

3.3 - Agency management planning and
budgeting recommendations for fiscal
2002 were based on 1S opinion, rather
than objective peer review risk
evaluations.

Thisfinding isinaccurate as stated. The FY 2002 recommendations were based
on the technical peer review analysis and the discussions and deliberations of
thellS. ThellSdepends heavily on the technical review results.

3.4 - Table: EPA Magjor Investment
Proposals, Key Project Risk Factors
(Fiscal 2002)

The percentages in these findings do not match reports and OMB statements
given by EPA and OMB. It would be helpful if the OIG presents the document
which states “OMB Assessment” amounts.

Please a so include the statement from OMB “We think a great deal of BCA has
been performed on the mgjority of the portfolio.”

3.5 - Nevertheless, thellS
recommended to the Quality &
Information Council and the CIO that al
48 projects be recommended for
funding in the fiscal 2002 budget
submission.

Thisfinding is misleading and should be restated or removed. Projects were
recommended for funding only after substantial corrective actions were taken to
make the business case, and afourth review of the project proposal was
conducted. Five projects were required to address the 1S to explain and defend
their business cases.

3.6 - Major projects were found to have
material deficiencies by the peer review
process, yet the || S recommended to
fund these projectsin fiscal 2002. In
fiscal 2003, the peer review process
once again stated these projects
contained significant weaknesses, but
I1S still recommended them for funding.

Thisisinaccurate. 1n 2002, the I1S red-lighted five projects, initially not flagged
by the technical peer review team. These projectswere required to go before the
1S for further scrutiny and extensive review of the project’ s business case
occurred.

The finding should also state that for 2003, following extensive project/portfolio
revisions per senior management direction, OMB subsequently found
deficiencies to the business case for only 2 of 48 proposals, which they then
accepted after minor revisions.

3.8 - Paragraph on ClIO Needsto
Formalize and Institutionalizea CPIC
Process - The CIO hasyet to establish
policies and guidance, and implement
key Clinger-Cohen Act requirements by
formalizing the CPIC processin Agency
Directive 2100.

The processisformalized, so please restate. For the past five years EPA has
been conducting a Capital Planning and Investment Control process (CPIC),
which includes a Select and Control phase, appropriate guidance, training,
evaluation criteria based from the Raines Rules, aformal technical review process
and executive management review to evaluate proposals.

In June 2002, afinal CPIC policy wasissued, formalizing the processin Agency
Directives.
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Chapter 3- Weaknessesin CPIC Process Place EPA’sIT Investmentsat Risk

Findings

Response

3.9 - Implementing the Federally
sponsored I-T1PS software, an
automated investment control and
reporting system, would provide EPA
with avaluable tool for monitoring and
managing its I T investment portfolio.
While EPA has been using a peer
review process to evaluate risks,
management has not employed a
structured CPIC process to maximize
the value of investments and manage
therisks of IT acquisition projects.

Pleaserestate. There aretwo separate issues - implementation of I-TIPSand a
structured CPIC process.

OEl isimplementing I-TIPS and will be using it to generate OMB reportsfor this
cycle. OIG should also note that EPA’ s schedule for I-TIPS implementation
reflects the fact that |- TIPS does not conform to the Agency’ s existing technical
architecture and employs web-based functions with security vulnerabilities
which required careful risk assessment and mitigation plans, prior to production.
OEI has developed methods to address vulnerabilities and is moving forward.

From a process perspective, EPA has consistently followed a highly structured
approach involving project and program managers at key decision points. The
process continues to evolve and next year will integrate enterprise architecture
with investment to provide further structure to the process of establishing
management priorities and decision making.

If OIG believes additional structureis required, specific recommendations would
be helpful.

Chapter 3- Weaknessesin CPIC Process Place EPA’sIT Investmentsat Risk

Recommendations

Response

3.2 - Formally establish objective, risk-
based criteriafor the lISto usein
selecting and funding al IT
investments (e.g. Chart of EPA System
Development Risk Factors). Based on
the criteria, management should not
fund proposals or projectsthat classify
ashigh risks.

Pleaserestate. EPA hasin fact employed specific evaluation criteriafor review of
CPIC proposalsfor past CPIC cycles. The evaluation criteriawas released as part
the annual Exhibit 300 data call so that preparers and reviewers were aware of the
criteriaeach proposal would be evaluated against.

Also, the IS will be given atechnical peer review summary of each of the
proposals prepared in accordance with the evaluation criteria and with that
information will be following the OMB scoring guidelines provided in thisyear’s
A-11 guidance. As part of the Strategic Direction for Investment Management,
the IS plansto identify business and architectural criteriafor investments,
Q1/03.

With this established, the Agency will be able to make even more thorough,
objective, risk-based evaluations of all proposalsthaninthe past. Additional
specific suggestions from OIG on how to further enhance criteriawould be
welcome.
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Chapter 3- Weaknessesin CPIC Process Place EPA’sIT Investmentsat Risk

Recommendations

Response

3.3 - Postpone funding for current IT
projectsidentified by the Peer Review
process as materially deficient or high
risk for 2 consecutive years, until
critical deficiencies are resolved and the
resol ution steps adequately
documented.

Agreed. However, no “materially deficient” project has been recommended for
investment by the CIO. The Agency’s Information Investment Subcommitteeis
responsible for recommending funding to the ClO regarding major I T
investments. Those projectsidentified in the Technical Peer Review process as
deficient are afforded the opportunity to make revisionsto their proposals prior
to the Subcommittee' s review and, time permitting prior to the QIC' sreview.
Forty-eight proposals submitted for funding last year to OMB were approved.

For example, in FY 01, the 1S advised the Acting CIO to charge atask force to
develop a strategic direction and architecture for electronic records, dockets, and
document management applications. The |1S made arecommendation to
suspend funding for seven systems. The Acting CIO followed through on that
recommendation (memo from Margaret Schneider, dated October 12, 2001,
Management Task Force for Agency Document Management Systems,
“...suspend spending for design and development work for al new and existing
document management systems.”)

3.4 - Direct the Information Investment
Subcommittee to monitor the execution
of IT projects during the fiscal year (at
least quarterly) to identify emerging
cost or schedule problems and initiate
corrective actions.

Agreed. Aspart of ITPPD’sInvestment Management strategic planning efforts,
and in conjunction with the use of I-TIPS, it is OEI’' svision to evolve the
Agency’s capital planning process to do a continuos update and review process
in the next two years. This continuos process will involve Program Offices
updating their business cases as their systems develop (i.e. moving from
different life cycle or CPIC phases). Rather than relying on annual data callsfor
updates, thiswill allow the Program Office management, the Subcommittee, the
QIC and the CIO’ s office access to the most current information possible, thus
providing them the ability to address cost or performance issues as they are
identified, not just once ayear.

3.5- Initiate aformal processwith
written eval uations of ongoing,
completed, and terminated information
technology projectsto evaluate
whether the projects or systems are
successfully delivering promised
benefits at an acceptabl e cost.

Agreed. AsITPPD preparesits Strategic Planning for IT Investment
Management, one of the areas being examined is the formalization of processes
and evaluationsin all phases of the CPIC process, including the possible
inclusion of Pre-Select and Steady State phases to provide management with on-
going evaluation monitoring.

3.6 - Implement an automated project
management system (e.g., I-TIPS) to
provide timely, reliable information for
investment decisions.

This recommendation should clearly define the difference between a portfolio
management system and a project tracking system - I-TIPS isaportfolio
management system, not a project management system.

ITPPD iscurrently piloting the use of I-TIPSin EPA. ITPPD plansto populate
Exhibit 300 datain I-TIPS and submit electrically to OMB (09/02). Additionaly,
ITPPD plansto develop an Agency-wide deployment strategy for I-TIPSin
QL/03 for FY 03-04 implementation.
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Chapter 4 - EPA Needsto Organize and Integrate Planning for IT Investments

Findings

Response

4.1 - During 2001, EPA completed many
actions towards establishing a baseline
enterprise architecture for IT planning
purposes. In April, EPA provided
OMB with documentation of EPA’s
first Enterprise Architecture, dated
March 29, 2001. However, by October,
neither the Agency’s|IT Contracting
Officer nor the Procurement Office had
been provided a copy of the proposed
Enterprise Architecture.

Thisisincorrect. The Agency’s Enterprise Architectureis posted on the EPA
Intranet and program offices were notified of its availability. The Office of
Administration and Resources Management (OARM) was notified that the
architecture had been published.

4.2 - Moreover, the document was not
provided timely to the EPA program
officesfor usein developing IT
investment proposals for the fiscal 2003
budget submission.

Pleaserestate. Thisfinding does not accurately reflect that appropriate guidance
was provided from the EA Team to proposal preparers on developing their 2003 /
2004 investments. The EA Team a so worked one-on-one with program offices
requesting assistance. The current enterprise architecture being developed will
contain abaseline, target and sequencing approach, which will assist preparer in
the 2005 exercise.

4.3 - Also, OMB reviewed the
Agency’sfiscal 2001 IT Investment
Portfolio and noted that they could not
match the projectsin the proposed
Enterprise Architecture to the portfolio.
In August 2001, OEI established a
workgroup to identify and verify EPA’s
business processes for the Enterprise
Architecture baseline. The work
group’s efforts occurred after
completion of our field work; as such,
we do not know fully what they have
accomplished.

Please acknowledge that the workgroup has updated the business processes and
these processes will be aligned with the new OMB Business Reference Model.

4.4 - EPA’soutdated IRM Strategic
Plan has contributed to the delay in
implementing the Enterprise
Architecture concept. In May 2001,
EPA established an agency-wide work
group to update the IRM Strategic
Plan. The work group provided the
draft plan to OEI’ s Quality Information
Council, but it has yet to be finalized.

Please restate to acknowledge that a“ Strategic Information Plan” document isin
ClO review. Thegoalsand direction put forth in this document are being
incorporated as driversin the target architecture development.

55
Report No. 2002-P-00017




EPA Management of Information Technology
Resour ces Under The Clinger-Cohen Act

Chapter 4 - EPA Needsto Organize and Integrate Planning for IT Investments

Findings

Response

45 - Asof theend of field work, EPA
had yet to fully baseline and validate
the Agency’ s business processes
essential for establishing a portfolio for
future IT investments. EPA’sdraft
Enterprise Architecture document
included very high-level business
processes; however, these processes
had yet to be validated by the
responsible program offices. Wewere
informed that some of these business
processes have been revised, but were
unable to substantiate whether the
applicable program offices formally
endorsed the work group’s
conclusions.

Agreed, however we have made progress, and plan to acquire QIC approval of
the EA. Formal validation of baseline program components by the CIO and
senior program managers, viathe QIC, is occurring this year per the management
plan for build-out of the enterprise architecture.

4.6 - Therefore, the physical and
personnel security requirements of
these servers need to be added into the
baseline security architecture.

Inaccurate. The Security Architecture does address the physical, facility and
personnel security issues.

4.7 - Asdepicted in Figure 3, the
Enterprise Architecture conceptual
framework should consist of five
components. As such, the Enterprise
Architecture should define mission-
critical data needsto properly support
the I T investment process. However,
EPA’s current Enterprise Architecture
does not adequately address (1) EPA’s
existing data standards and related
metadata baseline information, and (2)
other critical data used by stakeholders
and programs busi ness processes.

Thisfinding isinaccurate. Data standards and critical data are both integral
aspects of EPA’ s enterprise architecture. The model specifically references data
standards, and will address program-specific data needs across several
dimensions.

4.8 - We had recommended that EPA
support its data standards program by
using the Environmental Data Registry
asacentral repository for publishing
and recording data standards. EPA has
yet to do so, and the draft Enterprise
Architecture does not adequately
describe theregistry asacritical
component of itstarget architecture.

Thisfinding is outdated and should be removed. The Enterprise Architecture
does support data standards and the EDR. The document being prepared for
OMB will clearly outline this architectural component.
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Chapter 4 - EPA Needsto Organize and Integrate Planning for IT Investments

Findings

Response

4.9 - Complete Inventory of Systems
Needed for Enterprise Architecture ...
we found that the Enterprise
Architecture document does not
include sufficient information on
Agency application interfaces. The
document states the CIO plansto
gather and document thisinformation
as part of the Agency’ s ongoing
application inventory initiative,
including documentation regarding
major interfaces with applications
outside of the Agency.

The Enterprise Architecture will gather more information this year on internal
system interfaces and partner interfaces within the framework of the National
Environmenta Information Network (NEIN). Thetarget architecture and
seguencing plan will also take into account the impact of external federal Agency
interfaces and E-gov directions.

4.10 - Our review showed that the
Enterprise Architecture document did
not explicitly identify minimum
response times for key transaction-
based systems and for business
application systemson the Agency’s
wide area network.

Thisfinding does not provide relevant or helpful direction. Normally, thislevel
of detail isnot in an Enterprise Architecture document. Transaction response
requirements for critical data streamswill be considered as afactor in the
development of the technical architecture, which must be scaled and engineered
to support such needs.

4.11 - Webelievethe VPN concept is
needed today to help the Agency
comply with existing Federal
telecommuting statutory regquirements
and to satisfy current business needs.

OEI agrees with the importance of secure external communications. Thisyear
OEl istaking the critical stepsto establish secure external partner levels of
access with implementation planned to start next year and full operationsto be
available on an enterprise basisin 2004 (pending continued availability of
resources).

4.12 - Also, EPA needsto define the
role and authority of its Chief Architect
for IRM. Therole of this Chief
Architect isto oversee development
and coordination of the Enterprise
Architecture with other planning
elements that should materially shape
and drivethe IT planning structure.
The CIO named an individual to this
rolein February 2002 (via€electronic
mail), but there has been no formal
definition of the position’s scope and
responsibilities, nor any official
delegation of authority.

This recommendation is outdated and should be refined. On February 22, 2002,
the CIO viaelectronic email, established the Enterprise Architecture Program and
named John Sullivan as Chief Architect for EPA. If additional authority is
needed in the view of OIG, specific deficiencies should be noted.

57
Report No. 2002-P-00017




EPA Management of Information Technology
Resour ces Under The Clinger-Cohen Act

Chapter 4 - EPA Needsto Organize and Integrate Planning for IT Investments

Findings

Response

4.13 - To EPA’s credit, management
established a central Enterprise
Architecture workgroup in August
2001. However, no permanent central
organization has been established or
assigned resources to coordinate,
develop, and maintain the Enterprise
Architecture. Agency-wide Enterprise
Architecture components need to be
addressed and maintained for the
following functional areas: the
identification of EPA’s mgjor and
significant systems; defining the
security architecture; validating the
business processes with program
offices; developing the Middleware
architecture and defining baseline
telecommunication requirements,
defining Working Capital Fund capital
investments; and approving individual
IT project management plans for major
projects or systems.

Thisfinding should be rephrased. The functional areasidentified in the
recommendation are al included within the strategic activities underway thisyear
and planned for next year. Please restate the recommendation to acknowledge
the importance of the ongoing efforts being made to address these needs.

4.14 - Initsfiscal 2003 budget
submission, EPA identified the
Information Integration Program asits
only major architectural project for
deriving and compl eting an enterprise
architecture. Ascritical asthe project
isto EPA’s Enterprise Architecture
development efforts, no final
management work plan has been
implemented for this project since the
draft was issued in December 2000. A
final work plan isessential to ensuring
the timely success of the individual
program, as well asthe overall quality
of the Enterprise Architecture Plan and
the Agency’ s future technology
investments. Although EPA viewsthe
program as key to improving the overall
integration of environmental
information, this project does not
report to the Chief Architect.

Thisfinding isinaccurate and does not accurately reflect the continuity of
results and the connection of that project with the Enterprise Architecture
program. The products from the Information Integration Program are the basis
for the target architecture of the environmental business area. Pleaserestate this
finding to acknowledge the intent and proposed products of the Information
Integration Program.
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Chapter 4 - EPA Needsto Organize and Integrate Planning for IT Investments

Findings

Response

4.15 - The Chief Architect provided
information that indicates EPA’s
program and regional officeswill be
asked to co-develop the Agency's
baseline and target elements for the
enterprise architecture. With OEl's
leadership and facilitation, the program
and regional officeswill conduct their
own architectural needs analysis, and
realign their respective systemswith
EPA’sevolving target. We were
unable to substantiate how thiswill be
accomplished. The participantswill
need a clear understanding of their
roles and responsibilities, aswell as
their respective business processes, if
they areto play asignificant rolein

hel ping define the enterprise
architecture.

We agree that clear roles and responsibilities are essential in defining the
Enterprise Architecture. We have taken the necessary stepsto ensure
participants are clearly aware of their respective roles and responsibilities. The
Chief Architect and the Enterprise Architecture team are working with program
and regional representatives at the staff level to develop requirements and
validate Agency-wide perspectives. At the sametime, the Chief Architectis
preparing explicit guidance, including senior management roles, to formally
record roles and responsibilities of program and regional officesfor the
architecture. Thisframework for Enterprise Architecture policy and practice will
be reviewed by the Cl1O and senior managers at a forthcoming QIC meeting in
July, per the schedule presented to the QIC on 6/26/2002.

Chapter 4 - EPA Needsto Organize and I ntegrate Planning for I T Investments

Recommendations

Response

4.1 - Asthe number one priority, we
recommend that the Chief Information
Officer formally establish:

@ an Enterprise Architecture
program to plan, manage,
monitor, and control the
development and maintenance
of the plan.

(b) the Chief Architect position
by clearly defining therole,
responsibility and authority of
the job. The position should
ensure a system of
accountability for the overall
architectural effort. This
would include coordinating
and overseeing resources for
IRM strategic planning and
the Information Integration
Program, and reporting
directly tothe CIO.

This recommendation should be rephrased to acknowledge the efforts underway
to plan, manage, monitor and control the development and i mplementation of the
Enterprise Architecture.

The Chief Architect, through direct and ongoing consultation with the ClO, has
been directing and coordinating the Agency’ s efforts to create an architecture
and architecture program. The Chief Architect isworking with the CIO and Chief
Technology Officer (CTO) to promulgate an Agency-wide framework for
managing the establishment and implementation of the Enterprise Architecture.
Thisframework will be amajor focus for senior executive discussion and decision
at the July mesting of the QIC.

We would appreciate any subsequent Ol G recommendations that focus on
additional steps required to support this effort.
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Chapter 4 - EPA Needsto Organize and Integrate Planning for IT Investments

Recommendations

Response

4.2 - Under the leadership of the Chief
Architect, update and maintain the
Agency IRM Strategic Plan to support
EPA’s Strategic Plan, its Government
Performance and Results Act
requirements, and the Enterprise
Architecture.

The Chief Architect and the Architecture Team are responsible for creating,
updating and maintaining the Agency’ s architecture. Aspart of creating the
architecture, the Chief Architecture must coordinate and participate in the
strategic planning process, GPRA and other efforts. OEl is producing a
“Strategic Information Plan” under direction of the OEI - Office of Information
Callection (OIC). ThisPlan will be used asadriver for the EA development.

4.3 - |dentify current major and
significant general and application
systems to establish an accurate
inventory of such systems and
integrate thisinformation with both the
Agency’ s Enterprise Architecture
application component and the IT CPIC
Portfalio.

EPA agrees with thisrecommendation. The Enterprise Architecture will
incorporate all systems (major and significant as defined in the CPIC) and others
into the Information Resources Registry System - which will serve as the Agency
Applications Inventory. The IRRS s scheduled to be operational by the end
FY02. A linkage between the IRRS and the EA repository is planned. All
application systems within the purview of CPIC review areincluded in the
baseline applications architecture.

4.4 - Develop amaster project plan for
completion of all parts of the Enterprise
Architecture, including a breakdown of
the tasks and subtasks needed to
acquire, develop, and maintain the
Enterprise Architecture.

EPA agrees with this recommendation. The Enterprise Team has an overall
management plan and project plan that contains the detail tasks and subtasks to
develop the Enterprise Architecture. Additionally, the Team isin the process of
identifying a change management process for updatesto the Agency’s
architecture.

4.5 - Establish an information
repository, require the use of adata
registry for Agency maintained data,
map EPA’ s data and information
resources, and adopt life-cycle data
management principles for the
Enterprise Architecture data and
systems components.

Please restate this recommendation to reflect efforts already underway. OEIl has
established an EA repository in which the Agency’ s business, data,
applications, and technologies are mapped and interlinked. As part of the CPIC
process, programs will be required to ensure their systems are represented in the
EA repository and applicationsinventory. The Enterprise Architecture Teamis
coordinating effortswith the ITPPD’ s efforts to update the Agency’ slife-cycle
principles currently being devel oped to produce a*“ cook book” on systems
development that will align the Systems Lifecycle policy, the CPIC Process and
the Enterprise Architecture.

4. 6 - Use atop management
verification, validation, and approval
process to ensure program business
processes and goals are accurately
reflected and incorporated into the
Enterprise Architecture. Subsequently,
formalize the process as a discipline for
updating the Enterprise Architecture
document.

EPA agrees with thisrecommendation. The Enterprise Architectureis presented
to the Quality Information Council for recommendation to the CIO for approval.
An EA change management and configuration control processis being
developed to formalize the process of updating the architecture. The Chief
Architect is preparing explicit guidance, including senior management roles, to
formally record roles and responsibilities of program and regional officesfor the
architecture. Thisframework for Enterprise Architecture policy and practice will
be reviewed by the Cl1O and senior managers at aforthcoming QIC meeting in
July, per the schedule presented to the QIC on 6/26/2002.
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Chapter 4 - EPA Needsto Organize and Integrate Planning for IT Investments

Recommendations

Response

4.7 - Coordinate the Enterprise
Architecture document with the
Agency’ s Office of Acquisition
Management for future I T acquisitions.
Jointly develop an approval process
that ensures the Enterprise
Architecture concept isincorporated in
IT contract activitiesfor large and
significant IT projects.

EPA agrees with thisrecommendation. In addition to formal promulgation of
acquisition authority and delegations by the CIO, once the EA version 1.0 is
approved by the CIO, the EA team will work with OAM to broaden the current
contracting clauses to ensure compliance with the EA.

4.8 - Develop aMiddleware
Architecture as part of the Enterprise
Architecture technology component to:
define the components that interface
among the client and server systems;
improve the overall usability of the
distributed architecture; and integrate
the information repository with the
client-server systems.

Please rephrase this recommendation. Aspart of the Target Architecture
(Q4/02), the data warehouse methodology and platformswill be determined. The
detailed design of the warehouse (whether it is virtual or physical) will be
contained in the Technical Reference Model, which is being developed as part of
the EA. OIG recommendations should be cautious when making specific
technical references (e.g. linking client-server systemswith the repository) asthe
target technical architectureislikely to move the Agency towards new models.

4.9 - Establish acomprehensive and
explicitly defined set of baseline
telecommunications regquirements to
support ascalable, reliable, and secure
network infrastructure for the
Enterprise Architecture technology
component. Also, address existing
bandwidth shortages and provide for
additional network capacity to support
current business needs and take
advantage of technology advances.

OEI agrees with the importance of this recommendation and its importance for
the technical architecture. Telecommunications requirements to support a
scalable, reliable, and secure network infrastructure, bandwidth capacity, and
additional network capacity are essential components of the Technology
Architecture Segment. OEIl isworking with OCFO and senior agency managers
to define afiduciary and technical management strategy that will address current
technical architecture shortfalls and provide more effective methods to maintain
the technology in the future.

Chapter 5- EPA Needsto Strengthen | T Project Management Criteria

Findings

Response

5.1 - Paragraph on No Reliance or Vaue
Placed on EPA’sIT CPIC Process

Please discard thisfinding, it isinaccurate. Over the past five years of the CPIC
process, the Investment Management Team has worked with over 50 different
program mangers at one time or another. We have received positive comments
from program managers that the process has forced them to rethink their
investments and to pay closer attention to costs, schedule, and milestones. EPA
does acknowledge and place value on the need for the IT CPIC process.
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5.2 - EPA had not adopted standard
tools to help managers plan, control,
and evaluate I T investment projects
and track project costs, schedules, and
resources.

Please revise this statement, it isinaccurate. First, with the development of the
CFO Comptroller Policy Announcement 01-10 and the I T Cost Tracking system,
program offices are required to track project costs. Secondly, as program offices
implement this requirement, it clearly complements and links to project planning
and work plan development.

5.3 - The absence of key decision
documents and senior management
approval increase therisk that funded
IT projectswill evolvein an
unstructured, untimely, and costly
manner.

Please restate this finding to acknowledge efforts of the senior management and
decision making body of the QIC. The QIC, referencing recorded
recommendations from the I1S, formally actson each IT investment. Formal
meeting notes are taken at each subcommittee meeting, reviewed and approved
by the co-chairs, and starting in January 2002, co-chairs signed the meeting
notes before being distributed to subcommittee members.

Chapter 5- EPA Needsto Strengthen | T Project Management Criteria

Recommendations

Response

5.1 - We recommend the Chief
Information Officer monitor IT
investments to ensure that SMPs are
prepared in accordance with Agency
requirements, and that they
appropriately link to the respective
Clinger-Cohen Act submission
documents the Enterprise Architecture
and other planning documents.

EPA agrees with this recommendation. As OEI prepares its Strategic Planning for
IT Investment Management, one of the areas being examined is the formalization
of processes and evaluationsin all phases of the CPIC process, including the
possibleinclusion of a Pre-Select phase. The Pre-Select phase will allow the
Agency to ensure that all proposed systemsin the system lifecycle planning
process are aligned with Agency requirements on enterprise architecture,
security, etc. This Pre-Select phase will allow EPA to ensure compliance with
Systems Lifecycle Policy in advance of a system entering the Select Phase.

5.2 - Werecommend the Chief
Information Officer re-evaluate funding
for IT investmentsthat do not provide
sufficient written justifications for
projects exceeding budgeted costs or
project milestone schedules by more
than 10 percent.

Please rephrase this recommendation to accurately reflect the current processin
place. Systemswithout sufficient justification to cost and schedule variances
greater than 10% are not recommended for funding. As part of the Exhibit 300
submission, OMB isrequiring that all major systems provide a breakdown of
costs and schedul e performance from their original baseline. The Chief
Information Officer does not recommend investments for projects with
insufficient justification or those with excessive cost and schedule variances.

5.3 - We recommend the Chief
Information Officer prescribe standard
tools for managing system
development projects and for managing
software changes, as part of the
development of consistent definitions
of system life cycle stagesto be used
for IT systems and project
management. The selected tool should
be approved by the Chief Financial
Officer as being compatible with the
Agency’ s cost accounting system.

OEI does not agreethat it is necessary or appropriate to prescribe uniform tools
for managing system devel opment projects and software changes sinceit is
unclear at thistime that there is one set of tools which meets the needs of all
system devel opment effortsin a cost-effective manner. However, OEI does
intend to broaden the scope and usefulness of I-TIPS with particular attention to
linkages between |-TIPS and Agency financial datafor IT cost tracking. OEl is
also leading an effort to update EPA’ s System Life Cycle Policy. The updated
policy will provide appropriate consistent definitions, lay out the requirements
that must be met when an Agency office develops a new system, provide
appropriate system devel opment management methodology options, and
encourage the use of “best practice” project management principles and
techniques. The selected “tools” will be compatible with the Agency’ s Financial
systems.
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Chapter 5- EPA Needsto Strengthen I T Project Management Criteria

Recommendations

Response

5.4 - We recommend the Air Quality
System Project Manager update the
SMPfor the Air Quality System project
and obtain the signature of approval of
the Assistant Administrator for Air and
Radiation at the conclusion of the
analysis stage and for major and
significance enhancements.

Please see the memo from William T. Harnett to PatriciaH. Hill dated 5/28/02.

5.5 - We recommend the RCRA
Information Project Manager revise the
Project Management Plan for the
RCRAINfo project to make it equivalent
to an SMP, and update the document
for planned system design changes
and enhancements. In addition, the
revised SMP should be formally
approved by the Assistant
Administrator for Solid Waste and
Emergency Response to authorize
funding for the I T investment and to
ensure a system of accountability.

Please see the memo from Marianne Lamont Horinko to Kimberly Nelson dated
6/14/02.

5.6 - Werecommend the
SDWIS/STATE Project Manager
establish an SMP for the
SDWIS/STATE project and obtain the
signature of approval from the
Assistant Administrator for Water at
the conclusion of the analysis stage
and for major and significant
enhancements.

We agree with this recommendation and SDWIS/STATE has al the components
of a Systems Management Plan. However, the project has not compiled the
information into a single document for signature for the following reasons. First,
we have not been able to identify the format the agency wishes for the SMP and
second, a SMP was not specifically required when the project began.

Part of our plan for thisfiscal year (may slideto early next FY) isto compile the
document and present it to management.

5.7 - We recommend the Project
Managers for the Air Quality System,
RCRAInfo, and SDWIS/STATE link the
SMP to the Agency Clinger-Cohen Act
submission documents and the
Enterprise Architecture and planning
documents.

OAR -- Please see the memo from William T. Harnett to PatriciaH. Hill dated
5/28/02.

OW -- When the SMP document is completed it shall belinked to all IT
submissions (where applicable).

OSWER - Please see the memo from Marianne Lamont Horinko to Kimberly
Nelson dated 6/14/02.
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Chapter 5- EPA Needsto Strengthen I T Project Management Criteria

Recommendations

Response

5.8 - We recommend the Project
Managersfor the Air Quality System,
RCRAINfo, and SDWIS/STATE
manage project development effortsin
accordance with the SMP, as updated,
throughout the life cycle of the system,
and retain the SMP for reference and
review by the ClO or the CIO’s
designated review official.

OAR -- Please see the memo from William T. Harnett to PatriciaH. Hill dated
5/28/02.

OW -- We agree that the documents that go into the SMP should be updated
throughout the life-cycle of the system. We currently do this and with each new
rel ease the following documents are updated (among others): requirements,
design, testing, and user documentation. Also, each fiscal year we produce a
new work plan. Finally, we continuously, update and track our financial reports.

OSWER — Please see the memo from Marianne Lamont Horinko to Kimberly
Nelson dated 6/14/02.

Chapter 6 - Project Cost Accounting System Vital for Planning & Managing I T I nvestments

Findings

Response

6.1 - Our concern is compounded by
the fact that the three system life cycle
categories set forth in the Policy
Announcement are inconsistent with
the phases described in EPA Directive
2100.

Please restate this finding to accurately reflect effortsin the Systems Life Cycle
work group and the IT Cost Tracking work group. Participants from OEI and
OCFO are on both work groups coordinating the IT Cost Tracking system
guidance, which includes policy development, and the Systems Life Cycle
development, updating our system life cycle policy. Thelife cycle categories
stated in the policy announcement reflect the new work that is being doneto
update the systemslife cycle policy.

Recommendations

Response

6.1 - We recommend the Chief
Information Officer, Chief Financial
Officer, and Assistant Administrator
for Acquisition Management work
together to devel op consistent
definitions of systemslife cycle stages
and I T coststo be used for contracting,
accounting, I T systems, project
management, and the capital planning
investment control process.

Please acknowledge the current ongoing efforts underway to meet this
recommendation. 1TPPD iscurrently leading an effort to update EPA’s System
Life Cycle Policy. Thiseffort will develop consistent definitions that can be used,
to the extent practicable, throughout the Agency’ s varied processes that relate
to IT systems development. Additionally, ITPPD is supporting OCFO effortsin
developing an IT Cost Tracking system. Asthis system matures and focuses on
capturing “actual” budget cost data more accurately, and comprehensive training
is provided to program offices, management will be able to make better decisions
to evaluate investment priorities.

OCFO and OARM - submitting response under separate cover.
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Recommendations

Response

6.2 - We recommend the Chief
Information Officer, Chief Financial
Officer, and Assistant Administrator
for Acquisition Management work
together to amend all current Agency
software devel opment contracts, and
requirethat al future IT software
development contracts be written to
require a contractor to break out and
separately report al I T software
devel opment costs by the system
development life cycle.

OEI —With the following ongoing efforts - the updated Systems Life Cycle
Policy, the interim CPIC Policy (final soon to be released), architecture and the I T
Cost Tracking system - the modular contracting approach will be supported,
contractors will have better guidance on providing development costs, and
management will be able to make better decisions on investments. Please
acknowledge these effortsin your recommendation.

OCFO and OARM - submitting response under separate cover.

6.3 - We recommend the CIO and Chief
Financial Officer work together to
develop consistent systems life cycle
and IT costs definitionsfor revising
EPA Directive 2100, and theinterim IT
activities policy guidance.

OEl -- Pleaserestate this recommendation to accurately reflect the current efforts
being devel oped between OEI and OCFO. ITPPD iscurrently leading an effort to
update EPA’s System Life Cycle Policy. This effort will develop consistent
definitions that can be used, to the extent practicable, throughout the Agency’s
varied processesthat relate to I T systems development.

OCFO - submitting response under separate cover.

6.4 - We recommend Chief Financial
Officer lead an effort to complete a
needs and feasibility assessment of
alternatives to determine what types of
project cost information and
supporting documentation are needed
for the capital planning investment
control process and managing I T
projects.

Submitting response under separate cover.

65
Report No. 2002-P-00017




EPA Management of Information Technology
Resour ces Under The Clinger-Cohen Act

66

Report No. 2002-P-00017



EPA Management of Information Technology
Resour ces Under The Clinger-Cohen Act

Appendix 3

Office of Chief Financial Officer’s
Response to Draft Audit Report

July 19, 2002

MEMORANDUM

SUBJECT: Draft Report on Management of Information Technology Resources
Inspector General Audit Number 2001-0591

FROM: Joseph L. Dillon 19
Comptroller
TO: Patricia Hill

Director for Business Systems (2421)

| appreciate the opportunity to respond to your draft report titled “ EPA’ s Management of
Information Technology Resources under the Clinger-Cohen Act,” Audit Number 2001-0591. The Office
of the Chief Financid Officer (OCFO) fully supports your emphasis on effective management controls over
EPA’sinformation technology (IT) portfolio and, as you recommend, we are working closdy with the
Office of Environmenta Information (OEl), the Office of Administration and Resources Management
(OARM), and others.

Chapter 6 of your draft, “Project Cost Accounting System Vitd for Planning and Managing IT
Investments” makes four recommendations for OCFO. A discussion of recent OCFO progressin
implementing IT cost accounting is below. Specific responses to your draft recommendations for OCFO
are attached.

Asyou note, Comptroller Policy Announcement No. 01-10, “New Information Technology
Accounting Requirements’ (PA), has been in effect snce October 1, 2001. The PA established a sandard
method of tracking dl 1T related cogts in the Integrated Financia Management System (IFMS).

Asthe PA states, OCFO recognizesthat the I T cost accounting “procedures represent a new way
of doing businessin the Agency.” We are now evauating results and have implemented a qudity assurance
process to ensure the accuracy of the cost data for both large IT systems and projects, and for smaller
projects and generd 1T activities.
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To hdp familiarize saff with the new information and its uses, an IT Cost Accounting section has
been added to OCFO@work at http://intranet.epa.gov/ocfo/paliciesitcostaccto.ntm. The section includes,
as promised in my November 19, 2001 response to your preliminary finding outlines and position papers,
severa reports on FY 2002 spending for IT. OCFO plans to add ingtructional materials for system
owners, funds control officers, and othersto this page.

To build on this year' s experience, OCFO daff are working closaly with OEl, the contracts
community, headquarters SRMOs, regiond IRM branch chiefs, aregiona comptroller, and others. For
example, most regions are voluntarily piloting amethod that uses two charactersto classfy their IT
investment in greater detail than required by the PA. Results of the pilot are now being evauated, and
proposals are on the table to require asmilar level of detail agency wide. Our god is high qudity cost
accounting without overly burdensome and time consuming requirements.

Sue Arnold 202-564-5192 can answer any questions.
Attachment

cC: Linda Combs

Mike Ryan
Mark Day
Terry Ouverson
Jm Rothwell
John Gherardini
Larry Wyborski
Krista Mainess
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OCFO RESPONSESTO
OIG DRAFT RECOMMENDATIONS

Chapter 6 of the Ingpector Generd’ s Draft Report on Management of Information Technology Resources
offers four recommendations for the CFO. OCFO' s responses are below.

Recommendation 6-1 - Develop consgtent definitions of systemslife cycle sagesand IT cogtsto be used
for contracting, accounting, I T systems, project management, and the capitd planning investment control
process. (Joint recommendation for the CIO, CFO and Assstant Administrator, OARM)

Response - Comptroller Policy Announcement No. 01-10, “New Information Technology Accounting
Requirements’ (PA) includes these detalled definitions. To help ensure consstency across the Agency,
OCFO has been an active participant in OEI’ s workgroup to update IRM Policy Manua 2100,
Chapter 17 - System Life Cycle Management, since the workgroup' s inception in November 2001.

Recommendation 6-2 - Amend dl current Agency software development contracts, and require that al
future IT software development contracts be written to require a contractor to break out and separately
report dl 1T software development costs by the system development life cycle. (Joint recommendation for
the CIO, CFO and Assistant Administrator, OARM)

Response - Attachment B of the PA requires that procurement documents show the life cycle phase,
alowing software development costs to be easily rolled up for capitdization. Attachment A requires
that project officers (POs), ddivery order project officers (DOPO), and contracting officer technical
representatives (COTRS) ensure proper I T coding on funding documents, proper dlocation of IT
activities on invoice payments, and proper classification of projects and systems under their control.

Recommendation 6-3 - Develop consstent sysems life cycle and IT cogts definitions for revisng EPA
Directive 2100, and the interim I T activities policy guidance. (Joint recommendation for the CIO and
CFO)

Response - Please see response to Recommendation 6-1.
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Recommendation 6-4 - Complete a needs and feasihility assessment of dternatives to determine what
types of project cost information and supporting documentation are needed for the capital planning
investment control process and managing I'T projects.

Response - As gated above, OCFO is how implementing a structured plan to evaluate the cost
information now required by the PA and to make gppropriate refinements. We are working closely
with OEl in the light of OMB’s hew CPIC requirements, as well aswith OARM, headquarters
SIRMOs, Regiona IRM Branch Chiefs, representatives from the funds control and finance
communities, and others.
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Appendix 4
Office of Air Quality Planning and Standards’

Response to Draft Audit Report

UNITED STATES ENVIRONMENTAL PROTECTION AGENCY
> Ah' Office of Air Quality Planning and Standards
%ﬁivz E Research Triangle Park, NC 27711
May 28 2002
MEMORANDUM
SUBJECT: Response to April 26, 2002 request for comments on Clinger-Cohen Act
FROM: William T. Harnett, Director

Information Transfer and Program Integration Division (MC-C304-03)

TO: PatriciaH. Hill, Director for Business Systems
Office of the Inspector General for Audit (MC-2421)

This memorandum responds to your April 26 request for comments on the |G’ s recently rel eased draft report
“EPA Management of Information Technology Resources under the Clinger-Cohen Act”. The report primarily
discusses how Office of Environmental Information (OEI) and the Chief Information Officer have implemented this
important legislation. The report also refersto certain Agency data systems, such as Air Quality System (AQS). In
this respect, the report mentions AQSin two places.

One, on page 32, isin relation to an |G recommendation that a System Modernization Plan (SMP) be prepared
for AQS and approved by the Assistant Administrator/Office of Air and Radiation (OAR). We generally agree with
thisand plan to revise the SMP and submit it for concurrence.

The other referenceison page 9. In thiscase, we are uncertain of the scope of the issue and have copied the
full paragraph from the draft to illustrate our uncertainty.

“The slowly evolving and decentralized approach being used to develop an I T investment control
structure has not been successful. EPA’s approach allowed I T projects to be funded without proper
justification, and in the absence of adequate management controls. EPA invested resources on outdated
systems that did not maximize the efficiency or resolve long-standing problems, such as integration of
environmental data. For example, the Air Quality System was funded $2.5 million for fiscal 2001,
although planned maodifications did not include adapting the system to function in conjunction with EPA’s
Central Data Exchange portal” .
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From the last sentence, it appears there is aconcern that AQS was not a part of Central Data Exchange
(CDX) infiscal 01. However, given the preceding sentences, it appearsthere isaso aconcern that AQSis a project
funded without proper justification and without management controls. Inaddition, it could be interpreted thereisa
concern that AQS is an outdated system. W e do not believe the report provides an accurate characterization of AQS
if all of these concerns are intended for AQS.

With respect to the comment about AQS and the CDX, the AQS Information Technology (1T) budget
proposal submitted in FY-01 did include our intent to work with OEI on ajoint CDX pilot project in FY-02. Infact,
OEI/OAR staff were actively meeting in FY-01 to develop awork plan which was submitted to the Quality and
Information Council in late 2001 and approved in early 2002 (along with funding from the Agency’s System
Modernization Fund). Work isnow underway.

We also disagree with the |G comment that seemsto imply that AQS is an outdated systems that does not
maximize the efficiency or resolve long standing problems such as integration of environmental data. The AQSisan
Oraclerelational data base which isthe Agency’ s recommended architecture for such applications. One benefit of
Oracle systemsistheir ability to be integrated with data from other Oracle data bases (such as those being devel oped
throughout the Agency). Thistechnology is consistent with the Agency’s approach for dataintegration; it is not
outdated technology.

If the report isintended to also portray AQS as a system with alack of proper justification and absence of
adequate management controls, material support for this conclusion islacking in the narrative. We are hopeful the
first two sentences of the above citation were not intended to apply to AQS. If they do apply, further explanationis
essential. In either case, some editing of the paragraph is recommended.

In summary, we believe this paragraph mischaracterizes the AQS system in many respects. | believea
conference call with you or your staff would be helpful.

Again, thank you for the opportunity to comment and | look forward to discussing the matter with you at
your earliest convenience.

cc: J. Seitz, OAQPS
T. Curran, OAQPS
B. Kelam, ITPID
E. Lillis ITPID
J. Summers, ITPID
I. Spons
R. Slade
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Appendix 5

Office of Solid Waste and Emergency Response’s
Response to Draft Audit Report

UNITED STATESENVIRONMENTAL PROTECTION AGENCY
WASHINGTON, D.C. 20460

JUN 1 4 2002

OFFICE
SOLID WASTE AND EMERGENCY
RESPONSE

MEMORANDUM

SUBJECT: OIG Draft Report "EPA's Management of Information Technology Resources Under the
Clinger-Cohen Act" Audit Number 2001-0591

KL

FROM: arlanne Lamont Horinko
Assstant Administrator
TO: Kimberly Nelson

Chief Information Officer (2823)

The Office of Solid Waste (OSW) agrees in principle with the genera spirit of the OIG report and concurs
with the suggested future approaches to system development and project management in EPA. However,
contrary to its portrayal in the draft report, we believe that RCRAINfo serves as a model for modular
system development, rather than an example for how not to develop systemsin our agency. The modular
approach has enabled RCRAINfo to remain flexible to the changing needs of our constituent groups and
dlowed us to avoid some administrative pitfalls other projects have encountered. It has aso eased the
administrative burden.

The modular approach uses the Program Area Analysis in its development of requirements for
RCRAInfo, which is then approved by senior management before actual development occurs. This
inevitably leads to RCRAINnfo being in more than one stage of the system development life cycle. We
made this choice intentiond to alow the system to adapt in atimely, flexible manner to changing
program requirements. Before the beginning of each mgjor project within RCRAINfo, senior
managers agreed on the need, and benefit, of continuing with that specific project. Senior managers
also agreed on levels of funding for each project.

On page 31, the report states that, " Despite several years of effort, management was still defining
RCRAINnfo requirements’. While some requirements are still being defined for afew RCRAINfo modules,
the mgjority of the RCRAInfo modules are well past this stage and in the development stage. OSW
believes that the use of the Information Engineering model, combined with the separation of RCRAINfo
into distinct modules that can be independently analyzed and developed, is an appropriate methodology to
use for alarge, complicated, and dynamic system such as RCRAINfo.

Additionaly, the report implies that work on the most crucia modules was put off while earlier modules
were developed. The report fails to mention that EPA and its State partners deliberately approached each
RCRAInfo module in a consensus order established by senior decision makers. To make the broad RCRA
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anaySSmore useru, and the States decided WRICH b areas Were appropriaie Tor detalled analys's an
on the order in which modules would be pursued. Staging the analysis in this manner alowed a number of
improvements to move forward (e.g., one recommendation from an early module led to consolidating site
information across three different mechanisms into a single form) while appropriate expertise (e.g.,
compliance personnel) could be directed at the last two modules on a separate track. The schedule also
reflected the availability of key/personnel to work on modules.

Findly, the following comments are offered regarding recommendations made specificaly for
RCRAINfo:

Recommendation 5-5: Revise the Project Management Plan for the RCRAInfo project to make it
equivalent to a System Management Plan (SMP) and update the document for planned system
design changes and enhancements. In addition, the revised System Management Plan (SMP) should
be formally approved by the Assistant Administrator for Solid Waste and Emergency Response to
authorize funding for the IT investment and to ensure a system of accountability.

Recommendation 5-7: Link the SMP to the Agency Clinger-Cohen Act submission documents
and the Enter prise Architecture and planning documents.

Recommendation 5-8: Manage project development efforts in accordance with the SMP, as
updated, throughout the life cycle of the system, and retain the SMP for reference and review by
the CIO or the CIO's designated review official.

We fedl the current development and management structure in place for RCRAInfo already meets the
recommended actions and that no change is needed in that structure. RCRAINfo has a System
Management Plan (SMP) in place, as well as a change and enhancement plan. In addition to the Capital
Planning and Investment Control Proposal (CPIC) process, RCRAINfo adheres to aformal approval
process for the Assistant Administrator for the Office of Solid Waste and Emergency Response to
authorize funding for the IT investment and to ensure a system of accountability.

CC: Jeff Worthington
William Ocampo
Brion Cook
Linda Travers

Linda Garrison
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Appendix 6
Report Distribution

Headquarters

Adminigrator

Deputy Adminigtrator

Chief Financid Officer

Assgant Adminigrator for Air and Radiation

Assgiant Adminigrator for Enforcement and Compliance Assurance
Assgant Adminigrator for Environmenta Informeation

Assgtant Adminigtrator for Solid Waste and Emergency Response
Asociae Adminigtrator for Congressona and Intergovernmental Relaions
Asociate Administrator for Regiona Operations and State/Local Relations
Associate Adminigrator for Congressond and Legidative Affairs
Asociae Adminigtrator for Communications, Education, and Public Affairs
Agency Fallowup Officid (2710)

Agency Followup Coordinator (2724)

Headquarters Library

Office of Inspector General
Inspector General

Regional Offices
Regiond Adminigrators
Regiond Libraries

Other

Generd Accounting Office
Nationa Academy of Public Adminidiration
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