Indiana Department of Environmental Management 

e-Sample Entry (eSE) Verify application – Completeness Review

August 13, 2014

EPA conducted a completeness review of the Indiana Department of Environmental Management e-Sample Entry (eSE) Verify application for the Cross-Media Electronic Reporting Rule (CROMERR). The system accepts drinking water analytical data, which includes priority reports requiring electronic signature.  Therefore, all CROMERR checklist items are applicable.  The review was based on the formal Indiana Department of Environmental Management application and attachments submitted in June of 2014.  
The table below identifies the information needed and potential compliance issues that need to be addressed for approval of the IDEM eSE Verify CROMERR application.
	Checklist #/ comment #   
	Comment – Please answer the questions or provide the requested information as indicated.

	General

	
	No additional information needed.  No potential compliance issues identified.

	Item 1 – Identity Proofing of Registrant

	1/1 
	The materials provided by IDEM are ambiguous about whether signed ESAs are stored in paper form until 5 years after deactivation of the signature device. 
· For example, the eSE-Verify CROMERR checklist item1, Business Practices, b. 3. states, “The eSE-Verify System Administrator maintains verified eSE ESA in a paper filing system until it may be scanned (e.g. as .pdf page) for storage within existing IDEM document management capability.”

· Item 4 states that the eSE ESA is scanned for storage “and/or” IDEM staff will store ESA as a “paper” file, stored in a secure container.  
· IDEM’s responses to EPA questions dated February 10, 2014 indicates that the CROMERR checklist item 4 will be updated with language indicating that paper copies are stored. However, the IDEM CROMERR checklist date May 21, 2014 does not appear to have been updated.

Please update the IDEM eSE-Verify CROMERR checklist items 1 and 4 to remove ambiguity related to whether the original paper ESA’s signed with wet ink are stored, and how long they are stored. 

	8/5/2014
	ESAs are stored in paper form until at least 5 years after deactivation of the signature device. 

Item 1 of the Checklist under  (B. eSE-Verify System Administrator Verification Process) should be updated this way:

3.IDEM maintains verified paper eSE ESA for all signing credentials in a paper filing system for at least 5 years after account deactivation.

4. Where Checklist indicates electronic storage, IDEM staff have clarified on 8/5/2014 their intent to keep paper/hardcopy records associated with signing credentials for at least 5 years after account deactivation.

	EPA Response
	No additional information is needed for this item.

	Item 2 – Determination of registrant’s signing authority

	
	No additional information needed. No compliance issues identified.

	Item 3 – Issuance (or registration) of a signing credential in a way

that protects it from compromise.

	3/1
	The system appears to allow one attempt to correctly answer each of the five challenge questions established at registration. This operates to maximize the chance that a question will be presented to which someone other than the registrant can correctly guess or research an answer. EPA prefers an approach whereby two guesses are allowed at each of two challenge questions before lockout occurs. However, your approach to the challenge question and answer requirement appears to be CROMERR compliant.

	3/2
	It is also not clear whether the challenge questions call for information normally committed to long-term memory and which cannot be easily researched. Please provide the list of challenge question options provided to the user.

	SAIC Responses
8/5/2014
	List of Challenge Questions was embedded in original Checklist; resent list to Soniya Gleaton on 7/24/2014.
Soniya Gleaton received the Challenge Question list and said it was fine – she will include it with final.

	EPA Response
	No additional information needed. 

	Item 4 - Electronic signature agreement

	
	No additional information needed. 

	Item 5 – Binding of signatures to document content

	5/1
	The URL provided for the binding module appears to be in error. 
Please provide the correct URL for the binding module.

	SAIC
8/5/2014
	This is the only url we have ever had.  We had seen the reference to this used and approved digital certificate widget posted at that link; but when we went to download it in October 2012, the url was broken.  We asked Karen Seeh about the broken url in October or November 2012, and she was able to get it fixed.  Our records show once it was fixed and accessible, we downloaded the digital certificate widget from that exact url during the week of November 12, 2012 and let everyone know the following week that we were able to download it.  
Soniya and Peter are working with EPA to get the link fixed.  The CDX tool does not need to be

	EPA Response
	No additional information needed.

	5/2
	Please clarify whether the electronic signature device, including the combination of registrant/account folder, email user ID, hashed password, and randomly generated challenge question and hashed answer are being cryptographically bound to the document.  Is the signature device hashed or encrypted with the document content?

	SAIC
8/5/2014
	Yes – at start of Item 5, we say the Submission File is an XML document containing submitter’s content (sampling results) at the time of submission and the signing credential (in a zipped file).  
Further Clarification after 8/5/2014 meeting: The signing credential (combination of registrant’s Email UserID, hashed Password and randomly generated (one of five) challenge question and hashed answer), is bound to the XML submission content and the Submission Receipt (which contains  user attestation statements at time of submission) and all hashed together.     

Submission Receipt includes:

a.   Document Submission ID (submission packet for eSE, globally unique ID)

b.   Submission source: eSE 

c.   Submission type (e.g. eDWR) 

d.   Submission document type: XML

e.   User attestation statements at time of submission
f.   Submission date and time

g.    Submitter account Email User ID

h.   Submitter full name

i.   Submitter operating system and version of submitting device

j.    Submitter browser and version of submitting device

             k     IP of submitting device

l.   Certificate public key

m.    SHA-256 hash of the submission
If anything in this file is changed, the hash will no longer match. Storage of the SHA-256 hash in the eSE-Verify database facilitates quick, on-demand verification that the Submission File has not been altered subsequent to initial insertion. 

	EPA Response
	No additional information needed. No compliance issues identified.

	Item 6 - Opportunity to review document content

	
	No additional information is needed for this item. 

	Item 7 - Opportunity to review certification statements and warnings

	7/1
	The system appears to depend on a reference to a table of certification language elements. How does the system ensure that the referenced language is not modified after the time of signature? 

For example, approved CROMERR applications typically use one of the following approaches:

· The references and table of certification language could be hashed to ensure changes cannot be made to them, or

· The table of certification language elements could be set up such that it could not be altered, including by system administrators, or

· A history table or log could be set up so that any change made to the certification language element table would be recorded in the log. The log would be protected from changes, including by system administrators, or

· Certification language elements could be included as part of the COR and hashed together with the document content.

	SAIC
8/5/2014
	Update this section and Item 5 to clarify attestation statements at time user submitted are part of the Submission Receipt which  includes:

a.   Document Submission ID (submission packet for eSE, globally unique ID)

b.   Submission source: eSE 

c.   Submission type (e.g. eDWR) 

d.   Submission document type: XML

e.   User attestation statements at time of submission
f.   Submission date and time

g.    Submitter account Email User ID

h.   Submitter full name

i.   Submitter operating system and version of submitting device

j.    Submitter browser and version of submitting device

            k     IP of submitting device

l.   Certificate public key

m.    SHA-256 hash of the submission
As noted in Checklist Item 6,  the attestation/warning statements that appear on the submission page the user electronically signs are included in eSE-Verify database for future revalidation and/or if eSE-Verify System Administrator can provide documentation showing these attestations were made in conjunction with signing/submitting the document.  (The attestation/warning statements that appear on the submission page the user electronically signs are included in table CMR Submission, column Submission_Receipt), for future revalidation if necessary, thus providing documentation showing these attestations were made in conjunction with signing and submitting a specific file.
Soniya said above information clarified question about attestation statements.

	EPA Response
	No additional information needed. No compliance issues identified.

	Item 8 – Transmission error checking and documentation

	
	No additional information is needed for this item.

	Item 9 - Opportunity to review copy of record

	
	No additional information is needed for this item.

	Item 10 – Procedures to address submitter/signatory repudiation of copy of record

	10/1
	Because the challenge questions and answers are known by an eSE-Verify Administrators, the challenge question and answers could be compromised as part of the repudiation process.  Since the challenge questions and answers are part of the signature device, this could compromise it. Examples of CROMERR compliant approaches to conducting identity proofing of individuals requesting repudiation of a copy of record from approved CROMERR applications include:
· Setting up a separate challenge question different from the questions used as part of the electronic signature device, and using that challenge question and answer to identify users who call in to repudiate a COR, or
· In the automatic acknowledgement of submission, include a random and unique number that would be used to identify users who call in to repudiate a COR, or

· Set up an online repudiation process that includes asking challenge questions and verifying the response is correct before a user repudiates a document.

	8/5/2014
	During the 8/5/2014 conference call, Al Lao/IDEM said he would prefer to handle the identification of the individual who wishes to repudiate the file, procedurally.  SAIC will remove the link that allows the System Administrator to request a user’s challenge question.  
Item 10 Business Practices should be updated to add:

4. Repudiation Procedure

When a registrant contacts the eSE-Verify System Administrator to request that a file be repudiated, the registrant identifies him/herself by name, Email-UserID, and organization. The eSE-Verify System Administrator acknowledges the request for repudiation and lets the registrant know he/she will receive a telephone call from the Administrator at the Registrant Phone Number provided on the eSE ESA form.  The Administrator verifies the identity of the registrant (wanting to repudiate a file) by telephoning him/her back using the Registrant Phone Number provided on the eSE ESA form. 
  Item 10 System Functions should be updated to remove references/language indicating the System Administrator can access a registrant’s challenge question.    There link that allows the System Administrator to request a user’s challenge question is being removed.   Challenge questions and answers are known only to each user, so there is no issue with possible compromise as part of the repudiation process.  

	EPA Response
	No additional information needed. No compliance issues identified.

	Item 11 - Procedures to flag accidental submissions

	
	No additional information needed. No compliance issues identified.

	Item 12 - Automatic acknowledgment of submission

	
	No additional information needed. No compliance issues identified.

	Item 13 – Credential validation

	
	No additional information needed. No compliance issues identified.

	Item 14 – Signatory Authorization

	
	No additional information needed. No compliance issues identified.

	Item 15 – Procedures to flag spurious credential use

	
	No additional information needed. No compliance issues identified.

	
	No additional information needed. No compliance issues identified.

	Item 16 – Procedures to revoke/reject compromised credentials

	
	No additional information needed. No compliance issues identified.

	Item 17:  Confirmation of signature binding to document content

	
	No additional information needed. No compliance issues identified.

	Item 18 - Creation of copy of record

	
	No additional information needed. No compliance issues identified.

	Item 19 – Timely availability of the copy of record as needed 

	
	No additional information needed. No compliance issues identified.

	Item 20 - Maintenance of copy of record

	
	No additional information needed. No compliance issues identified.
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