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PRIVACY IMPACT ASSESSMENT

Please submit your responses to your Liaison Privacy Official
http://intranet.epa.gov/privacy/pdf/lpo roster.pdf.

If you need further assistance contact Marlyn Aguilar, at aguilar.marlyni@epa.gov or (202) 566-0012.

System Name: Clean Air Markets Division Business Systems (CAMDBS)

Preparer: Paula L. Branch Office: OAR/OAP/CAMD/MORB
Date: August 23,2018 Phone: 202-343-9168
Reason for Submittal: New PIA Revised PIA_ X Annual Review ___ Rescindment __

This system is in the following life cycle stage(s):
Definition [_] Development/Acquisition [_] Implementation [_]

Operation & Maintenance [<] Rescindment/Decommissioned [ |

Note: Note: New and Existing Systems require a PIA annually, when there is a significant modific
to the system or where privacy risk has increased to the system. For examples of significant
modifications, see OMB Circular A-130, Appendix 1, Section (¢) (1) (a-f).

The PIA must describe the risk associated with that action. For assistance in applying privacy risk
OMB Circular No. A-123, Section VII (A) (pgs. 44-45).

Provide a general description/overview of the system:

This Privacy Impact Analysis documents the CAMDBS applications and addresses the
privacy risks and mitigation.

The Clean Air Markets Division Business System (CAMDBS) is an Internet-based portal that
supports the operation of the emissions trading programs implemented by EPA. The CAMDBS
consists of five applications to achieve its mission:

e CAMD Business System (CBS)

e Emissions Collection and Monitoring Plan System (ECMPS)
e Air Markets Program Data (AMPD)

e CAMD System Administrator (CSA)

e Field Audit Checking Tool (FACT)

The CAMD Business System (CBS) is the web application used by EPA and industry to
submit required program information. Users can register new facilities and submit required
facility, unit, representative, agent, owner/operator, and associated data for CAMD supported
programs. Users can buy or sell allowances to cover annual or seasonal emissions, transfer
allowances between user accounts, bid in the annual Acid Rain auction, and conduct annual
reconciliation of emissions and allowances, from which compliance is determined.
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1.2 Has a system security plan been completed for the
information system(s) supporting the system?

Yes

1.3 If the information is covered by the Paperwork Reduction
Act (PRA), provide the OMB Control number and the agency
number for the collection. If there are multiple forms, include
a list in an appendix.

OMB No. 2060-0258
OMB No. 2060-0667

Section 2.0 Characterization of the Information

The following questions are intended to define the scope of the information
requested and/or collected, as well as reasons for its collection.

2.1 Identify the information the system collects, uses, disseminates,
or maintains (e.g., data elements, including name, address,
DOB, SSN).

The CAMDBS collects information to be used for user account creation. The
human asset data is the facility Representative. The Representative data
includes the representative name, business address. business telephone number
and business email. Also collected are Information References of technical
data, environmental indicators and program evaluation criteria. Environmental
activities data include monitoring data, assessment results, compliance and
technical assistance data, and finally program management and support data.
Substances data are chemicals. Facility data are facilities and monitoring
stations. The sources are point sources.

2.2 What are the sources of the information and how is the
information collected for the system?

Data is submitted primarily by regulated facilities, through a designated
representative or alternate designated presentative. Agents, who act on behalf
of the representatives can also submit data. Regulated facilities submit
information on facility attributes. monitoring attributes, and hourly emission
data. Information on allowance transfers is also submitted. The facility and
allowance data is collected via the CAMD Business System (CBS). The
emissions, quality assurance and monitoring plan information is collected via
the Emissions Collection Monitoring Plan System (ECMPS)

2.3  Does the system use information from commercial sources or
publicly available data? If so, explain why and how this
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year. Regardless of how many allowances a source holds, however, it is never
entitled to exceed the limits set under Title I of the Act to protect public health.

3.2 How is the system designed to retrieve information by the user?
Will it be retrieved by personal identifier? Yes __ No X . If

yes, what identifier(s) will be used. (4 personal identifier is a name,
social security number or other identifying symbol assigned to an individual,
i.e. any identifier unique to an individual. Or any identifier that can be linked
or is linkable to an individual.)

Information is retrieved by the Facility Identifier.

3.3 If the system retrieves information by personal identifier, what
types/elements of information about the user are being
retrieved?

Not Applicable

3.4 What Privacy Act System of Records Notice(s) (SORN(s))
apply to the information?

System of Records (SOR) notice not required.

3.5 Does the system use technology to conduct electronic
searches, queries, or analyses in an electronic database to
discover or locate a predictive pattern or an anomaly? If so,
state how EPA plans to use such results.

No

3.6  Privacy Impact Analysis: Related to the Uses of Information
Privacy Risk: Low — Privacy risks of data availability, accuracy, and completeness

Mitigation: Utilize system internal controls concerning data availability, accuracy,
and completeness.

The CAMDBS Disaster Recovery Plan was developed in accordance with
the EPA template and

» Addresses contingency roles and

* Responsibilities, assigned individuals with contact information, and
» Activities associated with restoring the system after a disruption or
failure.

Section 4.0 Notice

The following questions seek information about the system’s notice to the
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Excess Emissions Requirements

(1) The designated representative of an affected source that has excess emissions in any calendar year shall submit a proposed
offset plan. as required under 40 CFR part 77,
(2) The owners and operators of an afTected source that has excess emissions in any calendar year shall:
() Pay withoutdemand the penalty required. and pay upon demand the interest on that penalty, as required by 40 CFR part
77: and
@) Comply with the terms of an approved offset plan, as required by 40 CFR part 77.

Recordkeeping and Reporting Requirements

(1) Unless otherwise provided, the owners and operators of the source and cach affected unit at the source shall keep on site at
the source cach of the following documents for a period of 5 years from the date the document is created. This period may
be extended for cause, at any time prior to the end of 5 years. in writing by the Administrator or permitting authority:

() The certificate of representation for the designated representative for the source and each affected unit at the source
and all documents that demonstrate the truth of the statements in the certificate of representation. in accordance with
40 CFR 72.24: provided that the certificate and documents shall be retained on site at the source beyond such 5-year
period until such documents are superseded because of the submission of a new certificate of representation
changing the designated representative;

(@) All emissions monitoring information. in accordance with 40 CFR part 75, provided that to the extent that 40 CFR part
75 provides fora 3-year period for recordkeeping. the 3-year period shall apply.

(ii) Copies ofall reports, compliance certifications, and other submissions and all records made or required under the Acid
Rain Program: and.

(v) Copies of all documents used to complete an Acid Rain permit application and any other submission under the Acid
Rain Program or to demonstrate compliance with the requirements of the Acid Rain Program.

(2) The designated representative of an affected source and each affected unit at the source shall submit the reports and
compliance certifications required under the Acid Rain Program. including those under 40 CFR part 72 subpart | and 40
CFR part 75.

Liability

(1) Any person who knowingly violates any requirement or prohibition of the Acid Rain Program. a complete Acid Rain permit
application, an Acid Rain permit. or an exemption under 40 CFR 72.7 or 72.8. including any requirement for the payment of
any penalty owed to the United States, shall be subject to enforcement pursuant to section 113(c) of the Act.

(2) Any person who knowingly makes a false, material statement in any record. submission. or report under the Acid Rain
Program shall be subject to criminal enforcement pursuant to section 113(¢) of the Act and 18 U.S.C. 1001,

(3)No permit revision shall excuse any violation of the requirements of the Acid Rain Program that occurs prior to the date
that the revision takes effect.

(4) Each affected source and each affected unit shall meet the requirements of the Acid Rain Program.

(5) Any provision of the Acid Rain Program that applies to an affected source (including a provision applicable to the designated
representative ofan affected source) shall also apply to the owners and operators of such source and of the affected units at
the source.

(6) Any provision of the Acid Rain Program that applics to an affected unit (including a provision applicable to the designated
representative of an affected unit) shall also apply to the owners and operators of such unit.

(7) Each violation of a provision of 40 CFR parts 72, 73, 74, 75. 76, 77. and 78 by an affccted source or affected unit. or by an
owner or operator or designated representative of such source or unit. shall be a separate violation of the Act.

For Designated or Alternate Designated Representatives

[ am authorized to make this submission on behalf of the owners and operators of the source or
units for which the submission is made. I certify under penalty of law that I have personally
examined, and am familiar with, the statements and information submitted in this document and
all its attachments. Based on my inquiry of those individuals with primary responsibility for
obtaining the information, I certify that the statements and information are to the best of my
knowledge and belief true, accurate. and complete. I am aware that there are significant
penalties for submitting false statements and information or omitting required statements and

information, including the possibility of fine or imprisonment

For Authorized or Alternate Authorized Representatives (For General Accounts)




juoneurioyul 11y}
J0 SuLIRYS 10 UOII[[0d 3y} Jo Ino jdo 10 ‘uonyrurioyur Ipiroid 0} UIPIP
‘SaSN 0} JUISUOD 0) S[ENPIAIPUI 10J d[qe[ieAe dae soptunyioddo jeyp T

‘wd)sAs 19indwod siy) uo uoneuLIOjul

A1LIND3S [BUOTIBU PALJISSE]I 2101S 10 $$3001d j0U Aew nOK (§ pue ‘salnbur 90uaFI[[AIULIIUNOD pUE
“USWAIIOJUS ME] ‘SAINSEAW 1ONPUOISIW [duuosiad ‘SuLIojuow £1LINdas UONEIUNWUIOD ‘FUNS)
uonensuad ‘sasodind aAnensuIwpe o) pajiwi| jou ng Jurpnpout ‘asodmd JUAWILIDAOT [njme] Aue
10J PaSO[ISIP 10 Pasn 3¢ AW SWA)SAS UOHBULIOJUT JUSWUIIAOD) “§’[] UO PAI0}S 10 ‘PIpIWsues) “pasn
UONBULIOJUI JO SUOTBIIUNWIWOD AUE (/ ‘UOHBULIOJUT JUSUIUIDAOD) "S'[] SAI0IS JBY) “SIJIAIP PAumo
JUSUILISAOD) *§*(]-UOU APNOUI 0} DIIAIP PIZLIOYINEUN 10 PIZLIoYINe AUe 3719s pue yareas ‘asodmd
JUSWILIOA0T [Nyme] AUE 10J ABUI JUSWILIIAOD) "§'() Y} ‘dul) AUR Je (9 [SWaIsAS uoneuwiojul
JUSUILIDAOL) “G’(] UO PAIOS IO PAsn UONBULIOJUT I0 SWIJSAS UOHBULIOJUT JUSWIUIAA0D “S*(] WOy

10 0} UOTIBIIUNWIWIO) PIZLIOYINBUN JO PIZLIOYINE Aue 57138 pue ‘YaIeas 1dasiaul ‘Iojuow “onou
moym ‘asodind JudwuIaA03 [jme| Aue J0j Aew JUWUIdA0CD *§'(] Y} dwm Aue 1e (S SwI9IsAs
UONRULIOJUT JUSWIUIIAOL) *S'(] UO PII0)S IO ‘PIPIWSURI) “PIsn UORULIOJUT 10 SUOHEIIUNTITIOD

Kue Surpredal Loeaud Jo uone1oadxa 9[qRUOSEaI OU dARY NOA (H JUIWUIAA0D “S'(] Y}

JO JIeyaq uo pare1ado SwalsAs sIpN[OUl WAISAS UONBULIOJUI JUSWILIAAOL) *S™() Wid} Ay} (¢ ‘uonde
[JME] JOYIO 10 “DATRISIUTWIPE ‘[TAID ‘[RUIILID 0 193[qNS ST SWI)ISAS UONBULIOJUL IO UOTEULIOfUl
JUSWILLIDAOK) "S’ (] JO 3SN PAZLIOYINEUN 10 0} $§390€ pazLioyineun (g :Auo sasodind JuawuidAon
‘S [BIOLJO 10] Pap1A0id SIe JRy) SWIISAS UOHEULIOJUT PUB UOHBULIOJUL JUSWIUIdA0L “S'(]
Surssaooe a1e nok (| :SuImo[[o} 3y} JO [[& 0] JUISUOD puk puelsiapun A|[ny noA jey) a3pajmouoe
NOA ‘SWaISAS UOTBULIOJUT PUER UOTJRULIOJUT JUSWILLIIAON) "S*[] SUISSIIOR pue Burpasooid uf

1ouuRg A1LN2IS V5 PIBPURIS dY) YIIm S[ENPIAIPUI SAPIA0IA OS[E WI)SAS A ‘uIso[ 1y

"SUOTIR[OIA 10]
yuawuosLidwr 10 suty Jo Afiqissod Jy) Furpnidul ‘UoOHBULIOJUL (LIS Sumwo 1o uoneuLIOjul
pue SJusWLe)S As[e) Sumiuqgns 10§ sanfeudd JUBIYIUSIS 218 213y} 1Ry} dIEME WE | ‘a1o1dwod
pUE ‘2)BINOOE “ONI) JAI[dq pue d3pa[mouy AWl Jo 153q Y} 0} I8 UONEBULIOJUL PUE SIUSUIRIE)S
a) Jeq) AJnIed | ‘uonpuuojul Ay Suiureiqo 1o Aujiqisuodsal Arewnd ypm spenpraiput
asoy) jo Aunbur AW uo paseg] SIUSWYILYE SII [[B PUB JUSWNIOP SIY} UL paniuqns uoheuLiopul
pUE SJUDWIAIYIS ) YIM JBI[IWe] We pue ‘pauiwiexd A[euosidd daey | 1Byl Me| JO Kyeuad
1opun £J11190 [ “JUNOJIE [RIUIT A Ul P[AY (dA0qe [ daig ul pareusisop se) weidold Julped],
¢ dnoiny uoseag dauoz() XON AdVSD 10 °| dnoin uoseag uozg XON YdVSD ‘renuuy XON

HdVS) ‘7 dnoin 108 YdVSD ‘1 dnoin 208 YdVSD ‘weidold urey proy ayi 01 1padsal i
1soroqut diysIoumo ue yim suosiad ay Jo J[eyaq uo UOISSIWANS SIY} dYBUL O} pazLIoyine We |



Most data collected by the CAMDBS is required. All required data is identified is identified
in the applications. Any information that is optional, is labeled accordingly. Individuals have
the option of submitting information electronically or by paper form. Individuals have the
opportunity to decline to provide the required information.

4.3  Privacy Impact Analysis: Related to Notice
Privacy Risk: Low — privacy risk of incomplete or inaccurate data

Mitigation: Individuals that do not certify are found not compliant. Noncompliance may lead to
fines or imprisonment.

Section 5.0 Access and Data Retention by the system

The following questions are intended to outline the access controls for the system and how long the
system retains the information afier the initial collection.

5.1 Do the systems have access control levels within the system to prevent
authorized users from accessing information they don’t have a need to
know? If so, what control levels have been put in place? If no controls are
in place why have they been omitted?

Each user in the CAMD Business System is assigned a role. The primary roles are
Administrators and Industry. Administrators have all access. Industry users have update
access. As an industry user, only the individuals’ information can be viewed or modified.
All Industry access is limited to the information that pertains to them or the facilities for
which they have responsibility.

5.2 Are there other components with assigned roles and responsibilities within
the system?

There are no other components to the assigned roles and responsibilities within the system.

5.3  Who (internal and external parties) will have access to the
data/information in the system? If contractors, are the Federal Acquisition
Regulations (FAR) clauses included in the contract (24.104 Contract
clauses; 52.224-1 Privacy Act Notification; and 52.224-2 Privacy Act)?

The internal and external parties with access to the data/information in the system include:

AGENCY:

EPA CAMD



:Suimoj[oy ay Jo auo Suijjes £q promssed Kreiodwo) pue sweu
198N © urelqo Aew noA ‘wiioj ySi Adod pey mok §9552001d pue SaA12931 (JAVD PPV

‘SIINDA/SED 10j promssed Arerodwo) pue dweu 19sn e ureiqQ "¢

‘Adoo prey

Ul YSH Y SAIIAI ISNUW Y/ JF “29UO0 Y SH Y} 1wgns 0} pasu AJuo no{ ‘piomssed pue
SWeU 1asn 19y 10 SIy urejurew o) Ajdwod 0} SpaaU 19sN OB YIIYM IIm SN sopiaoxd
pue 19sn SJIND/SHD Yor2 sayynuapt ey smjeudis Yul-1om e sapiaoid v Y],

(VSH) wawaaidy amjeusig owondd[q Adod prey ewqng g

‘SJINDA Pue S0 asn 01 19151391 Aewr nok “aseqeiep NV
o) ul Juade Ue 10 dANRIUASaIdaI pojeuTIsop B 1D Se PaZ1u30931 1B NOA 3dU()

‘uoneda[a( Jud3Y
1aded ay) 1twqns 10 dnpout SJUITY ATeURIN SE) SN UBD noK “Juade ue dW023q 0],

-uoneuasaiday Jo aedynia) oded ayy wgns
ued NoK 10 ‘§gD) asn ued nok dAneuasaidal pajeusisap e se PaZIuS 0231 3W022q O,

"SANDH 10 SED Buisn Vdd
0] BJEp JIWIQNS 0} JAPIO Ul dseqeiep (VD Y Ul aAnejuasaidal pajeudisap e Jo judse
ue 10 (arewdfe 10 Krewnd) 2AneIuasaidal pajeudisop e se PaZIug0921 9q 1SNW NO A * |

:SMO[]0] SE dI $S2098 10J samnpadold drjoads ay |

"QED) SN 0] ‘SAOUBMO[[ P[OY 10/pUB SUOISSIUID uodar 0y Ayipiqisuodsal

oY) 9ARY JSNU NO & "SED) SN AL IDINOS PIJOJJJe UL JO aAneiuasaidar ay Jo Jeyaq

1o 108 0] Judde ue 10 aanejuasaidal pareusisap e AJuQ ‘sweIdol SINIRA 11V uBd[) Aq
Pa103JJe ‘S90INOS 1A} PUB S[ENPIAIPUL 0} SSAOOB SMO[[E (SgD) wasAS ssautsng] (JINVD UL

JSSI00E SEY OYM JUIULIINIP WIISAS 9y} S0P MOy pue uoyew.Ioyul
3Y) $SIIE ABW SJIISN YIIYM JUIULIdIIP 0} aoed ur dae saanpadoad yeysp

(v
KovAL] T-HTT TS PUB SUONROYNON PV A9RAL [-HTTTS SISNB[D 10ENU0) $01 ) 1oBNU0D
S} Ul PAPN[OUI B SASNE[D (V) SUONRNIAY uonISIboy [B19p3,] Y} SI0IRIUOD 10,

wdwafeuey Auedwo)ue|d
[asuno)) [e3a]

10pudA SHVA

Jup)NSuU0)) ssauisng]

I9pel | /19Y01¢] JOUBMO[Y

CAMLSNANI

[BQLLT/[ED07]/21BIS
PYO vdd

Vs



5.5

5.6

o Karen Vansickle: 202-343-9220
o Paula Branch: 202-343-9168

User names and passwords cannot be sent via email and must be given directly to the
recipient.

4.Log into CBS and change your temporary password.

After receiving a user name and temporary password. you must log into CBS and
change your temporary password. You must NOT share your user name and password
with others. Please note that you must change your CBS password every 90 days. You
will receive a reminder email, 30 days before your password expires. Your user name
and password are the same for CBS and ECMPS.

5.Answer and maintain five challenge questions.

There is a list of 20 questions from which to select. These questions are similar to
those you might see at a banking website and ask you for information only you should
know. You may change your challenge questions and answers at any time, but you
must always maintain at least five questions. If you do not select your challenge
questions, you will not be able to submit data using CBS or ECMPS. CAMD cannot
retrieve your challenge question answers for you.

6.Providing security information upon the submission of data.

Upon submission of data through CBS or ECMPS, you will have to enter your user
name, password, and the answer to one randomly chosen challenge question. You will
have three chances to enter this information correctly, or you will be locked out of the
data systems.

Explain how long and for what reason the information is retained. Does
the system have an EPA Records Control Schedule? If so, provide the
schedule number.

A record control schedule has been issued for the records in the Clean Air Markets Division
Business System (CAMDBS). The retention period and procedures for electronically
reported for the CBS is delete/destroy 20 years after transfer. The electronically reported
records for the CBS and ECMPS are permanent.

Schedule #0041 Clean Air Markets Division Business System (CAMDBS)

Does a records retention schedule approved by the National Archives and
Records Administration (NARA) exist?

Disposition Authority Number N1-412-05-8e
Disposition Authority Number N1-412-05-8c
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Privacy Risk: None, no privacy risks associated with information sharing.

Mitigation:

Section 7.0 Redress

The following questions seek information about processes in place for individuals to seek
redress which may include access to records about themselves, ensuring the accuracy of the

information collected about them, and/or filing complaints.

7l

7.2

13

What are the procedures that allow individuals to access their
information?

CAMD Business System (CBS) login and edit of *Your Profile’.

What procedures are in place to allow the subject individual to
correct inaccurate or erroneous information?

Upon entry to the system — the individual receives a screen detailing their name, business
email, business address, business phone and fax information. The users can validate and

update their information at this time. There are no time restrictions on access for correction
of inaccurate and erroneous information

How does the system notify individuals about the procedures for
correcting their information?

The individual receives a report a report detailing their name, email, business address, phone
and fax information. Individuals are asked to review the report and either make any
revisions themselves or report to the CBS help desk.

An excerpt of the notification is as follows:

Thank you for your recent on-line Certificate of Representation submission(s). The information has been
updated in the CAMD Business System (CBS).

Please see the attached report(s) for details.
Please note this email contains an additional attachment along with the Certificate of Representation report.

The second attachment is a compressed gzip file included for purposes of the Cross-Media Electronic
Reporting Rule (CROMERR). In order to ensure proper receipt of this email, EPA has renamed the file and
changed the extension to "xml.epa". To view this file you must first rename the file and change the extension
back to ".xml.gz". For more information on CROMERR, the file, and how to view its contents please see the
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detailed below:

ke St
brrcan ekl Freterin

&EPA 5=
CAMD BUSINESS SYSTEM

Electronic Signature Agreement

I agree to maintain the security of the User 1D and Password assigned to me by U.S. EPA for use of the CAMD Business
System, in order to prevent disclosure of this information to anyone.

I'agree that, if I have any reason to believe that the security of the User ID or Password has been compromised, I will
immediately inform U.S. EPA by calling (202)343-9168.

| agree to maintain an email account: if any email sent to me by U.S. EPA is returned as undeliverable, I will explain why
this occurred when requested by U.S. EPA.

I'agree to notify U.S. EPA if I cease to represent the regulated entity specified below, by sending an email to
irmc(@epa.gov.

I 'agree that I will be held as legally bound, obligated, and responsible for any submission I make using the CAMD
Business System as | would be by making such submission in hardcopy form with my handwritten signature as
certification.

[ agree that | will be held as legally bound, obligated, and responsible for any submission made using the
CAMD Business System by an agent whom I have authorized to act on my behalf.

SIGNATURE:
PRINTED NAME:
TITLE:
COMPANY:
EMAIL ADDRESS:
DATE:

8.3  Privacy Impact Analysis: Related to Auditing and Accountability

Privacy Risk: None. no privacy risks associated with auditing and accountability.

Mitigation:






Earle, Judy

From: Branch, Paula

Sent: Tuesday, August 21, 2018 10:42 AM

To: Aguilar, Marlyn; Earle, Judy

Ce: Dollison, Lawrence A.

Subject: FW: CAMDBS Privacy Impact Assessment

Attachments: CAMDBS PIA NPP Comments PLBranch Final 07202018.docx
Importance: High

Good morning Marlyn and Judy,

I'm forwarding again the final CAMDBS PIA. We have an ATO coming up and would really like to have this finalized.
Please do not hesitate to contact me if you have any questions or concerns.

Thank you in advance.

Paula L. Branch

US EPA (6204M)

Clean Air Markets Division
Voice (202) 343-9168

Fax (202)343-2361

From: Branch, Paula

Sent: Friday, July 20, 2018 2:00 PM

To: Dollison, Lawrence A. <Dollison.Larry@epa.gov>
Subject: CAMDBS Privacy Impact Assessment
Importance: High

Larry,

It is done!

Please find attached the completed CAMDBS Privacy Impact Assessment.
I have incorporated all suggested edits as well as revisions to comments.
Let me know if you have any questions or concerns.

Thank you so much.

Paula L. Branch

CAMD, ISO

US EPA (6204M)

Clean Air Markets Division

Voice (202) 343-9168
Fax (202) 343-2361






