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Part 1: Required Action For All Existing EV-CIS Users Upon 1% Log In After 03/06/2020

Associate A CAO With Your CDX Account

0o
Ny
\Y 4 I A United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

The first time you log into
CDX after March 6th, 2020,
you will be prompted to
associate a CAO with each
of your EV-CIS roles

Enter your User ID and
Password for your CDX
account

Click the “Log In” button

Click the “Find a Sponsor”
link to view all the active
CAOs for your
Manufacturer Code

CD)s Central Data Exchange

Welcome

Welcome to the Environm
Central Data Exchange co
and existing functions for

Warning Notice

In proceeding and accessin|
all of the following:

Log in to CDX

o
|
3 — |
e p— 3
h R N )
“EPA
.
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CDX:.‘ Logged in as: (Log ou

Roles Requiring Sponsorship

Your program service has recently updated its policies and a sponsorship is now required for this role.
Please select a sponsor, or opt out of the sponsorship process (you may also defer until your next login).

WARNING: If you decline a sponsorship for any role, that role will be deactivated.

Program Service Role Sponsor Decline
EV-CIS Submitter Find a Sponsor

)




Part 1: Required Action For All Existing EV-CIS Users Upon 1% Log In After 03/06/2020

Select CAO Sponsor Email Address

e Select a CAO’s Email
Address from the list of

Available Sponsors

* |t does not matter which sponsor
you select and the CAO does not
have to take any actions

e Click the “Save and
Continue” button

Email Address




Part 1: Required Action For All Existing EV-CIS Users Upon 1% Log In After 03/06/2020

If No CAO Sponsor Email(s) To Select

* |f there are no email
addresses listed in the
Available Sponsors pop-up
window, it means your
company does not have a | Available Sponsors
CAO with an active CDX e
account.

e A CAO must exist for your
manufacturer code before
you will be able to access
EV-CIS

* For assistance contact
verify@epa.gov



mailto:verify@epa.gov

Part 1: Required Action For All Existing EV-CIS Users Upon 1% Log In After 03/06/2020

Finalize CAO Sponsor Selection

o FEPA ... e covonments pocecion ooy
* The selected CAQ’s email is B

displayed after the “Find a CD% = |

Roles Requiring Sponsorship

V7
S p O n S O r | I n k Your program service has recently updated its policies and a sponsorship is now required for this role.

Please select a sponsor, or opt out of the sponsorship process (you may also defer until your next login).

i I f it i S CO r re Ct’ C I i C k t h e WARNING: If you decline a sponsorship for any role, that role will be deactivated.
“Proceed with Selection(s)” e |

EV-CIS Submitter Find a Sponsor C}@epa.gov)

button

* You will then be prompted
to log back in to your
account and should be able
to access EV-CIS as normal e T s
from your MyCDX page
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EV-CIS Roles, CAO Functions &
ldentity Verification



Part 2: EV-CIS Roles, CAO Functions & Identity Verification

EV-CIS Roles
Role |Descripon

Company Approving |dentifies, vouches for, and

Official (CAQO) manages EV-CIS “Submitters” and
“CROMERR Signers”

CROMERR Signer Requests certificates and takes

legal responsibility for all the
Information used as the basis for a
request for certificate

Submitter Submits certification and
compliance information for every
applicable industry to EV-CIS, not
Including certificate requests



Part 2: EV-CIS Roles, CAO Functions & Identity Verification

CAO Role

* A CAO may:

* Sponsor a new EV-CIS user for their Manufacturer Code to get a role of
CROMERR Signer or Submitter

* Add the role of Submitter to a person who is already a CROMERR Signer
* Add the role of CROMERR Signer to a person who is already a Submitter
* Revoke any existing user roles

* Any individual may request a new CAO role for themselves
* A CAO may not request the role of CAO for other users
* EPA must approve all CAO role requests

e Users must complete Identity Verification to become a CAO



Part 2: EV-CIS Roles, CAO Functions & Identity Verification
|dentity Verification- Overview

* Must only be completed one time when adding either the
CAO Role or CROMERR Signer Role

* Does not need to be repeated if already completed for another role

* The Submitter Role does not require Identity Verification

* May be performed electronically or by paper process

* It is likely that users from outside the U.S. will have to use
the paper identity verification process



Part 2: EV-CIS Roles, CAO Functions & Identity Verification

|dentity Verification- Required Information

S
-
A\ v 4 Em United States Environmental Protection Agency

* |n order to perform electronic Identity e s e e e
Verification you must provide the CON COX Regstration: exitexis e
following information: IR I

The program you are registering for requires additional proof of identity. Identity verification allows the EPA to confirm applicants

PY F u I I N a m e have provided sufficient identity information in order to conduct business safely and securely. Your options are to use the
electronic identity proofing service for immediate access to your program service or to print and submit a signed form through U.S.
Postal Mail to the U.S. Environmental Protection Agency. Note: Additional LexisNexis® Information

* Home Address e D
* Personal Phone Number Leg Name

* Birthday ks e -

* Last 4 digits of your Social Security Number

City* State® v | Zip Code*

* This requires your personal information, RS——

Home or Personal Phone

not business information

Month® v  Day* ¥ | Year*

Last 4 of SSN

* This information is not stored or shared
W i t h E P A . he name above is me. Please proceed with LexisNexis® Validation.

o apeericaton Bt




Part 2: EV-CIS Roles, CAO Functions & Identity Verification

|dentity Verification- LexisNexis Information

* Click on “Additional
LexisNexis
Information” Link at
the top of the page

* Review additional
LexisNexis
information in the
pop-up window

e Click the “X” icon in
upper right corner of
the pop-up window
to close it and return
to the LexisNexis form

Lu}‘ LA REYISLIALIUIL. LEXIDINEXID ™ Logged in asl:lf:_gg out)

1. Identity Verification

The program you are registering for requires additional proof of identity. Identity verification allows the EPA to confirm applicants
have provided sufficient identity information in order to conduct business safely and securely. Your options are to use the
electronic identity proofing service for immediate access to yourasgs it a signed form through U.S.
Postal Mail to the U.S. Environmental Protection Agency. N

Additional LexisNe nformation

LexisNexis® Instant ID (View Guidance)

Legal Name

[ ]

Identity Verification with LexisNexis®

Registration roles often require government id validation for remote electronic access. Personally identifying
information, such as Social Security Numbers, are not permanently retained but securely validated against existing
3rd Party records for the purpose of validating your identity for access authority. While your government id will not
be collected, evidence of your input, as well as the success or failure of validation against the 3rd Party vendor, will
be recorded. By proceeding with electronic verification, you understand that the service is voluntary and that you are
validating personally identifying information against a 3rd-Party service which will return evidence of identity
validation back to the U.5. Environmental Protection Agency.

Click here [EXIT to learn more about the technology behind LexisNexis® and who is using their services.

Under Title 40 CFR Part §3.2000 the Cross-Media Electronic Reporting Rule (CROMERR) requires that certain
reporting functions subject to Title 40 perform identity proofing based on a government identifier or objects of
independent origin, one not subject to change without government action.

Benefits of LexisNexis® Electronic Identity Verification:

Tdentity authentication in real time
Accelerated access to program service
Enhanced fraud detection

Reduced risk of exposure

Strengthen customer experience

13



Part 2: EV-CIS Roles, CAO Functions & Identity Verification

|dentity Verification- LexisNexis Form Guidance

[ 2 )
—
\’ EPA United States Environmental Protection Agency

* Hover mouse over

Home About Recent Announcements Terms and Conditions FAQ Help

“u\ J:
the VIeW CD)& CDX Registration: LexisNexis® ﬁg‘;:ﬁﬁi:L (Log.out)

. o
Guidance” Link for Y=
information about

The program you are registering for requires additional proof of identity. Identity verification allows the EPA to confirm applicants

t h e Lex i S N eX i S have provided sufficient identity information in order to conduct business safely and securely. Your options are to use the
electronic identity proofing service for immediate access to your program service ar to print and submit a signed form through U.S.
req u i re d fi e | d S Postal Mail to the U.S. Environmental Protection Agency. Note: Additional LexisNexis® Information

LexisNexis® Instant

When completing LexisNexis validation:

Legal Name
] Input your full first name (contact to update)

Do not provide a nickname (contact to update)
Input your home phone number

Input your prior home phone number, if moved within last 6

Home Address
Address Line 1*

months

Input your mobile phone number, if a home phone number does
not exist

Input your prior home address if moved within last 6 months

Address Line 2

{:'t‘;‘*

14



Part 2: EV-CIS Roles, CAO Functions & Identity Verification
Two Attempts Allowed For Electronic Identity Verification

The program you are registering for requires additional proof of identity. Identity verification allows the EPA to confirm applicants
have provided sufficient identity information in order to conduct business safely and securely. Your options are to use the

lectronic identity proofing service for immediate access to your program service or to print and submit a signed form through U.S.
o |If ble t :
yo u a re u n a e O Postal Mail to the U.S. Environmental Protection Agency. Note: Additional LexisNexis®) Information

C O m p I et e e | e Ct r O n i C CDX was unable to verify the personal information provided. Use the “Retry LexisNexis” button to re-validate the personal

information. Be sure to:

. o o . 3 3 .
Identity verification on o ) oot I
. . Input your prior home address if moved within last 6 months
first attempt, you will be
Please check your datg _ ‘
d | |OW€d one a d d |t IoONa | Legal Name CD)s CDX Registration: Additional Verification )

Logged in as (Log_out)
attempt - o

You have failed LexisNexis® identity proofing. Please proceed to print, sign and mail the paper Electronic Signature Agreement
L ol . . . below or contact the CDX Help Desk for assistance.
i If Ve rlfl Catlo n aga | n fa | IS Paper CDX Electronic Signature Agreement
The CDX electronic signature agreement (ESA) is an agreement between yourself and CDX that will authorize your electronic signature. By signing the ESA you agree to

O n S e CO n d a tte m pt' t h e n :ig:trie;:: ::;aiz?:gititor,lscli;t;:iso: ;rlweeazgr:oenTaecrltttziog\gxo::fptgeesEkslA has been signed, you will be authorized to sign and/or encrypt information for your data flow. For any
you must complete the | |

U.S. Environmental Protection Agency
p a p e r Ve r i fi Cat i O n & ESA ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature credential issued by the U.S. Environmental Protection Agency (EPA) to sign electronic documents

p r O C e S S submitted to EPA's Central Data Exchange (CDX), and as a representative for:

Home About Recent Announcements Terms and Conditions FAQ

15



Part 2: EV-CIS Roles, CAO Functions & Identity Verification

Alternate Paper Verification & ESA Process

* Alternatively, if
Sponsored User
is unable to, or
does not want
to, complete
electronic
identity
verification,
click the “Paper
Verification”
link

Address Line 2

City* State* v | |Zip Code*

Home or Personal Phone
Home or Personal Phone

Date of Birth
Month* ¥ || Day* T Year*®
Last 4 of SSN
Last 4 of G5N* Show SSN

The name above is me. Please proceed with LexisNexis® Validation.

| Proceed with Verification || CElSA'Erilv=vi) 8

16



Part 2: EV-CIS Roles, CAO Functions & Identity Verification

Alternate Paper Verification & ESA Process

e If choose ORI )

o I
Pa pe r- Paper CDX Electronic Signature Agreement

The CDX electronic signature agreement (ESA) is an agreement between yourself and CDX that will authorize your electronic signature. By signing the ESA you agree to
adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign and/or encrypt information for your data flow. For any

7))
Ve r i fi Ca t i O n ) questions regarding the COX ESA please contact the CDX Help Desk.

the ESA will be
displayed

U.S. Environmental Protection Agency
ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature credential 1ssued by the US. Environmental Protection Agency (EPA) to sign electronic documents
submitted to EPA's Central Data Exchange (CDX), and as a representative for:

* Click “Sign

Electronic Signature Holder Company Information

s

P a p e r F O r m ” E;ia:;iszsiﬂion Name:
button Cin: St Zip:

Country:

Phone Number:
E-mail Address:
Registrant's Name:

CDX User Name:

EPA
2000 TRAVERWOOD DRIVE
ANN ARBOR. MI 48105

Us

(734) 214-4288
diaz leah@epa. gov
Ms Leah Diaz
DIAZLEAH

Return to Electronic Verification

17



Part 2: EV-CIS Roles, CAO Functions & Identity Verification

Alternate Paper Verification & ESA Process

 Click “Print to Mail” button or print copy of ESA from CDX Inbox message
* Send ink-signed ESA to EPA by postal mail

P
(Printto Mail) Zlose

o
\"EPA United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

& Contact Us
Logged in as Log_out

U.S. Environmental Protection Agency CD)g Central Data Exchange

ELECTRONIC SIGNATURE AGREEMENT MyCDX | m | My Profile || Submission History | | Payment History | | E-Enterprise Portal |

In accepting the electronic signature credential issued by the U.S. Environmental Protection Agency (EPA) to sign
electronic documents submitted to EPA's Central Data Exchange (CDX). and as a representative for:

Copy of CDX Electronic Signature Agreement (TEST)

From CDX Administrator
Electronic Signature Holder Company Information

Date 2/11/2020 2:18:27 PM

Organization Name: EPA

Address: 2000 TRAVERWOOD DRIVE
City, State, Zip: ANN ARBOR, MI 48105
Province:

Country: us

Phone Number: (734) 2144288

E-mail Address: diaz.leah/@epa. gov
Registrant's Name Ms Leah Diaz

CDX User Name: DIAZLEAH

Your CDX electronic signature agreement (ESA) is attached below.

If you have questions concerning this message, you may contact CDX Help Desk by email at helpdesk@epacdx.net or by
calling the CDX Technical Support Staff through our toll free telephone support on 888-890-1995, Monday through Friday from
8:00 am to 6:00 pm EST/EDT. For International callers, the CDX Help Desk can also be reached at (970) 494-5500 or you may
contact the CDX Helpdesk via live Chat by clicking on the following URL: https://test.epacdx.net/Chat. The CDX Helpdesk Chat
service is available during our regular open hours of Monday through Friday, 8:00am to 6:00pm EST/EDT. CDX Registration
Homepage https://test.epacdx.net United States Environmental
Protection Agency - Central Data Exchange

I Leah Diaz . LEAHNDIAZ2020021114182525.html (6 KB) - Download
(Name of Electronic Signature Holder)

18
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Part 3: How To Become A CAO

Two Scenarios

*Part 3 Scenario A: Creating New CDX Account
With CAO Role

*Part 3 Scenario B: Adding CAO Role To Existing
CDX Account




Part 3 Scenario A:
Creating New CDX Account With CAO Role



Part 3 Scenario A: Creating New CDX Account With CAO Role

Process Overview

1. Register For New CDX Account

2. Select EV-CIS Program Service

3.  Select CAO Role & Manufacturer Code

4.  Provide New CDX Account Information

5.  Act On CDX Email To Complete Account Registration
6. Provide Information For Identity Verification

7. Select CDX Signature Questions & Provide Answers
8. Review & Sign ESA

9. Electronically Sign ESA

10. Complete CDX Account Registration and CAO Role Request



Part 3 Scenario A: Creating New CDX Account With CAO Role

Register For New CDX Account

* Click on the “Register
with CDX” button to
create a new CDX
Account

* Check the box next to
“I am this registrant...’

 Click the “Proceed”
button

4

on
\" EPA United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

&% Contact Us

CD)% Central Data Exchange

Log in to CDX
User ID

Password

B Show Password

Forgot your Password?

ZEPA
-
\’ United States Environmental Protection Agency

Welcome Home About Recent Announcements Terms and Conditions FAQ Help

X% Contact Us

Welcome to the
Central Data Exd
and existing fun

CDXs Terms and Conditions

The access and use of CDX Registration for the electronic submittal of environmental information require the creation of a user
ID and password that I must maintain and keep confidential. I will review the following steps concerning the creation and
maintenance of a user ID and password.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully
understand and consent to all of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government
purposes only;

. I am this registrant. I will not share my account, and I accept the terms and conditions, above.

23



Part 3 Scenario A: Creating New CDX Account With CAO Role

Select EV-CIS Pro

Type “EV-CIS” to search for
the applicable Program
Service Category

Select “Verify: Vehicles and
Engines Compliance
Information System — New
(1)” for the Program
Service Category to display
two options

Select “EV-CIS: Engines and
Vehicles — Compliance
Information System” for
Program Service

ram Service

<EPA
7 United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CD)s Edit Account Profile

1. Program Service 2. Role Access 3. Organization Information

Begin typing a program service name or related keywords to filter the list of available services (e.q., air quality system, AQS, or
Clean Air Act).

Active Program Services List
| —
ev-cid )

Verify: Vehicles and Engines Compliance Information System - New (1

<EPA
7 United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CDX; Edit Account Profile

2. Role Access 3. Organization Information

EPAHome | Privacyand Security Notice | Accessibility

Program Service Category Verify

Begin typing a program service name or related keywords to filter the list of available services (e.g., air quality system, AQS, or
Clean Air Act).

Active Program Services List

Enter search criteria

-CIS: Engines and Vehicles - Compliance Information S@

EV-CIS MFR REG: Request Manufacturer Code for Engine or Vehicle Compliance




Part 3 Scenario A: Creating New CDX Account With CAO Role

Select CAO Role & Manufacturer Code

* Select “Company
Authorizing
Official (CAO)”
from the Role
dropdown

* Type your
Manufacturer
Code

e Select the value
that is displayed
for Manufacturer
Code

* Click the “Request
Role Access”
button

\le’EPA United States Environmental Protection Agency

Home About Recent Announcements

CD)s Edit Account

Profile

Terms and Conditions

Help

= Contact Us

2. Role Access 3. Organization Information

Program Service
Role

Engines and Vehicles - Compliance Information System

Mot selected

Select a role from the drop down list and provide any required additional informal

Select Role [

v

Company Approving Official (CAO)

1. Program Service v 2. Role Access 3. User and Organization 4. Confirmation

Registration Information

Program Service Engines and Vehicles - Compliance Information System

Role Not selected

Select a role from the drop down list and provide any required additional information, if applicable.
To complete registration as a Company authorizing Official (CAQ) or CROMERR Signer, your signed Electronic Signature
Agreements (ESA) must be received by EPA. Your registration for the Request an Engine, Vehicle or Component Certificate of

Conformity service will be in a pending status until EPA receives your ESA.

Please refer to the EV-CIS Account Setup website for specific guidance on completing sponsor letters and electronic signature
agreements.

Select Role Company Approving Official (CAQ) v

Manufacturer Code * |EPAJ |

EPA - Environmental Protection Agency :

25




Part 3 Scenario A: Creating New CDX Account With CAO Role

Provide New CDX Account Information

SEPA
&
N7 Unnd St oo Prscion Ay

Home  About  RecentAnnouncements  Termsand Conditions  FAQ | Help

CD); Core CDX Registration

Provide User Information Tz
* Create a password

* Provide security questions & answers

* Type your company name and click “Search”
button

» Select the correct Organization ID from the list

* Provide your business email address & phone
number

Click the “Submit Request for Access” button

* Wait for email from CDX to complete account
registration




Part 3 Scenario A: Creating New CDX Account With CAO Role

Act On CDX Email To Complete Registration

* Perform one of two options:

* Click the link in email you receive from CDX which will open CDX so you can perform the

|dentity Verification process or

* Enter the code from that same CDX email on the web page that appeared after you
clicked the “Submit Request For Access” button from the previous slide and then click

on the “Create Account” button

From: noreply-test@epacdx.net

Date: February 28, 2020 at 10:02:10 AM EST

To:

Subject: Core Registration Email Verification Request {TEST)

You have successfully created an account with the EPA Central Data Exchange (CDX). In order to complete your registration and begin using the system, you will need to confirm your account
bycompleting either of the following options:

a) Click the following link. You may need to enter the UserlD (CHRISTIPOIRIERFCG2) and Password that were selected during the registration process.
https://test epacdx.net/Registration/EmailValidation ?code=YxjOSdDKhaXN

b) In your existing browser window, copy and paste the following code into ti
YxjOSdDKhaXN

Once you have successfully logged into your account, you may be required to provide additional information. Any additional information will need to be completed before you are able to
access your Program Service.

Please do not respond to this message. If you have questions concerning this message, you may contact CDX Help Desk by email at helpdesk@epacdx.net or by calling the CDX Technical
Suppart Staff through our toll free telephone support on 888-890-1995, Monday through Friday from 8:00 am to 6:00 pm EST/EDT. For International callers, the COX Help Desk can also be
reached at (970) 494-5500 or you may contact the CDX Helpdesk via live Chat by clicking on the following URL: https-//test.epacdx.net/Chat. The CDX Helpdesk Chat service is available during
our regular open hours of Monday through Friday, 8:00am to 6:00pm EST/EDT.

CDX Registration Homepage
https://test.epacdx.net

United States Environmental Protection Agency - Central Data Exchange

SEPA
Ny
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

CD)s Confirmation = contact Us

2. Role Access v 3. User and Organization v 4. Confirmation

A few more steps...

You will soon receive an email confirmation message (at chrisp35aa@gmail.com) with a validation code. Enter the validation code
below or follow the link provided in the email to activate your user account.
Resend validation code

27



Part 3 Scenario A: Creating New CDX Account With CAO Role

Provide Information For Identity Verification

* You will now be prompted to begin the
|dentity Verification process

* Review/Provide your:

* Full Name

* Home Address

* Personal Phone Number

e Birthday

* Last 4 digits of your Social Security Number
* Check the box next to “The name above is

me. Please proceed with LexisNexis
Validation.”

Click the “Proceed with Verification” button
to complete electronic identity verification
e Or alternatively click on the “Paper

Verification” link (see Part 2 for more
information)

S
-
A\ v 4 Em United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CD): CDX Registration: LexisNexis®

1. Identity Verification m

ontact Us
Logged inas [ Juogaut

The program you are registering for requires additional proof of identity. Identity verification allows the EPA to confirm applicants
have provided sufficient identity information in order to conduct business safely and securely. Your options are to use the

electronic identity proofing service for immediate access to your program servic

e or to print and submit a signed form through U.S.

Postal Mail to the U.S. Environmental Protection Agency. Note: Additional LexisNexis® Information

LexisNexis® Instant ID (View Guidance)

Legal Name

Home Address
Address Line 1*

City* State® v | Zip Code*

Home or Personal Phone
Home or Personal Phone

Date of Birth
Month® v  Day* v | Year™
Last 4 of SSN
Last 4 of SSN* Show SSN

. he name above is me, Please proceed with LexisN

o Paper Verification Exit

exis® Validation.

28



Part 3 Scenario A: Creating New CDX Account with CAO Role

Select Signature Questions & Answers

* If your electronic identity L= & L W———

Ve r i fi Ca t i O n W a S Home About Recent Announcements Terms and Conditions FAQ Help
CD)& Central Data Exchange

successfully completed,

you will now be prompted

to select 5 signature
. You are registered for a program that requires signature question verification. Please select five (5) signature questions and
q U e St I O n S a n d a n Swe rS answers. The questions that you select should be questions that you can remember, but difficult for anyone else to guess.

CDX Registration: Additional Verification

b CIiCk the l(Save Answe rS" Select 5 Signature Questions and Answers
button when complete

29



Part 3 Scenario A: Creating New CDX Account with CAO Role

Review & Signh ESA

* Review
Electronic
Signature
Agreement
(ESA)

* Click the “Sign
Electronically”
button

* Review and
click the
“Accept” button
in the pop-up
window

Recent Announcements Terms and Conditions FAQ

CD): CDX Registration: Additional Verification

Electronic CDX Electronic Signature Agreement

The CDO¥ electronic signature agreamant (ESA) is an agreement bebwean yourself and COX that will autherize your electronic signature. By signing the ESA
adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign and/or encrypt information for
questions regarding the DX ESA please contact the CD¥ Help Desk.

Signing an electronic document on behalf of another person is subject to criminal, civil, administrative, or other I3

U.S. Environmental Protection Agency
ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature credential issued by the U.S. Environmental Protection Agency (EPA) to sign electro
documents submitted to EPA's Central Data Exchange (CDX), and as a representative for:

1 certify, under penalty of law that the information
provided in this document is, to the best of my
knowledge and belief, true, accurate, and complete. T
am aware that there are significant penalties for

Electronic Signature Holder Company Information

F— - N submitting false information, including the possibility of
Organization Name: EPA fines and imprisenment for knowing viclations.
Address: 2000 TRAVERWOOD DRIVE
City, State, Zip: ANN ARBOR. MI 48105 Signing an electronic document on behalf of another

. R ) ) person is subject to criminal, civil, administrative, or
Province: other lawful action.
Country: Us
Phone Number: (734) 2144374
E-mail Address: Jaros Evan@epa. gov P dine
Registrant's Name: Mr Evan Jaros
CDX User Name: JAROSEVAIL

30



Part 3 Scenario A: Creating New CDX Account with CAO Role

Electronically Sign ESA

* Complete 3-step
electronic
signature process
in order to Sign
ESA

* Enter Account
Password

* Provide Answer
for Signature
Question

* Click the “Sign”
button

31



Part 3 Scenario A: Creating New CDX Account with CAO Role

Complete Registration & CAO Role Request

° After SuqceSSfUIIy ‘.“’EPA United States Environmental Protection Agency
completing the
account registration

Home About Recent Announcements Terms and Conditions FAQ Help

¥ Contact Us

and request for CAO CD)G Central Data Exchange T T — T
ro I e p rOCESS’ yO u [Inbox”My Profile] |Submission History”Payment Historyl |E—Enterprise Portal

will be returned to
your MyCDX page

Services & Manage CDX Service Availability

Status ¥ Program Service Name ¥ Role s
t h at S h OWS t h e n eW — Ve See the status for all program services
H H S EV-CIS: Engines and Vehicles - Company Approving
CAO ro I e W h I C h IS Compliance Information System icial (CAO

not yet active News and Updates

* As soon as EPA No nevis/updates
approves your hew ;
CAO role, it will be [ Add Program Service
activated and you
will receive a

confirmation email
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Part 3 Scenario B: Adding CAO Role To Existing CDX Account

Process Overview

1. LogIn To Existing CDX Account

2. Click Add Program Service

3. Select EV-CIS Program Service

4. Select CAO Role & Provide Manufacturer Code

5. Select Organization

6. Provide Information Needed for Identity Verification (Unless already CROMER Signer)
7. Select 5 Signature Questions & Provide Answers

8. Review & Electronically Sign ESA

9. Submit Request For New CAO Role For EPA Approval



Part 3 Scenario B: Adding CAO Role To Existing CDX Account

Log In & Click Add Program Service

* Log in to your
existing CDX
Account

* Click on the
“Add Program
Service”
button

SEPA
Ny
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions | 7.00] Help

CD)4 Central Data Exchange Wt

Log in to CDX
User ID

Password

B Show Password
| logtn  lapisterwith COX
| _

vEPA
.
\’ United States Environmental Protection Agency

Welcome Home About Recent Announcements Terms and Conditions FAQ

Welcome to the Environmel
Central Data Exchange cond
and existing functions for re

& Contact Us

CD)Xs Central Data Exchange logged inas| } (Logout)
MyCDX [Inbox' [ My Profile] [Submission History| [ Payment History] {E-Enterprise Portal

Services & Manage CDX Service Availability

- - - -
Status ~ Program Service Name ¥ Role >

See the status for all program services

=

5 EV-CIS: Engines and Vehicles - Company Approving
Compliance Information System Official (CAQ)

News and Updates
No news/updates.
by

{ ram Service.
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Part 3 Scenario B: Adding CAO Role To Existing CDX Account

Select EV-CIS Program Service

)
\"EPA United States Environmental Protection Agency

Type “EV-CIS” to search for
the applicable Program
Service

Select “Verify: Vehicles and
Engines Compliance
Information System — New
(1)” for the Program
Service Category to display
two options

Then select “EV-CIS:
Engines and Vehicles —
Compliance Information
System” for Program
Service

Home About Recent Announcements Terms and Conditions FAQ Help

CD)% Edit Account Profile

1. Program Service 2. Role Access 3. Organization Information

Begin typing a program service name or related keywords to filter the list of available services (e.qg., air quality system, AQS, or
Clean Air Act).

Active Program Services List
> D N

erify: Vehicles and Engines Compliance Information System - New (1

<EPA
7 United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CDX% Edit Account Profile

2. Role Access 3. Organization Information

EPAHome | Privacyand Security Notice | Accessibility

Program Service Category Werify

Begin typing a program service name or related keywords to filter the list of available services (e.q., air quality system, AQS, or
Clean Air Act).

Acrtive Program Services List

Enter search criteria

V-CIS: Engines and Vehicles - Compliance Information S@

EV-CIS MFR REG: Request Manufacturer Code for Engine or Vehicle Compliance




Part 3 Scenario B: Adding CAO Role To Existing CDX Account

Select CAO Role & Manufacturer Code

. Se I e Ct l-lClO m p a ny \le’EPA United States Environmental Protection Agency
A u t. h .O r I Z I n g Home Abouti Recent Annwnot;ment; Terms and Conditions FAQ Help
Official (CAQ)” p—

CDX; Edit Account Profile

from the Role

1. Program Service v 2. Role Access 3. User and Organization 4, Confirmation

o« T
y p e yo u r Program Service Engines and Vehicles - Compliance Information System
IVI a n u fa Ct u re r Role Not selected Registration Information
C 0 d e Program Service Engines and Vehicles - Compliance Information System
Select a role from the drop down list and provide any required additional informal Role Not selected

* Select the value Setect Role | 2
that is displayed
To complete registration as a Company authorizing Official (CAQ) or CROMERR Signer, your signed Electronic Signature

fo r yo u r Agreements (ESA) must be received by EPA. Your registration for the Request an Engine, Vehicle or Component Certificate of

M a n u fa Ct u re r Conformity service will be in a pending status until EPA receives your ESA.

CO d e Please refer to the EV-CIS Account Setup website for specific guidance on completing sponsor letters and electronic signature
agreements.

[ C | i C k t h e “ Re q u e St Select Role Company Approving Official (CAQ) v
RO | e AcceSS” Manufacturer Code * ‘EPAJ ‘

b u tto n EPA - Environmental Protection Agency

Select a role from the drop down list and provide any required additional information, if applicable.
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Part 3 Scenario B: Adding CAO Role To Existing CDX Account

Select Organization

[ ] S e I e Ct y O u r Home About Recent Announcements Terms and Conditions FAQ Help

CD)¢ Edit Account Profile = Contect Us

. t- loggedinas[ ] (Logouf)
oreanization
from the

p Program Service Engines and Vehicles - Compliance Information System

. Role Company Approving Official (CAQ)
* Click the

(o .

S u b m It ©® Select a Current Organization
R t ' Request to Add an Organization

equest for

V4 Select an organization from the dropdown list.

Access

'EPA (2000 TRAVERWOOD, ANN ARBOR, MI, US 48105) |
button

Registration Information
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Part 3 Scenario B: Adding CAO Role To Existing CDX Account

Provide Information For Identity Verification

* You will now be prompted to begin the
|dentity Verification process

* Review/provide your
e Full Name
* Home Address
* Personal Phone Number
* Birthday
* Last 4 digits of your Social Security Numbe

e Check the box next to “The name above is
me. Please proceed with LexisNexis
Validation.”

e Click the “Proceed with Verification” button

* Or alternatively, click on the “Paper
Verification” link

S
-
A\ v 4 Em United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help
CD): CDX Registration: LexisNexis® :*B%E
1. Identity Verification m

The program you are registering for requires additional proof of identity. Identity verification allows the EPA to confirm applicants
have provided sufficient identity information in order to conduct business safely and securely. Your options are to use the
electronic identity proofing service for immediate access to your program service or to print and submit a signed form through U.S.
Postal Mail to the U.S. Environmental Protection Agency. Note: Additional LexisNexis® Information

LexisNexis® Instant ID (View Guidance)

Legal Name

Home Address
Address Line 1*

Address Line 2

City* State® v | Zip Code*

Home or Personal Phone
Home or Personal Phone

Date of Birth
Month® v  Day* ¥ | Year*
Last 4 of SSN
Last 4 of SSN* Show SSN

The name above is me. Please proceed with LexisNexis® Validation>
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Part 3 Scenario B: Adding CAO Role To Existing CDX Account

Select Signature Questions & Provide Answers

* |f your electronic identity SEPA oo
verification was completed o s et e i Cam o SEAQ sl
successfully, you will now be CDY: Central Data Exchange B (gt
prompted to select 5 CDX Registration: Additional Verification
signature questions and
answers You are registered for a program that requires signature question verification. Please select five (5) signature questions and

answers. The questions that you select should be questions that you can remember, but difficult for anyone else to guess.

 Click the “Save Answers”
button when complete

Select 5 Signature Questions and Answers
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Part 3 Scenario B: Adding CAO Role To Existing CDX Account

Review & Signh ESA

* Review the
Electronic
Signature
Agreement
(ESA)

* Click the “Sign
Electronically”
button

* Review and
click the
“Accept” button
in the pop-up
window

Recent Announcements Terms and Conditions FAQ

CD): CDX Registration: Additional Verification

Electronic CDX Electronic Signature Agreement

The CDO¥ electronic signature agreamant (ESA) is an agreement bebwean yourself and COX that will autherize your electronic signature. By signing the ESA
adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign and/or encrypt information for
questions regarding the DX ESA please contact the CD¥ Help Desk.

Signing an electronic document on behalf of another person is subject to criminal, civil, administrative, or other I3

U.S. Environmental Protection Agency
ELECTRONIC SIGNATURE AGREEMENT

In accepting the electronic signature credential issued by the U.S. Environmental Protection Agency (EPA) to sign electro
documents submitted to EPA's Central Data Exchange (CDX), and as a representative for:

1 certify, under penalty of law that the information
provided in this document is, to the best of my
knowledge and belief, true, accurate, and complete. T
am aware that there are significant penalties for

Electronic Signature Holder Company Information

F— - N submitting false information, including the possibility of
Organization Name: EPA fines and imprisenment for knowing viclations.
Address: 2000 TRAVERWOOD DRIVE
City, State, Zip: ANN ARBOR. MI 48105 Signing an electronic document on behalf of another

. R ) ) person is subject to criminal, civil, administrative, or
Province: other lawful action.
Country: Us
Phone Number: (734) 2144374
E-mail Address: Jaros Evan@epa. gov Accept P jecline
Registrant's Name: Mr Evan Jaros
CDX User Name: JAROSEVAIL
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Part 3 Scenario B: Adding CAO Role To Existing CDX Account

Electronically Sign ESA

* Complete 3-step
electronic
signature process
in order to Sign
ESA

* Enter Account
Password

* Provide Answer
for Signature
Question

* Click the “Sign”
button
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Part 3 Scenario B: Adding CAO Role To Existing CDX Account

Submit Request For CAO Role For EPA Approval

After successfully
completing the request
for CAO process, a
confirmation message
will display

Click the “Back to
MyCDX” button to
return to your MyCDX
page that shows the new
CAO role which is not
active yet

As soon as EPA approves
your new CAO Role, you
will receive a
confirmation email and
the new role will be
activated

“EPA
-
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CD)4 Central Data Exchange

You are here: MyCDX» Manage Program Services

Manage Program Services

Program Service successfully added to US EPA. b 3

Back to MyCDX SEPA
" United States Environmental Protection Agency

US EPA, 1200 PENN AVE, WASHINGTON, DC, Home About Recent Announcements Terms and Conditions FAQ Help

@ EV-CIS: Engines and Vehicles - Compliand = Contact Us

CD) Central Data Exchange loggedinas| —} (logou)

|Inbox]|My Profile| |Submission Historyl | Payment History] |E—Enterpr'|se Portall

nage CDX Service Availability
Status ~ Program Service Name + Role

— See the status for all program services
S EV-CIS: Engines and Vehicles - ompany Approving
Compliance Information System icial (CAO
News and Updates

No news/updates.

Services

4

&
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Part 4: How To Become A Submitter Or CROMERR Signer
Two Scenarios

e Part 4 Scenario A: CAO sponsors new CDX user who
needs Submitter or CROMERR Signer role

* Part 4 Scenario B: CAO sponsors existing CDX user
who needs additional role (either Submitter or
CROMERR Signer)




Part 4 Scenario A:

CAQO Sponsors New CDX User



Part 4 Scenario A:

CAQO Sponsors New CDX User

* This scenario has four sections:

e Section 1- CAO Invites User To Create New CDX Account With
Either Submitter or CROMERR Signer Role

e Section 2- Sponsored User Accepts CAO Invitation

e Section 3- CAO Signs ESA Authorizing Sponsored User For The
Requested Role

e Section 4- (Only for CROMERR Signer Role) Sponsored User
Completes CROMERR Signer Role Activation By Completing
Electronic Identity Verification and Signing ESA




Part 4 Scenario A: CAO Sponsors New CDX User

Section 1 of 4: CAOQ Invites User
To Create New CDX Account With
Either CROMERR Signer or
Submitter Role




Part 4 Scenario A: CAO Sponsors New CDX User

CAO Begins New “Role Sponsorship” Invitation

* CAO logs in to CDX SEPA oo

Home About Recent Announcements Te  and Conditions

B Contact Us
Logged in a5 {Log_out)

* Click on “Role
Sponsorship” tab

* This tab is only visible
for users with CAO role

CD). Central Data Exchange

|- Inboxl | My Prnﬁle] | Role Sponsnrshipl | Submission Histnwl | Payment Histur\yl | E-Enterprise Portal |

CDX Service Availability

Status ~ Program Service Name * Role s

See the status for all program services
& EV-CI5: Engines and Vehicles - Company Approving

Compliance Information System Official (Ca0)

* Click on “Role = SEPAL.
SponsorShip/anitation” Home About Recent Announcements Terms and Conditions FAQ Help
link e

& Contact Us

'MyCDX | | Inbux] | My Proﬂle] | Submission Hl'story] | Payment History] |.E-Enterpri5e Portal |

CD): Central Data Exchange loggedina Lo

You are here: Role Sponsorship Tools

Role Sponsorship Tools
Description

Initiate and infarm users of request to authorize service access

List and approve/deny requests for service access

iew and/or maodify existing privileges

Access Management




Part 4 Scenario A: CAO Sponsors New CDX User

CAO Provides Role Sponsorship Information

* Type sponsored SEPA .o
user’S email Home About Recent Announcemeants Terms and Conditions FAQ Help

d d d ress | MyCDX | | [nbux] | My F’rnﬁlel | Submission Histnr‘:,r] | Payment Histnr‘y] | E-Enterprise Portal

o Se I ect “ EV_C I S” fo r You are here: Role Sponsorship Tools» Role Sponsorship/Invitation
Program Service

e Select the desired

Role (either
. Provide the email address of the user you wish to Provide the information for the role vou wish to
S u b m Itte r‘ O r‘ sponsor, If the user does not already exist in COX, sponsor.

you can either try a different email address or invite

C RO M E R R Si n e r) the new user to create a COX account. Program Service *
g EV-CIS: Engings znd Vehicles - Compliance Infor v

Email *

¢ Cl'Ck the ”Smeit” | E}EISI:ERRSiﬂnerﬂ
button

CD)% Central Data Exchange :g;‘n:ad.?: aul:L (Liog out)

Role Sponsorship

The asterisk (*) denotes a required field.

Step 1: Recipient Information Step 2: Sponsorship Information




Part 4 Scenario A: CAO Sponsors New CDX User

CAO Confirms Role Sponsorship Information

* Review the provided role S EPA T
sponsorship information e e e e e e

B Contact Us

CDX; Central Data Exchange loggednas| |(esou)

.MyCD): | | [nbux] | My Proﬂle] |.Submi55i0n Histor\,r] | Payment Histur\,r] | E-Enterprise Portal |

* Select “Yes, the provided
email address is correct.” [ T

PY Click the llSubmit” button Role Sponsorship Review

* Review the email of the
sponsored user previously
entered displayed in the
pop-up window

Program Service Engines and Vehicles - Comgpliance Information System
Role CROMERR Signer

e —

Oes, the provided email address is correct.
Mo, the provided email address is incorrect and must

E‘ | i Bad

Email Confirmation

Please confirm the provided email address before sending the invitation.

* Re-type the email of the
sponsored user

e Click the “Confirm” button

Email *

Confirm Email *

This field is required. s




Part 4 Scenario A: CAO Sponsors New CDX User

CAO Completes Role Sponsorship Invitation

* After completing sponsorship request, you will be returned to the “Role Sponsorship” tab

* Sponsored User must now act on email they receive before CAO is prompted to complete their next step in the

process

* The new sponsorship request will not show up in the “Pending Sponsorship Requests” search results until after
the sponsored user acts on the email they receive

‘%EPA United States Enviranmental Pratection Agency

Home About Recent Announcements

Terms and Conditions FAQ Help

CD); Central Data Exchange

.MyCD): | | Inbux] | My Prnﬁle] ‘ Submission Hiﬁtnw] | Payment Histuw] | E-Enterprise Portal .

¥You are here: Role Sponsorship Tools

Role Sponsorship Tools
Tool

Role Sponsorship/Tnvitation

Pending Sponsorship Requests

Access Management

B Contact s

Description
Initiate and inform users of request to authorize service access
List and approve/deny requests for service access

View and/or modify existing privileges
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Part 4 Scenario A: CAO Sponsors New CDX User

Section 2 of 4:
Sponsored User Accepts CAO
Invitation




Part 4 Scenario A: CAO Sponsors New CDX User

Sponsored User Creates New CDX Account

* Click the link in the CDX R e

Home About Recent Announcements Terms and Conditions FAQ

e m a i | CD)& Role Sponsorship Process = Contes

* Click the “Create New
Account” button —

Program Service Engines and Vehicles - Compliance Information System
Role Submitter
Manufacturer Code EPA

You have been sponsored for a new CDX role. Since you have an existing account, you may enter your CDX user ID and password
to link the new role to your account. If you do not already have a CDX account for this manufacturer code, you must click on the
"Create New Account” button below.

If you experience issues or need assistance with the sponsorship process, please call the CDX Help Desk toll-free line at 888-890-
1995. (970) 494-5500 for callers from Puerto Rico and Guam.

Log in to existing account

User ID v
Password
Show Pa

PLogIn | ¢ Greate New Account D
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Part 4 Scenario A: CAO Sponsors New CDX User

Sponsored User Approves Role Invitation

* Review the Sponsorship
Info rmation \%EPA United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

* Click the “Approve”
button

= Contact Us

CD)% Role Sponsorship Process

You are here: Role Sponsorship» Role Sponsorship Review

Sponsorship Information

Email diaz.leah@epa.gov [f\\s
Program Service Engines and Vehicles - Compliance Information System

Role Submitter

Manufacturer Code EPA

A CDX official for the program service above is requesting to view your contact information to sponsor you for the corresponding
role. You may choose to approve or reject this request by making the appropriate selection below.
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Part 4 Scenario A: CAO Sponsors New CDX User

Sponsored User Requests Role Access

* Review the sponsored
Role and Manufacturer

Code
" CDX% Role Sponsorship Process
o C | I C k Re q u e St RO I e You are here: Role Sponsorship» Role Sponsorship Review» Account Registration

Access” button

Program Service Engines and Vehicles - Compliance Information System
Role Submitter

Provide any required additional information, if applicable.

Select Role Submitter *

Manufacturer Code * EPA
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Part 4 Scenario A: CAO Sponsors New CDX User

Sponsored User Provides Account Information

SEPA
&
N7 Unnd St oo Prscion Ay

Home  About  RecentAnnouncements  Termsand Conditions  FAQ | Help

CD); Core CDX Registration

Provide User Information Tz
* Create a password

* Provide security questions & answers

* Type your company name and click “Search”
button

» Select the correct Organization ID from the list

* Provide your business email address & phone
number

e Click on the “Submit Request for Access”
button

* Wait for email from CDX to complete account
registration
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Part 4 Scenario A: CAO Sponsors New CDX User

Sponsored User Waits For Required CAO Action

e After submitting your
request for new account,
you will be returned to A mmm——
your MyCDX page where COX Contal Dt Exchange. - o

1 15" e)d | Inbox || My Profile | | Submission History | | Payment History || E-Enterprise Portal

your new role will be oo ” ” |
<ible but not acti -
V I S I e u n O a C Ive Status ¥ Program Service Name s Role +
Y EV-CIS: Engines ard Vehides - Compliance @ See the status for all program services

* Your CAO must now act T

< EPA
-
\’ United States Environmental Protection Agency

Services

News and Updates

on the email they receive R
before you can complete
the process
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Part 4 Scenario A: CAO Sponsors New CDX User

Section 3 of 4:

CAO Signs ESA Authorizing
Sponsored User For The Requested
Role




Part 4 Scenario A: CAO Sponsors New CDX User

CAO Approves Role Sponsorship Request From Email

s )
v
\’ United States Environmental Protection Agency

C I i C k t h e ) ReVi e W oot ” I i n k Home About Recent Announcements Terms and Conditions FAQ Help
fro m C DX ema Il CD): Role Sponsorship Process = Contact s

Loggedinas | (Logout)
* Or click the “Pending
Sponsorship Requests” link

You are here: Role Sponsorship»» Role Sponsorship Review

on Role Sponsorship tab (see -
n ext SI id e) Email o sara.zaremski@gmail.com
Organization EPA (2000 TRAVERWOOD DRIVE, ANN ARBOR, MI, US 43105)
° CI iC k ((Se I ect a n EXi Sti n g ;r:::ram Service Z:iﬁij‘;nd Vehicles - Compliance Information System
RO I e Manufacturer Code EPA
e Select your Organization Role Informaton | |
A request was submitted for you to sponsor the CDX role above. Please select the role you wish to use as a sponsor for this
request.
* Select “CAQ” for the Role

that will be used to

approve this request Add 2 New Role

Organization: EPA (2000 TRAVERWOOD DRIVE, ANN ARBOR, MI, US 48105)
. {4 ”
L4 CI | C k t h e A p p rove b u tto n Role: Company Approving Official (CAO) - EPA
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Part 4 Scenario A: CAO Sponsors New CDX User

CAO Searches For Pending Role Sponsorship Request

* Click on Role Sponsorship SEPA oo

ta b Home About Recent Announcemeants Terms and Conditions FAQy Help
® Th|S iS an alternative CD); Central Data Exchange zg;;%f\:k (Log aut)

process :to CI'Cklng on . 'MyCD):'l |'[nbox-| | My Proﬁle][Submission Historyl | Payment Histury.l |.E—Enterprise Portal | o
the link in the CDX email

* ClICk on ”P.ending Role Sponsorship Tools
Sponsorship Requests” oo

Pending Sponsorship Requests

[ ] Sele.ct ”Engines and Access Management
Vehicles — Compliance

You are here: Role Sponsorship Tools

& Contact Us

CD) Central Data Exchange Loggedinal  } (Log.out)

MyCDX ‘ | Inbox H My Profile ‘ ‘ Submission History H Payment History H E-Enterprise Portal ‘

Role Spopsorshin/

You are here: Role Sponsorship Tools» Access Management - Search

Access Management — Search

Search Criteria

Information System” for - -
Program Service

* Enter any other desired e_ =
search criteria e

e Click on “Search” button

Program ID Exact

== :

Organization Name




Part 4 Scenario A: CAO Sponsors New CDX User

CAO Approves Pending Role Sponsorship Request

<EPA
Ny’
\’ United States Environmental Protection Agency

Terms and Conditions FAQ Help

H '{ )
* Click “Approve” in
the Actions column =
. CDXs Central Data Exchange Logged inas L J(Log out)
fO r t h e d e S I re d 'MyCDX ‘ "Inbox ‘ ‘ My Proﬁie\‘ ‘ Submission History\‘ ‘ Payment History\‘ ‘ E-Enterprise Portal

p e n d I n g re q u e St You are here: Role Sponsorship Tools» Pending Sponsorship Requests - Search» Pending Sponsorship Request Search

Home About Recent Announcements

Results

Pending Sponsorship Request Search Results

2 items found; displaying 1 to 2. Page 1 of 1
Requestor Information - Request Details - Request Date = Actions
i Organization: EPA
Holly Pugliese car EV- -
(PUGLIESEH) B e V1S 1/13/2020 2:00:41 PM QM
hpugliese@yahoo.com ViewlDetails 9 “RE
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Part 4 Scenario A: CAO Sponsors New CDX User

CAO Signs ES

 Review ESA

* Click “Sign
Electronically”
button

* Review attestation
statement

* Click the “Accept”
button in the pop-
up window

For This Sponsorship Request

i
ﬂm Uinkrd Stotes Ervirorenental Protection Agency

Home Abour Recent Announcements Terms and Conditions FAQ Help

CDX; Central Data Exchange

You are here: Role Sponsorship» Role Sponsorship Signature

Electronic Sponsor Agreement

The electronic sponsor agreement is an agreement between the signature holder and you, on behalf of the arganization, that wil
autharize the signature holder's electronic signature. By signing the sponsaor letter, you will be authorizing the signature holder to
sign andfor encrypt information for your organization.

Authorized Official Siznature

I am am authorizing official and an electronic sisnature holder in TS, EPA's CD3 for the organization listed balow, and I verify that
tha persomn identifiad as the slactronic signzturs holder balow iz authorized to submit on behalf of my organization.
CD¥ User ID: CHRISTIPOIRIER

Wame of Authorized Official: Mz Chrizti Podrier
Company Wame: EFA
Company Address: 2000 TRAVERIWOO!

Zignaturs Date

1 certify, under penalty of law that the information
provided in this document is, to the best of my
knowledge and belief, true, accurate, and complete. T
am aware that there are significant penalties for
submitting false information, including the possibility of
fines and imprisonment for knowing violations.

Electronic Signature Holder for Submizzion of Information

I acknowladze by my signature below that the aceuracy of the statements in all electrome
the anticipatad facts regarding the information deseribed therein Amny kmowing and willf
penalty pursuant to 18USC 1001,

I also zcknowledzs that I zm authorized to submit only on behalf of the organization liste

CDY User ID- PUGLIESEH
MName of Electronic Signzture Holder: Miss Holly Pugliese Decline

63



Part 4 Scenario A: CAO Sponsors New CDX User

CAO Signs ESA For This Sponsorship Request

* This is a 3-step
window.

1. Type
Password and
click “Login”

2. Answer
security
guestion and
click
“Answer”
button

3. Click “Sign”
button
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Part 4 Scenario A: CAO Sponsors New CDX User

CAQO Approves Sponsorship Request

After signing ESA, you will be
returned to the “Role
Sponsorship” tab and no further
action is necessary by CAO for
this sponsorship

The Sponsored User will receive
an email that contains
instructions and a link to
complete their next step in the
process

If the Submitter Role was being
added, this was the last step
and the new role should now be
active. If the CROMERR Signer
Role was being added, the next
section outlines the final
Identity Verification and ESA
steps to be taken by the
Sponsored User.

o EPA
-
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

= Contact Us

CD)4 Central Data Exchange Loggedinas] 1 (Log.out)

MyCDX ‘ ‘ Inbox H My Profile ‘ ‘ Submission History ‘ | Payment History H E-Enterprise Portal ‘

You are here: Role Sponsorship Tools» Pending Sponsorship Requests - Search» Pending Sponsarship Request Search
Results

Pending Sponsorship Request Search Results

0 items found; displaying 0 to 0. Page 1 of 1

Requestor Information Request Details Request Date Actions

No data was found matching your criteria. Please search again.




Part 4 Scenario A: CAO Sponsors New CDX User

Section 4 of 4:

Sponsored User Completes
CROMERR Signer Role Activation By
Completing Electronic ldentity
Verification and Sighing ESA

Note- This section is not required for Submitter Role or if Identity Verification was
already completed as part of CAO Role approval.



Part 4 Scenario A: CAO Sponsors New CDX User
Sponsored User Reviews Account Information

CD); Role Sponsorship Process Logged n as[ Jiegou

* Click “Login...”
link from CDX
email

* Log in to CDX

* Review pending
role sponsorship
and contact
information

e Click “Submit”
button

You are here: Role Sponsorship» Complete Account

Program Service

Please review your contact information below before proceeding to complete your account registration.

Provide Contact Information

EPA

2000 TRAVERWOOD DRIVE
ANN ARBOR, MI, US

48105

Email * |

Phone Number * [

Phone Number Ext

Fax Number




Part 4 Scenario A: CAO Sponsors New CDX User
Sponsored User Provides Identity Verification Information

* Review/Provide
required personal
information for
electronic identity
verification

* Check the box next to
“The name above is
me. Please proceed
with LexisNexis
Validation.”

e Click “Proceed with
Verification”

UUAS “UA Re yisuduuil L LEXIDDNEXIS ™ Loggedinas{ | (Logout)

1. Identity Verification

The program you are registering for requires additional proof of identity. Identity verification allows the EPA to confirm applicants
have provided sufficient identity information in order to conduct business safely and securely. Your options are to use the
electronic identity proofing service for immediate access to your program service or to print and submit a signed form through U.S.
Postal Mail to the U.S. Environmental Protection Agency. Note: Additional LexisNexis® Information

LexisNexis® Instant ID (View Guidance)

Legal Name

I Mo ]

Home Address
Address Line 1*

Address Line 2

City* State* v ||Zip Code*

Home or Personal Phone
Home or Personal Phone

Date of Birth

Month* v | Day* v | Year*
Last 4 of SSN
Last 4 of SSN* Show SSN

The name above is me. Please proceed with LexisNexis® Validation.

Paper Verification Exit 68



Part 4 Scenario A: CAO Sponsors New CDX User

Sponsored User Selects Signature Questions

* Select 5
security
qguestions from
the dropdowns

* Provide the
answer for
each selected
guestion

e Click “Save

Answers”
button

SEPA
\ 7
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

& Contact Us
CDX: Central Data EXChange Loggedinasl '} (Logouf)

CDX Registration: Additional Verification

1. Identity Verification v 2. Signature Question 3. Mobile Number

You are registered for a program that requires signature question verification. Please select five (5) signature questions and
answers. The questions that you select should be questions that you can remember, but difficult for anyone else to guess.

Select 5 Signature Questions and Answers

What is your favorite vacation destination? T ||eesesses
What is your favorite pet's name? T ||eee
Who is your favorite author? v |lsnsnee
What is your favorite TV show? v |lenne
What is your favorite book? e

Show Answers
=
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Part 4 Scenario A: CAO Sponsors New CDX User

Sponsored User Reviews ESA

e Review Electronic
Signature
Agreement (ESA)

* Click “Sign
Electronically”

 Review Attestation
statement

* Click “Accept”

& Contact Us

CD)5 CDX Registration: Additional Verification toggedinas] | (logous)

1. Identity Verificationw 2. Signature Question v 3. Mobile Number « m

Electronic CDX Electronic Signature Agreement

The CDX electronic signature agreement (ESA) is an agreement between yourself and CDX that will authorize your electronic signature. By signing the ESA you agree to
adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign and/or encrypt informatien fer your data flow. For any
questions regarding the CDX ESA please contact the CDX Help Desk.

Signing an electronic document on behalf of another person is subject to criminal, civil, administrative, or other lawful action.

Signature:

Date:

PLEASE MAIL THIS DOCUMENT AS SOON AS POSSIBLE TO:

EV-CIS Team

c/o CGI Federal. Inc.
12601 Fair Lakes Circle
Farrfax, VA 22033

I certify, under penalty of law that the information provided in this document is, to the best of my knowld
and complete. I am aware that there are significant penalties for submitting false information. including
imprisonment for knowing violations. Signing an electronic document on behalf of another person is sub
administrative, or other lawful action.

Cancel

I certify, under penalty of law that the information
provided in this document is, to the best of my
knowledge and belief, true, accurate, and complete. I
am aware that there are significant penalties for
submitting false information, including the possibility of
fines and imprisonment for knowing violations.

Signing an electronic document on behalf of another
person is subject to criminal, civil, administrative, or
other lawful action.
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Part 4 Scenario A: CAO Sponsors New CDX User

Sponsored User Signs ESA

* This is a 3-step
window.

1. Type
Password and
click “Login”

2. Answer
security
guestion and
click
“Answer”
button

3. Click “Sign”
button
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Part 4 Scenario A: CAO Sponsors New CDX User
Sponsored User Completes Role Sponsorship Process

* After completing g
e I e Ct ro n i C I\v’EPA United States Environmental Protection Agency

i d e n t ity Home About Recent Announcements Terms and Conditions FAQ Help
verification and CDY: Central Data Exchange :@% (Log.out)

ESA p I"OCGSS, yO u "Inbox ‘ ‘ My Proﬁle“ ‘ Submission History ‘ ‘ Payment History | ‘ E-Enterprise Portal‘
will be returned
to the “MyCDX”

Services £f Manage CDX Service Availability

Status * Program Service Name s Role s
p a ge See the status for all program services
8 EV-CIS: Engines and Vehicles - Compliance CROMERR
Information System Signer

¢ YO u r n eW ] a8 EV-CIS: I.Engines and Vehicles - Compliance Submitter News and Updates
CROMERR Signer e S H
role will now be

active
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Part 4 Scenario B:

CAO Sponsors New Role For Existing
CDX User



Part 4 Scenario B:

CAO Sponsors New Role For Existing CDX
User

* This scenario has four sections:

e Section 1- CAO Invites User To Create New CDX Account With
Either Submitter or CROMERR Signer Role

e Section 2- Sponsored User Accepts CAO Invitation

e Section 3- CAO Signs ESA Authorizing Sponsored User For The
Requested Role

* Section 4- (Only for CROMERR Signer Role) Sponsored User
Completes CROMERR Signer Role Activation By Completing
Electronic Identity Verification and Signing ESA




Part 4 Scenario B: CAO Sponsors New Role For Existing CDX User

Section 1 of 4:

CAO Invites User With Existing EV-CIS
CDX Account To Add New Role
(CROMERR Signer Or Submitter)




Part 4 Scenario B: CAO Sponsors New Role For Existing CDX User

CAO Begins New “Role Sponsorship” Invitation

* CAO logs in to CDX

* Click on “Role
Sponsorship” tab

* This tab is only visible
for users with CAO role

* Click on “Role

Sponsorship/Invitation”
link

\L;'EPA United States Emviranmental Pratection Agency

Home About Recent Announcements Te  and Conditions

= Contact Us

loggedin] R [Log.ou)
|- Inboxl | My Prnﬁle] | Role Sponsnrshipl | Submission Histnwl | Payment Histur\yl | E-Enterprise Portal |

CD). Central Data Exchange

CDX Service Availability

* Role s

Status ~ Program Service Name

& EV-CI5: Engines and Vehidles -
Compliance Information System

See the status for all program services

Official (Ca0)

\?’EPA United States Emiranmentsl Protection Agency

Home = About

Recent Announcements Terms and Conditions

FAQ | Help

& Contact Us

Logged in a5| | {Log out)

'MyCDX | | Inbux] | My Proﬂle] | Submission Hl'story] | Payment History] |.E-Enterpri5e Portal |

CD): Central Data Exchange

You are here: Role Sponsorship Tools

Role Sponsorship Tools

Tool Description

Role Sponsorship/Invitation Initiate and inform users of request to authorize service access

Pending Sponsorship Requests List and approve/deny requests for service access

Access Management iew and/or maodify existing privileges




Part 4 Scenario B: CAO Sponsors New Role For Existing CDX User

CAO Provides Role Sponsorship Information

* Type sponsored
user’s email
address

 Select “EV-CIS” for
Program Service

e Select the desired
new role (either
Submitter or
CROMERR Signer)

e Click the “Submit”
button

{'}EPA United States Environmental Probection Agency

Home About Recent Announcements Terms and Conditions FAl

CD)% Central Data Exchange Log;::ad.?: aul:L (Liog out)

| MyCDX | | [nbux] | My F’rnﬁlel | Submission Histnr‘:,r] | Payment Histnr‘y] | E-Enterprise Portal

You are here: Role Sponsorship Tools» Role Sponsorship/Invitation

Role Sponsorship

The asterisk (*) denotes a required field.

Step 1: Recipient Information

Provide the email address of the user you wish to
sponsor, If the user does not already exist in COX,

the new user to create 3 COX account,

you can either try a different email address or invite

Step 2: Sponsorship Information

Provide the information for the role vou wish to
sponsor

Program Service *

EV-CIS: Engings znd Vehicles - Compliance Infor v

Role *
[CROMERR Signer ¥ |
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Part 4 Scenario B: CAO Sponsors New Role For Existing CDX User

CAO Confirms Role Sponsorship Information

* Review the provided role S EPA T
sponsorship information e e e e e e

B Contact Us

CDX; Central Data Exchange loggednas| |(esou)

.MyCD): | | [nbux] | My Proﬂle] |.Submi55i0n Histor\,r] | Payment Histur\,r] | E-Enterprise Portal |

* Select “Yes, the provided
email address is correct.” [ T

PY Click the llSubmit” button Role Sponsorship Review

* Review the email of the
sponsored user previously
entered displayed in the
pop-up window

Program Service Engines and Vehicles - Comgpliance Information System
Role CROMERR Signer

e —

Oes, the provided email address is correct.
Mo, the provided email address is incorrect and must

E‘ | i Bad

Email Confirmation

Please confirm the provided email address before sending the invitation.

* Re-type the email of the
sponsored user

e Click the “Confirm” button

Email *

Confirm Email *

This field is required. s




Part 4 Scenario B: CAO Sponsors New Role For Existing CDX User

CAO Completes Role Sponsorship Invitation

* After completin%sponsorship request, you will be returned to the “Role
Sponsorship” tab.

* Sponsored User must now act on email they receive before CAO is prompted to
complete their next step of the process

i
EPA
LY 4 United States Envirsnmeantsl Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

B Contact Us
CD); Central Data Exchange Lngg';d?: ag | (Log out)

.MyCD): | | Inbux] | My F’rnﬁle] | Submission H|'5tnr1:,.r.| | Payment Hi5t|:|r1:,.r.| | E-Enterprise Portal |

You are here: Role Sponsorship Tools

Role Sponsorship Tools

Tool Description

Role Sponsorship/Invitation Initiate and inform users of request to authorize service access
Pending Sponsorship Requests List and approve/deny requests for service access

Access Management View and/or modify existing privileges
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Part 4 Scenario B: CAO Sponsors New Role For Existing User

Section 2 of 4:
Sponsored User Accepts CAO
Invitation To Add New Role




Part 4 Scenario B: CAO Sponsors New Role For Existing CDX User

Sponsored User Reviews Role Invitation

* Click the
“Review...” link in
CDX Sponsorship
Request email

* Type your User ID
and Password

Click “Log In”

 Review the
Sponsorship
information

* Click the “Approve”
button

o
\‘."EPA United States Emironmentsl Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

CDX: Role Sponsorship Process

You are here: Role Sponsorship

v ship Information
Email L ]
Program Service Engines and Vehicles - Compliance Information System
Role CROMERR: Signer
Manufacturer Code EPA

‘You have besn sponsorad for 3 new COX role. Since you have an existing a
to link the new role to your account. If you do not already have a CDX acco)
“Create New Account” button below.

If you experience issues or need assistance with the sponsorship process, p)
1995, (970) 494-5500 for callers from Puerto Rico and Guam.

Log in to existing account

User ID r
Password

Bgassword

Help

= ContzctUs

)
“.?’EPA United States Environmentsi Pratection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CDX; Role Sponsorship Process ;Eéd.: =T (Lo

You are here: Role Sponsorship» Role Sponsorship Review

]
Program Service Engines and Vehicles - Compliance Information System
Role CROMERR Signer

Manufacturer Code EPA

Email l

A CDX official for the program service above is requesting to view your contact infermation to sponsor you for the corresponding
role. You may choose to approve or reject this request by making the appropriate selection below.

COX Help Desk: B88-890-1995 | (970) 454-5500 for International callers

EPAHome | Privacy and Security Motice | Accessibility About CDX. | Frequently Asked Questions | Terms and Conditions | Contact Us
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Part 4 Scenario B: CAO Sponsors New Role For Existing CDX User

Sponsored User Requests Role Access

* Review the assigned
Role and Manufacturer
Code

* Click the “Request Role
Access” button

* Note- These values are
pre-populated from
the CAQ’s sponsorship
request and cannot be
modified here

EPA
N
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ

CD)% Role Sponsorship Process

Help

You are here: Role Sponsorship» Role Sponsorship Review » Account Registration

Registration Information

Program Service

Role

Engines and Vehicles - Compliance Information System

CROMERR Signer

= Contact Us

Loggedinas|____ Jtoa aun)

Provide any required additional information, if applicable.

Select Role

Manufacturer Code *

CROMERR Signer v

EPA
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Part 4 Scenario B: CAO Sponsors New Role For Existing CDX User
Sponsored User Submits Request For New Role

* Review pre-populated
account User
Information

* Click “Select a Current
Organization”

* Click “Submit Request
For Access” button

About Recent Announcements Terms and Conditions FAQ

- Contact Us
CDY; Role Sponsorship Process me:](@gﬂz-

You are here: Role Sponsorship » Role Sponsorship Review » Account Registration

Program Service Engines and Vehicles - Compliance Information System
Role CROMERR Signer

The following information was entered by a CDX user on your behalf. Please review and make any modifications before completing
your profile information. Fields with asterisks (*) indicate required fields.
Part 1: User Information

The program you are registering for requires additional proof of identity. Later in the registration process you will be given the
option to use LexisNexis, an identity proofing service. LexisNexis will pull your first, middle and last name exactly as it is
entered on this page.

Middle Initial

Last Name * [ ]

Suffix

Part 2: Organization Info

elect a Current Organization
Request to Add an Organization

Select a Current Organization

Select an organization from the dropdown list.

EPA (2000 TRAVERWOOD DRIVE, ANN ARBOR, MI, 48105, US) ¥

D
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Part 4 Scenario B: CAO Sponsors New Role For Existing CDX User

Sponsored User Waits For CAO To Take Next Step

e After submitting the request for a new role, you will be returned to the
“MyCDX” screen where the new role will be visible but not active

* Your CAO must now act on the email they receive before you can complete
the process

[ 2]
N
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

= Contact
CD)4 Central Data Exchange Logﬁ:] (Log out)

"Inbox ‘ ‘ My Proﬁle“ ‘ Submission History ‘ ‘ Payment History ‘ "E-Enterprise Portal |

Services o Manage CDX Service Availability

Status *~ Program Service Name

s Role s
See the status for all program services
& EV-CIS: Engines and Vehicles - Compliance CROMERR
Information System Signer

a EV-CIS: Engines and Vehicles - Compliance Submitter News and Updates
Information System
No news/updates.
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Part 4 Scenario B: CAO Sponsors New Role For Existing User

Section 3 of 4:

CAO Signs ESA Authorizing
Sponsored User For The Requested
Role




Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User

CAO Approves Role Sponsorship Request From Email

e Click the “Review...”
link from CDX email

* Click “Select an
Existing Role

 Select your
Organization

* Select “CAQO” for the
Role that you will
use to approve this
request

* Click the “Approve”
button

s )
v
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions

CD)& Role Sponsorship Process

You are here: Role Sponsorship»» Role Sponsorship Review

Email sara.zaremski@gmail.com

Organization EPA (2000 TRAVERWOOD DRIVE, ANN ARBOR, MI, US 48105)
Program Service Engines and Vehicles - Compliance Information System

Role Submitter

Manufacturer Code EPA

Role Information

A request was submitted for you to sponsor the CDX role above. Please select the role you wish to use as a sponsor for this
request.

QSeIect an Existing Role
Add a New Role

Organization: EPA (2000 TRAVERWOOD DRIVE, ANN ARBOR, MI, US 48105) ~

Role: Company Approving Official (CAO) - EPA
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Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User

CAO Searches For Pending Role Sponsorship Request

 Alternatively, click on
thg Role Sponsorship
ta

* Click on “Pending
Sponsorship
Requests” link

* Select “Engines and
Vehicles —
Compliance
Information System”
for Program Service

e Click on “Search”
button

\I?'Em Uinited States Environmmental Protection Agenty

Home About Recent Announcemeants
CD); Central Data Exchange

.MyCD): | | [nbox] | My Proﬁle-| | Submission Historyl | Payment Histury.l | E-Enterprise Portal

You are here: Role Sponsorship Tools

Role Sponsorship Tools

Tool

Role Sponsorship/Invitation

Access Management

Terms and Conditions FAQy H

CD) Central Data Exchange

h I hip Tools h
Access Management — S h

arch Criteri.
Email

ser ID
First Name
Last Name
oooooooo hip Status s
rganization Name

ogram Service * d Vehicl f
ole

ogram I
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Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User

CAO Approves Pending Role Sponsorship Request
From Search Results

([ C | i C k IIA p p r‘ove ” ( O r \-’EPA United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

“Reject”) in the

CDX: Central Data Exchange Loggedinas[___ (Log.out)

ACt I O n S COl U m n fO r 'MyCDX ‘ "Inbox ‘ ‘ My Profile\‘ ‘ Submission History\‘ ‘ Payment History\‘ ‘ E-Enterprise Portal

t h e d e S I re d p e n d I n g You are here: Role Sponsorship Tools» Pending Sponsorship Requests - Search» Pending Sponsorship Request Search
Results

request

Pending Sponsorship Request Search Results

2 items found; displaying 1 to 2. Page 1 of 1
Request Date = Actions

L1

Requestor Information - Request Details

Holly Pugliese Organization: EPA T
Program Service: EV-CIS .
(PUGLIESEH) Role: CROMERR Signer 1/13/2020 2:00:41 PM
I I View Details T
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Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User

CAO Signs ES

 Review ESA

* Click “Sign
Electronically”
button

* Review attestation
statement

* Click the “Accept”
button in the pop-
up window

For This Sponsorship Request

i
ﬂm Uinkrd Stotes Ervirorenental Protection Agency

Home Abour Recent Announcements Terms and Conditions FAQ Help

CDX; Central Data Exchange

Conbact L

You are here: Role Sponsorship» Role Sponsorship Signature

Electronic Sponsor Agreement

The electronic sponsor agreement is an agreement between the signature holder and you, on behalf of the arganization, that wil
autharize the signature holder's electronic signature. By signing the sponsaor letter, you will be authorizing the signature holder to
sign andfor encrypt information for your organization.

Authorized Official Siznature

I am am authorizing official and an electromic signature holder in TS, H
tha persomn identifiad as the slactronic signzhurs holder balow iz authori

CD User ID:

Mame of Authorized Official:
Company Wame:

Company Addrazs:

Zignaturs

I certify, under penalty of law that the information
provided in this document is, to the best of my
knowledge and belief, true, accurate, and complete. 1
am aware that there are significant penalties for
submitting false information, including the possibility of
fines and imprisonment for knowing violations.

=

Electronic Signature Holder for Submizzion of Information

I acknowladgze by my signature below that the aceuracy of the statemed
the anticipatad facts regarding the information deseribed therem Ay H
penalty pursuant to 18USC 1001,
I also zcknowledss that I zm authorized to submit only on behalf of thi
CD User ID: U
Mame of Electrome Signature Holder:

- -
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Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User

CAO Signs ESA For This Sponsorship Request

 This is a three-
step window.

1. Type Password
and click the
“Login” button

2. Answer
security
guestion and
click the
“Answer”
button

3. Click the “Sign”
button
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Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User

CAQO Approves This Sponsorship Request

» After signing ESA, you
will be returned to the
“Role Sponsorship” tab
and no further action is
necessary by CAO for
this sponsorship

* If the Submitter Role
was being added, this is
the last step and the
new role should now be
active. If the CROMERR
Signer Role was being
added, the next section
outlines the final
|dentity Verification and
ESA steps to be taken by
the Sponsored User.

o EPA
-
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

CD)é Central Data Exchange &= Confact Us

MyCDX ‘ ‘ Inbox H My Profile ‘ ‘ Submission History ‘ | Payment History H E-Enterprise Portal ‘

You are here: Role Sponsorship Tools» Pending Sponsorship Requests - Search» Pending Sponsarship Request Search
Results

Pending Sponsorship Request Search Results

0 items found; displaying 0 to 0. Page 1 of 1

Requestor Information Request Details Request Date Actions

No data was found matching your criteria. Please search again.

i'w-.*- d




Part 4 Scenario B: CAO Sponsors New Role for Existing User

Section 4 of 4:

Sponsored User Completes
CROMERR Signer Role Activation By
Completing Electronic ldentity
Verification and Sighing ESA

Note: This section is not required for Submitter Role or if Identity Verification was
already completed as part of CAO role approval.



Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User
Sponsored User Reviews Account Information

CD); Role Sponsorship Process Logged n as[ Jiegou

* Click “log in...” link
from CDX email

* Log in to CDX

* Review pending
role sponsorship
and contact
information

e Click “Submit”
button

You are here: Role Sponsorship» Complete Account

Program Service

Please review your contact information below before proceeding to complete your account registration.

Provide Contact Information

EPA

2000 TRAVERWOOD DRIVE
ANN ARBOR, MI, US

48105

Email * |

Phone Number * [

Phone Number Ext

Fax Number
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Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User
Sponsored User Provides Identity Verification Information

* Review/Provide
required personal
information for
electronic identity
verification

* Check the box next to
“The name above is
me. Please proceed
with LexisNexis
Validation.”

e Click “Proceed with
Verification”

UUAS “UA Re yisuduuil L LEXIDDNEXIS ™ Loggedinas{ | (Logout)

1. Identity Verification

The program you are registering for requires additional proof of identity. Identity verification allows the EPA to confirm applicants
have provided sufficient identity information in order to conduct business safely and securely. Your options are to use the
electronic identity proofing service for immediate access to your program service or to print and submit a signed form through U.S.
Postal Mail to the U.S. Environmental Protection Agency. Note: Additional LexisNexis® Information

LexisNexis® Instant ID (View Guidance)

Legal Name

I Mo ]

Home Address
Address Line 1*

Address Line 2

City* State* v ||Zip Code*

Home or Personal Phone
Home or Personal Phone

Date of Birth

Month* v | Day* v | Year*
Last 4 of SSN
Last 4 of SSN* Show SSN

The name above is me. Please proceed with LexisNexis® Validation.

Paper Verification Exit 94



Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User

Sponsored User Selects Signature Questions

¢ S e I e Ct fi Ve \%EPA United States Environmental Protection Agency
security

Home About Recent Announcements Terms and Conditions FAQ Help

q UEStIOnS frOm CDX:; Central Data Exchange = Contact s

Loggedinasl ) [Log.out)

the d ro pdowns CDX Registration: Additional Verification

e Provide the

a n Swe r fo r You are registered for a program that requires signature question verification. Please select five (5) signature questions and
e a C h S e I e Cte d answers. The questions that you select should be questions that you can remember, but difficult for anyone else to guess.

q u e St i O n Select 5 Signature Questions and Answers

What is your favorite vacation destination? T ||eesesses
¢ Cl | C k Hsave What is your favorite pet's name?
A V) Who is your favorite author? v |lesesee
n Swe rs What is your favorite TV show? v |lenne

b u tto n What is your favorite book? v | lesse

Show Answers
=
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Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User

Sponsored User Reviews ESA

e Review Electronic
Signature
Agreement (ESA)

* Click “Sign
Electronically”

 Review Attestation
statement

* Click “Accept”

& Contact Us

CD)5 CDX Registration: Additional Verification toggedinas] | (logous)

1. Identity Verificationw 2. Signature Question v 3. Mobile Number « m

Electronic CDX Electronic Signature Agreement

The CDX electronic signature agreement (ESA) is an agreement between yourself and CDX that will authorize your electronic signature. By signing the ESA you agree to
adhere to the conditions listed on the agreement below. Once the ESA has been signed, you will be authorized to sign and/or encrypt informatien fer your data flow. For any
questions regarding the CDX ESA please contact the CDX Help Desk.

Signing an electronic document on behalf of another person is subject to criminal, civil, administrative, or other lawful action.

Signature:

Date:

PLEASE MAIL THIS DOCUMENT AS SOON AS POSSIBLE TO:

EV-CIS Team

c/o CGI Federal. Inc.
12601 Fair Lakes Circle
Farrfax, VA 22033

I certify, under penalty of law that the information provided in this document is, to the best of my knowld
and complete. I am aware that there are significant penalties for submitting false information. including
imprisonment for knowing violations. Signing an electronic document on behalf of another person is sub
administrative, or other lawful action.

Cancel

I certify, under penalty of law that the information
provided in this document is, to the best of my
knowledge and belief, true, accurate, and complete. I
am aware that there are significant penalties for
submitting false information, including the possibility of
fines and imprisonment for knowing violations.

Signing an electronic document on behalf of another
person is subject to criminal, civil, administrative, or
other lawful action.
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Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User

Sponsored User Signs ESA

* This is a three-
step window.

1. Type
Password and
click “Login”

2. Answer
security
guestion and
click
“Answer”
button

3. Click “Sign”
button
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Part 4 Scenario B: CAO Sponsors New Role for Existing CDX User
Sponsored User Completes Role Sponsorship Process

* After completing g
e I e Ct ro n i C I\v’EPA United States Environmental Protection Agency

i d e n t ity Home About Recent Announcements Terms and Conditions FAQ Help
verification and CDY: Central Data Exchange :@% (Log.out)

ESA p I"OCGSS, yO u "Inbox ‘ ‘ My Proﬁle“ ‘ Submission History ‘ ‘ Payment History | ‘ E-Enterprise Portal‘
will be returned
to the “MyCDX”

Services £f Manage CDX Service Availability

Status * Program Service Name s Role s
p a ge See the status for all program services
8 EV-CIS: Engines and Vehicles - Compliance CROMERR
Information System Signer

¢ YO u r n eW ] a8 EV-CIS: I.Engines and Vehicles - Compliance Submitter News and Updates
CROMERR Signer e S H
role will now be

active
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Part 5:

Tools for CAOs



Part 5: Tools for CAOs

Role Sponsorship Tab For CAOs

* The “Role Sponsorship” tab
will be visible to any EV-CIS
user with CAO role

e There are three tools to assist
with CAO Role Sponsorship
responsibilities:

1. Role Sponsorship/Invitation

(Send invitation for new CDX
user or new EV-CIS role)

2. Pending Sponsorship
Requests (Search for
pending sponsorship
requests)

3. Access Management
(Revoke/Reactivate user

&EPA United States Emvironmental Protection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

= Contact Us

CDX Central Data Exchange loggsdinzz  }(lecow)

IIE::H  Inbox| .My Proﬁlg Role Sponsorship Smeission Hrstory.l | Payment History.l | E-Enterprise Portal |

Services

- -
>

Status ~ Program Service Name

- EV-CIS: Engines and Vehicles -
Compliance Information System

Official (Ca0)

\"; EPA United States Envirarmentsl Pratection Agency

Home & About

Recent Announcements Terms and Conditions FAQ Help

B Contact Us
Logged in as {Log out)

CD)% Central Data Exchange

.MyCD)( | | [nhu:{] | My Proﬂle] | Submission History] | Payment Histur\y] | E-Enterprise Portal |

You are here: Role Sponsorship Tools

Role Sponsorship Tools

Tool Description

Role Sponsorship/Invitation

Initiate and inform users of request to authorize service access

Pending Sponsorship Requests

roles)

Access Management

List and approve/deny requests for service access

View and/or modify existing privileges




Part 5: Tools for CAOs

Tool 1: Role Sponsorship/Invitation

"
#Em United States Emvinonmental Pratection Agency

Click on “Role
ISfpck)nsorship/lnvitation”
in

Enter email of user you
wish to sponsor for new
CDX account or new role

Select “Engines and
Vehicles — Compliance
Information System” for
Program Service

Select the role for this
user (Submitter or
CROMERR Signer)

Click the “Submit” button

Home About Recent Announcements Terms and Conditions FAQ Help

= Contact Us

Logged in ag {Log_out)

CD) Central Data Exchange

.MyCD)( | | Inbuxl | My Proﬁle-| | Submission Hl'storyl | Payment Histuryl | E-Enterprise Portal |

You are here: Role Sponsorship Tools

)
“?’Em United States Emvirormental Probection Agency

Home About Recent Announcements Terms and Conditions FAQ Help

Role Sponsorship Tools

Role Sponsorship/Invitation

CDX; Central Data Exchange :gcgidfnn aut:l (Log out)

-MyCD)( | | [nbu:{] | My Proﬁle.l | Submission Hl'story.l | Payment History] |-E—Enterpri5e Portal |

Pendimy s

Access Management

You are here: Role Sponsorship Tools» Role Sponsorship/Tnvitation

Role Sponsorship

The asterisk (*} denotes a required field,

Step 1: Recipient Information Step 2: Sponsorship Information

Provide the email address of the user you wish to Provide the information for the role you wish to
sponsor, If the user does not already exist in CDX, SpONSOr.

you can either try a different email address or invite
the new user to create a COX account. Program Service *

EV-CIS: Engines and Vehicles - Compliance Info ¥
Email *

I Role *

CROMERR 5igner ¥

@E 101




Part 5: Tools for CAOs

Tool 2: Pending Sponsorship Requests

"
“.'."Em United States Emvinonmental Pratection Agency

* Click on “Pending ——

Sponsorship CDX; Central Data Exchange S
1 .MyCD)( | | Inbuxl | My Proﬁle-| | Submission Hl'storyl | Payment Histuryl | E-Enterprise Portal |
Requests” link

 Select “Engines and
Vehicles — Compliance
Information System”
for Program Service

You are here: Role Sponsorship Tools

SEPA
Ny
" United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions 7.11] Help

Role Sponsorship Tools

Tool

& Contact Us
loggedinad | (Log.out)

MyCDX ‘ ‘ Inbox H My Profile | ‘ Submission History | | Payment History H E-Enterprise Portal|

CDX: Central Data Exchange

Pending Sponsorship Requests

You are here: Role Sponsorship Tools» Pending Sponsorship Requests - Search

Pending Sponsorship Requests - Search

Search Criteria

* Enter any additional

search criteria : .
e Click the “Search” .

Organization Name

v
Program Service * M
v

Role

button

Program ID Exact




Part 5: Tools for CAOs

Tool 2: Pending Sponsorship Requests

EPA
M
\’ United States Environmental Protection Agency

o CAOS WI | | Se e a I I Home About Recent Announcements Terms and Conditions FAQ Help
pending sponsorship CDYX; Central Data Exchange ) o
re q u ests fo r a I I u Se rS MyCDX | | Inbox || My Profile | | Submission History || Payment History || E-Enterprise Portal |
fo r t h e i r CO m pa ny You are here: Role Sponsorship Tools» Pending Sponsorship Requests - Search» Pending Sponsorship Request Search
o o Results
(i.e., with the same
M a n ufa CtU re r Cod e) Pending Sponsorship Request Search Results

d I f h . h 3 items found; displaying 1 to 3. Page 1 of 1
rega r e S S O W I C I“ﬂ—‘;g%rm s Request Details = Request Date +» Actions
CAO sponsored the Organization: ENVIRONMENTAL PROTECTION

';?{)Eggm Service: EV-CIS 3/2/2020 5:03:53 im
U S e r Role: Submitter PM @Reject

View Details

(] CAOS Ca n IIA p p rove” gégﬁgination: ENVIRONMENTAL PROTECTION g

e EVL /2/2020 4:45:01 :
o . §)) Prog.ram Sgrwce. EV-CIS SM Appr Qve
or “Reject™ any iamie Ot
I Organization: US EPA
S po n SO rS h I p re q u eSt Pr?;rnalrznaggrr\ltice: EV-CIS g{v}[ZOZO 8:55:19 v

Role: Submitter Approve

for a ny user View Details @Reject

B




Part 5: Tools for CAOs

Tool 3: Access Management

"
#Em United States Emvinonmental Pratection Agency

* Click on “Access
Management” link

 Select “Engines and
Vehicles —
Compliance
Information System”
for Program Service

* Enter any additional
search criteria

e Click the “Search”
button

Home About Recent Announcements Terms and Conditions FAQ Help

CD) Central Data Exchange :g;r;df aul:l (Log_out)

.MyCD)( | | Inbuxl | My Proﬁle-| | Submission Hl'storyl | Payment Histuryl | E-Enterprise Portal |

You are here: Role Sponsorship Tools

& Contact Us
Logged in as|:| (Log_out)

Role Sponsorship Tools CDX Central Data Exchange

Tool MyCDX ‘ ‘ InboxH My Profile ‘ ‘ Submission History H Payment History H E-Enterprise Portal ‘

Role Sponsorship/Invitation

You are here: Role Sponsorship Tools» Access Management - Search

Access Management

Access Management - Search

Search Criteria

Email Exact
User ID Exact
First Name Exact
Last Name Exact

Ny
Sponsorship Status

Organization Name M
Program Service * < Engines and Vehicles - Compliance Information System ¥ ’

Role v

Program ID Exact

—— —




Part 5: Tools for CAOs

Tool 3: Access Management

o CAO S WI I | S e e a | | \""EPA United States Environmental Protection Agency
ro | e S fo r a I I u S e rS fo r Home About Recent Announcements Terms and Conditions FAQ Help
th EI rcom pa ny ( | e. , CD): Central Data Exchange ppomwrenr [ N
W it h t h e Sa m e MyCDX H Inbox H My Profile ‘ ‘ Submission History H Payment History H E-Enterprise Portal ‘
You are here: Role Sponsorship Tools» Access Management - Search » Access Management Search Results
Manufacturer Code)
rega rd IeSS Of W h |C h Access Management Search Results
CAO S po n SO re d a 25 items found; displaying 1 to 20. Page1of 2 b M

Sponsored - : - Last a -
u S e r Users = Sponsorship Details Status Updated s Actions

Organization: EPA
o )) Proglram Service:_ EV-CIS 1/15/2020
* CAOs can “Revoke o e e G
o M ”
or “Reactivate™ any

View Details

Organization: EPA
Program Service: EV-CIS

ro | e fo r a ny u S e r Role: Submitter Active gg%gzpo[q X Revoke

Manufacturer Code: EPA
View Details

Organization: US EPA

Program Service: EV-CIS .
Role: CROMERR Signer Inactive %folgéz?igw ’
Manufacturer Code: EPA I cactivate

View Details




Appendix: General Resources

* EV-CIS Account Setup

* https://www.epa.gov/ve-certification/account-setup-engines-and-
vehicles-compliance-information-system-ev-cis

 Documentation on the new process will be posted on this page
when it is available

* Questions regarding accounts and/or the new process can be sent
to verify@epa.gov

 EV-CIS Listserver

* https://lists.epa.gov/read/all forums/subscribe?name=verify

106


https://www.epa.gov/ve-certification/account-setup-engines-and-vehicles-compliance-information-system-ev-cis
mailto:verify@epa.gov
https://lists.epa.gov/read/all_forums/subscribe?name=verify



