
UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 

WASHINGTON, D.C. 20460 

OFFICE OFJUL 26 2019 SOLID WASTE ANO 
EMERGENCY RESPONSE MEMORANDUM 

SUBJECT: Certification Memo for OIG Management Alert: "To Minimize the Risk of 
Environmental Harm, EPA Needs to Re-Evaluate the Security'· Report No. l 8-
P002 l 7, dated June 21, 2018 

FROM: Barnes Johnson. Director ~l!rtk? 
Office of Resource Conservation and Recove 

TO: Holly W. Greaves, Chief Financial Officer 
Office of the Chief Financial Officer 

Audit Report Number: I8-P00217-167 

Audit Report Title: Management Alert: "To Minimize the Risk of Environmental 
Harm, EPA Needs to Re-Evaluate the Security'· 

Audit Report Date: 2018-06-2 1 

Resolution Date: 2018-08-21 

I certify that all corrective actions specified in the July 31 , 20 18 memo from OLEM Acting 
Assistant Administrator Barry N. Breen to Inspector General Arthur Elkins that pertain to the 
Office of Resource Conservation and Recovery have been completed. 

All sufficient and relevant documentation is available in the ORCR Office AFC-s records/files to 
support this conclusion. 

Internet Address (URL) • http://www.epa.gov 
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High Level Intended Due Date 
Correcti e Action 

OLEM engaged with the 
U. . D partment f 
Hom land Securi 

o. 01 
Recommendation 

Obtain an und r tanding of 
the impact of a breach of 
th P · El tronic 

aluate th 

infi rmation from the U. 
D partrnent of Homeland 

ecurity and r -
ecurity categorization 

according! . 

R -e aluate th 
cal gorization of the 
Electronic Manife t system 
annually or when there are 

ecuri 

ignificant change to the 
tern (including allowing 

the y tern to b used by 
emergenc re ponder ) a 
required b the P ' 
Information curity Ri k 

factor OHS con into 
asses ing the impact of a 
breach f the PA" 
Electron i Mani Fe t 

system's hazardou waste 
information and determined 
whether re-evaluation of 
the ecuri categorization, 
indep ndent of the annual 
re-evaluation, is necessa 
OLEM e-Manife t 
Security Plan include a 
proce for re-evaluating 
the security categorization 
of the lectronic anife t 

tern annuall or when 
there are ignificant 
change (including any 
potential u e of the y tern 
by emergenc r ponders) 
as required by the PA"s 
information Security - Ri sk 
Asse ment Procedures. 

A e 

ln c 

ment Pr cedures. 

ordination with the OLE ill coordinate, ith omplete b 
the PA Office of 
Envir nmental Information 
and, a necessary. the 

ational Institute of 
Standard and Technology 
to detennine whether the 
Electronic Manife t 
s stem' hazardou 
waste information hould 
be handled a Pollution 
Pre enti n and ontrol 
Information or In entory 
ConlTol Information with 
special consideration for 
hazardous \ a te . and 
detennine whether re
evaluation of the ecurity 
categorization, independent 
of the annual re-e aluation. 

re pon et 
OIG 
07/3 1/2018 

May 17 
2018 

E idence of Completion 

Memo and attachments on file 

Completed: 07-31-2018 

Memo and attachment on file 

Completed: 04-30-2019 

Review Page 

Completed: 05-17-18 

EPA Office of 
En ironmental Information 
and the ational Institute 
of tandard and 
Technology determine 
whether the Electronic 

hazardou material 
in~ nnation should be 
handled as P llution 
Pr ntion and ontrol 
Information or In entory 
Control lnformation with 
p ial con id ration for 

hazardou mat rial and 
re-e aluate the ecurity 
categorization accordingly. 
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