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As a whole, these efforts helped us to identify specific categories for the organization’s programs 
and key functions.   
 

While the majority of AO’s responsibilities are considered enabling and support 
functions that support the outcomes of all five of the Agency’s strategic goals and cross-goal 
strategies, we also have direct reporting responsibilities for sub-objectives under several goals in 
EPA’s Strategic Plan. As such, AO relies on Agency and organizational policies, guidance, and 
internal standard operating procedures (SOPs) to identify and manage the potential for 
vulnerabilities in its key functional and non-discretionary areas.   

 
In mid July, AO’s Associate Administrators and Staff Office Directors submitted annual 

assurance letters to me with the results of their FY 2011 internal control reviews.  Their 
certifications are the basis for my attesting to the soundness of AO’s internal controls.  
Information from the program offices is consolidated into this submission and presented in 
accordance with the Chief Financial Officer’s FMFIA guidance.  The discussion immediately 
below addresses the following areas: 
 
 Adjustments to Program Review Strategies and Multiyear Plans; 
 How AO works with internal and external partners to identify risk; and 
 How AO uses the Lead Region processes to identify risks. 

 
Program Review Strategies and Multiyear Plans were reviewed for more than 47 key 

functions and operations (e.g., budget formulation and execution; human resources management; 
correspondence control, FOIA, and records management; AO’s audit management process; 
information technology management and IT security; and offices responsible for: EPA’s 
communication and public outreach (via the media/Internet, hardcopy publications and direct 
public engagement and environmental education channels); homeland security communication; 
management and oversight of  EPA’s Federal advisory committee process; policy, economics, 
and regulatory review; Science Advisory Board; administrative law; Civil Rights; children’s 
health protection efforts; small business program activities, etc.).   AO’s FY 2011 Program 
Review Strategies and Multiyear Plans are attached in a separate file. 
 

Each AO office conducted reviews this year to identify new or existing areas whose 
internal controls could be further strengthened to support key functions/activities; i.e., the Office 
of Regional Operations (ORO), Office of Executive Services (OES), and the Science Advisory 
Board (SAB).   

 
In addition, the offices continue to reassess the effectiveness of their internal controls and 

identify opportunities to realign their operations to advance the Administrator’s priorities.  For 
example, the Office of External Affairs and Environmental Education (OEAEE) is considering 
the implementation of additional program review strategies in FY 2012 and reassessing the 
current internal controls for the Environmental Education Program.  During this fiscal year, the 
Office of Environmental Education (OEE) experienced extensive professional staff changes. 
OEE reassessed its priorities and expanded the vision, mission, and goals of the Program to meet 
its broader educational outreach initiatives. 
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The Office of the Executive Secretariat (OEX) updated its multiyear plan to reflect 

completion of the Vital Records Review, Executive Correspondence Process Review, the 
Freedom of Information Act Process Review, and information technology initiative; i.e. 
converting paper-based processes to electronic filing.  

 
The Environmental Appeals Board (EAB) revised its program review strategy and multi-

year plan to support: streamlining its e-filing and e-docketing system to reduce inefficiency and 
redundancy in a user’s submission of data and filings to the Board; and reviewing and updating 
its operating procedures to ensure that they are current and reflect best practices in Board 
operations.   

 
The Office of Congressional and Intergovernmental Relations (OCIR) revised its 

program review strategies and multi-year plan, allowing staff to better identify control objectives 
and strategies for addressing potential vulnerabilities in the OCIR programs and operations.  This 
was necessary due to new management and realignment of the organization.   
 

Regarding our efforts to identify risk, AO relies on the coordination of its work with 
headquarters program offices including the Office of the Chief Financial Officer (OCFO) and 
Office of the Inspector General (OIG), the regional offices, representatives from the RTP Shared 
Service Center, Finance Centers, Office of Management and Budget (OMB), Government 
Accountability Office (GAO), Office of Personnel Management (OPM), etc.   Early in FY 2010, 
I personally met with the Inspector General and the Deputy Inspector General to ascertain any 
outstanding, unresolved or new issues that may require management’s attention.  Based on this 
meeting, no significant issues were identified.  Ongoing coordination with our internal and 
external partners helps to ensure that AO’s policies, procedures and processes comply with the 
relevant requirements and needs of these entities and to reasonably ensure the protection of our 
operations, functions, and resources against fraud, waste, abuse, and mismanagement as 
discussed below.  

 
  Human Resources Management   
 

AO’s human resources management activities (e.g., the processing of all human resources 
matters, including personnel actions involving new hires, transfers, reassignments, employee 
relations, promotions, awards, etc.) are carried out in compliance with the policies of the Agency 
and OPM.  Internal standard operating procedures and guidelines are in place to ensure 
consistency and to minimize the potential for risks.   
 
 To ensure the most effective use of our resources, I instructed AO’s Principal Deputy 
Associate Administrators and Staff Office Directors to implement a new approach and 
procedures to strategically integrate personnel and budget decisions for the remainder of this 
fiscal year (via March 28, 2011 memorandum entitled “Strategic Personnel Management in 
AO”).  The goal of this effort is to examine all reasonable efficiencies and alternative staffing 
arrangements before proposing new hires (or vacancy “backfills”), and to ensure that scarce 
resources are applied to the highest priorities from an AO-wide perspective.  Each program 
office manager analyzes its workforce needs and develops a Strategic Personnel Plan for my 
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consideration.  These plans serve as the basis for hiring decisions and ensure the effective 
monitoring of AO’s payroll resources. 

Periodic meetings are convened with internal and external customers (e.g., program 
office managers/staff, the RTP Shared Service Center (RTP SSC), OES analysts, etc.) to discuss 
the status of personnel actions, address issues and/or changes to human resources policies.  Also, 
OES’ Chief of the Administrative Management Staff in coordination with the RTP SSC, 
identifies individuals having a need to access human resources systems, including the Human 
Resources Activity Tracking System (HRACTS).    

Working closely with our in-house developer of AO’s Personnel Database, we are able to 
ensure that the appropriate program level contacts and managers have “read only” access to 
routine reports (i.e., the Weekly Tracking Report which monitors the daily status of personnel 
requests and the Monthly Staffing Report which provides detailed personnel information (i.e., 
grade, salary, next within grade increase, etc.)).  Both processes are used to control and limit 
access to the sensitive/private information contained in these databases while providing 
managers with the information they need to effectively manage their personnel resources.  In 
addition, we are working with RTP on the compatibility of both systems to ensure that the users 
have access to real-time information.  OES is reviewing the data entered into the systems and the 
reports to ensure accuracy and consistency in meeting the users’ needs.  
 
  Budget Formulation and Execution 
 
  AO’s Office of Executive Services develops out-year budgets, manages and also 
oversees current year budgets and operating plans for all 14 offices.  Payroll and FTE 
utilization oversight and control are provided for the organization.  This work is carried out in 
accordance with the Agency’s budget formulation policies and guidance.  It is supported 
through coordination with OCFO, OMB, the AO managers, the use of EPA’s database systems 
and AO’s internal finance and personnel databases.  The budget formulation and execution 
processes are monitored and/or updated through routine analyses, in preparation for periodic 
and/or ad hoc reports/briefings for senior managers, and the systematic coordination of data 
accuracy with OCFO.  

 
  We have worked diligently to increase transparency and efficiency while maintaining 
the appropriate level of internal controls for budget execution.  Through the continued 
utilization of the AO Finance database, managers are kept abreast of their current budgeted and 
expended levels on a nearly real-time basis.  Having near real-time data has allowed AO to 
fully utilize 2010/2011 appropriated resources prior to the funds expiring.   
 

In addition, data from AO’s Finance Database are compared to that in the Agency’s 
Financial Data Warehouse to ensure alignment, accuracy, and completeness upon finalization of 
enacted operating plans. These processes and systems provide access to the information 
necessary for carrying out AO’s budget responsibilities. Therefore, the organization is able to 
execute its operating plan according to the Agency’s guidance and policies and reflect 
accurately the utilization of AO’s resources.  
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We are continuing to improve our tracking and projection of payroll utilization in order to 
avoid a potential shortfall at the end of the fiscal year.  AO managers identify staffing and 
resource needs during the current year budget discussions.  OES will convene quarterly 
meetings with AO managers to discuss their status of funds.  This additional monitoring activity 
will help to ensure that the usage is in alignment with execution of the operating plan. 

 
As a result of the Agency's continued focus on accountability, greater emphasis will be 

placed on formulation of the out-year (FY 2013) budget.  This will involve addressing funding 
levels and comparisons with prior-year spending earlier in the year.  In anticipation of reduced 
resources, we will continue to work across the organization to prioritize programs and resource 
needs and to ensure appropriate funding for the Administrator’s priorities. 
 

Information Technology/Database/Systems Development 
 

AO’s database development staff are located in OES.  Discussions regarding database 
security and vulnerabilities are held with system owners during the project lifecycle.  System 
owners and managers are informed of their responsibilities to ensure compliance with EPA and 
OMB’s mandated policies and procedures.  
 

Risk levels vary from application to application due to differences in data sensitivity and 
availability.  System owners may assume some level of risk which is documented in security 
plans and maintained by the system owners, as well as other documentation as required by 
Agency policy.   

 
Information Security/Continuity of Operations Program (COOP)  

AO’s information security program and COOP are managed by staff in OES.  
Responsibilities include oversight of the organization’s security practices, providing advice and 
guidance to managers and staff to ensure the prevention of information breaches, conducting 
routine Agency and federal level security assessments of major applications and general support 
systems; and ensuring that AO personnel complete the annual IT security training.   
 

The COOP team monitors AO’s capabilities to perform essential functions during or in 
the event of a security threat or an emergency.  The methods and frequency of assessing and 
monitoring the internal controls associated with these functions are intrinsic to the Agency’s 
policy, guidance, and standard operating procedures.  Routine tests are conducted to ensure the 
readiness of AO personnel in the event of a COOP emergency.  In addition, internal standard 
operating procedures are in place to support the continuity function.   
 

Correspondence Control 
 
AO’s Office of the Executive Secretariat (OEX) engages internal and external partners in 

identifying risk through its correspondence and Correspondence Management System (CMS) 
focus group meetings, the AO records contact network and the AO FOIA contact network.  Each 
group meets on a monthly basis to discuss issues of concern, changes to regulations, policies or 
procedures and best practices. Not only are new or emerging risks quickly identified, the groups 



6 
 

work to mitigate risks by revising operating procedures, partnering with external organizations, 
such as the Office of General Counsel, National Archives and Records Administration and 
National Computer Center staff, and reporting to the office director and other AO senior staff. 
 

Coordination with Lead Regions 
 

  AO coordinates its work with the Lead Regions through several mechanisms; e.g., the 
Office of Regional Operations (ORO) serves as AO’s ombudsman and critical link between the 
senior leadership in headquarters and the regional offices.  This Office is responsible for 
ensuring that the regional views and perspectives are incorporated into the formulation of 
Agency and national policy decision making.  Information between headquarters and the regions 
is shared via the Lead Region System (LRS), a process designed to ensure the quality of Agency 
decisions by providing an organized, consistent and effective mechanism for regional input into 
the major phases of decision making.  The LRS provides a forum for senior level discussions to 
incorporate regional perspectives into AO’s planning, budget, and programmatic work.  In 
addition, ORO serves as the Agency lead to the Lead Region Coordinators Network, providing 
training to personnel on the roles and responsibilities of a Lead Region Coordinator; hosting 
monthly conference calls with the Lead Region Coordinators; and participating with them on 
Agency-wide workgroups to synthesize and factor regional perspectives into national dialogues.   
 

AO’s Office of Homeland Security (OHS) works closely with the program offices and 
the Lead Region for Homeland Security (i.e., Region 8) in evaluating progress toward meeting 
homeland security responsibilities.  In FY 2011, a review and evaluation of the Agency’s 
homeland security requirements, accomplishments and remaining challenges was conducted.  
This strategic review of existing statutes, presidential directives and national plans that contain 
significant homeland security taskings will result in a comprehensive update to EPA’s Homeland 
Security Priority Workplan, help to prioritize work and fill scientific and technical gaps.  OHS 
also continues to interact with external stakeholders (e.g., White House National Security Staff, 
and other federal agencies) to gather input on EPA’s priorities and to coordinate planning, 
research, and information sharing. 
 
  FMFIA coordination with the Lead Region (Region 7):  AO offices that identify 
new/emerging issues or have the lead for addressing Agency-level weaknesses, work with the 
Lead Region Coordinator to develop the organization’s formal response.  In FY 2011 and prior 
years, Lead Region Coordinators have solicited input from the regional offices and submitted 
coordinated responses on AO’s corrective action plan for the Agency-level weakness entitled 
“Program Evaluation.”  This coordination work and the regional responses are documented in 
each of AO’s annual Assurance Letters to the Administrator.  The FY 2011 regional responses 
are attached under a separate file. 
 

Regarding the budget process, regional input on the identification of AO’s program 
priorities, areas identified for investment/disinvestment and the development of the out-year 
budget is coordinated through the Lead Region Coordinator.  The Lead Region Coordinator 
gathers information summarizing the impacts of these activities from regional counterparts for 
submission to AO.  As part of EPA’s FY 2013 Budget Planning effort conducted in June 2011, 
AO worked with the Lead Region Coordinator to identify activities and programs that 
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represented the highest and lowest priority levels for both headquarters and across the regions.  
This collaborative effort ensured that both headquarters and the regions reached consensus on the 
direction of AO’s key areas of focus going into the July 2011 Budget Forum. 
 
RESULTS OF INTERNAL CONTROL REVIEWS
 

:  Over Programmatic Operations  

  Budget Formulation:  The FY 2010 and 2011 review results indicated that our processes, 
procedures, and supporting documentation for each budget function are effective and minimize 
the potential for the risks.  An additional internal control for monitoring activities was identified 
and involves convening quarterly meetings with the Staff Office Directors to discuss their status 
of funds.    
 
  The AO Audit Follow-up Coordinator uses a “tickler” system for periodic status reviews 
of corrective actions and to ensure that due dates are met.  Data is updated in MATS.  Electronic 
copies of the status reports are retained as records.  These activities help to ensure that the data 
are current and available for incorporation into the Agency’s semi-annual reports to Congress. 
As of June 2011, all audits assigned to AO with Corrective Actions Pending were closed. 
   
  Database/Systems Development: While adequate internal controls were in place upon 
review of the database/systems management function and its standard operating procedures, the 
need to further strengthen them was identified.  We are committed to developing database 
application solutions quickly, effectively and securely, and thus believe that it is imperative to 
maximize the transparency of standard operating procedures and processes as well as increase 
formal collaboration between AO’s development staff, system owners, and IT security staff.  
OES personnel will continue to assess, develop and implement follow-up actions as needed. 
 

IT Security:  Standard operating procedures are reviewed and updated, as necessary for 
all general support systems (GSS) and major applications (MA).  Each GSS and MA’s security 
plan is reviewed every 3 years or if there is a major change in the configuration according to the 
start date of the systems’ lifecycle.  As a result of effective internal controls, AO continues to 
remain compliant with OMB and the National Institute of Standards and Technology (NIST) 
standards for all reportable general support systems and major applications.      
 

Based on the findings of the annual review, new plans of action and processes were 
implemented for initiating new GSS and MA systems into the Agency’s technical environment.  
This includes initial meetings with the system owners, briefings, lifecycle, financial, training and 
security assessments to support the system owners’ decision making activities.   
 

Internal control review results reported by several AO offices are summarized below. 
 

The Office of Children’s Health Protection (OCHP) began the implementation of its 
multi-year Strategic Plan.  Baseline data were collected to establish targets for goals, objectives 
and measures.  A database also was developed to track progress towards meeting the goals and 
objectives of the plan.  OCHP is using this strategy to direct its annual planning, which serves as 
the annual program review.  This internal control will help to enhance OCHP’s ability to 
minimize potential risks.  
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Reviews for a majority of the Office of Congressional and Intergovernmental Relations’ 

(OCIR) programs and operations were completed between Fiscal Years 2010 and 2011.  The 
reorganization in the Office of Congressional Affairs (OCA) converted the non-supervisory team 
leaders to supervisory analysts for their respective teams.  This created another level of 
accountability within the management chain and has been effective in allowing the operations to 
run more efficiently as anticipated.  A review of the internal controls for OCA operations is 
underway. 

While developing the Action Plan for the Agency’s FY 2011 Cross-cutting Strategy on 
Strengthening State, Tribal and International Partnerships, an important component of EPA’s 
Strategic Plan, OCIR committed to completing a review of the National Environmental 
Partnership Performance System’s (NEPPS) implementation practices and identifying new 
approaches to improve overall effectiveness, public credibility and program accountability.  This 
review currently is underway and on track to meet the September 30, 2011 deadline.     
 

The Office of the Executive Secretariat (OEX) continued its ongoing reviews of the low-
risk control objectives identified in its program review strategies.  No new vulnerabilities were 
identified for the vital records and correspondence reviews. The FOIA review identified 
vulnerabilities related to paper-based procedures and lack of engagement of senior political staff.  
Following the review, the FOIA Coordinator undertook a campaign of outreach and education, 
which succeeded in building rapport and confidence in the FOIA team and process, and a 
conversion of the paper-based processes to more efficient technology-based processes. 
 

OEX delayed distribution of the Correspondence Management System Customer 
Satisfaction Survey pending completion of upgrades to both the server/network infrastructure 
and core application software (Captiva InputAccel and EMC Documentum). The CMS System 
Administrator anticipates that these changes will address several known user concerns. OEX 
management believes that a survey that gauges the effectiveness of these changes in addressing 
those concerns would be much more valuable than one that duplicates information about known 
problems and pending user requests. The upgrade work is scheduled to be completed in late FY 
2011 and the survey will be conducted shortly afterward.  
 

The Office of Federal Advisory Committee Management and Outreach (OFACMO) 
completed internal control reviews for the following key program functions: FACA Policy and 
Oversight for all 22 EPA Federal Advisory Committees:   FACA Policy and Guidance/Sub-
activity: Guidance Development; FACA Oversight: Committee Monitoring and Evaluation; and 
Training and Outreach/Sub-activity: DFO and Committee Member Orientation and Training. No 
vulnerabilities were identified.      
 
  The Science Advisory Board (SAB) completed a review of its records for all SAB 
advisory meetings held from 2003-2009 and the process for compensating advisory members 
who served as SGEs during calendar year 2010.  Internal procedures are in place to verify and 
track the payments. Another round of internal control reviews of the 2010-2011 FACA records 
will be conducted in FY 2013. 
 
  As required under the Federal Advisory Committee Act (FACA), records of advisory 
activities must be kept and archived according to the appropriate records schedule.  Internal 
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controls were strengthened by establishing an SAB product database that houses information and 
records related to federal advisory meetings. Workflow procedures identifying which records are 
retained according to NARA schedules and the roles and responsibilities of SAB personnel for 
data entry and approval were instituted. The SAB Staff uses this product database with new 
features that periodically generates a list of public meetings and related records to ensure that the 
data are entered within the deadlines imposed by the GSA regulations.  
 
 The Office of Policy’s (OP) internal control reviews are still in progress. The National 
Center for Environmental Economics’ (NCEE) Economic and Decision Sciences (EDS) program 
review is expected to be completed by late October 2011 and the Office of Policy’s Office of 
Regulatory Policy and Management (ORPM) Action Development Process (ADP) program 
review is expected to be completed by June, 2012. 
 

A Statement of Work to support OP’s FMFIA review of the EDS program and related 
research grants was completed and approved for funding in March 2011; the contractor's Work 
Plan was approved in April.  The primary goal of this evaluation is to determine whether 
resources dedicated to the EDS program are being used effectively.   
 
 ORPM will analyze the beginning stages of the Agency's Action Development Process 
(ADP).  The ADP represents the internal policies and procedures used by the Agency to facilitate 
development of informed, timely and well-supported regulations.  Through the ADP, the Agency 
publishes approximately 100 regulations signed by the Administrator each year.  This program 
review will be conducted in consultation with the Agency's Regulatory Steering Committee and 
Regional Regulatory Coordinators.  ORPM is in the process of securing contractor support.  
 
 The Office of Small Business Program’s (OSBP) Asbestos and Small Business 
Ombudsman (ASBO) Program’s review of potential procurements revealed no instances of 
contract bundling, to date.  In the past the internal control review process has allowed OSBP to 
identify and mitigate potential instances of bundled contracts.   
 

OSBP also is scheduling acquisition planning meetings with all EPA headquarters and 
regional offices.  These meeting are designed to ensure that small business procurements are 
fairly represented in the Agency’s procurement forecast for FY 2012– FY 2014.  All acquisition 
planning meetings are scheduled to be completed no later than October 1, 2011. 

 
In FY 2010, the Administrator commissioned an independent review of the Office of 

Civil Rights (OCR) by the consulting firm Deloitte, Inc.  In April 2011, Deloitte produced a 
report that found a number of deficiencies and challenges for the Office.  In response, the 
Administrator established a Civil Rights executive group tasked with evaluating the Deloitte 
report and other information and to develop recommendations for her consideration.  It is 
anticipated that the recommendations will be developed by September 30, 2011. 
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RESULTS OF INTERNAL CONTROL REVIEWS:  Over Financial Activities (OMB 
Circular A-123, Appendix A)    
 
Description of the Control Environment:  See PDF Form AL 2011-005 submitted as a 
separate file.   
 
Unliquidated Obligations (ULOs):  Information from all AO offices was selected for testing 
the effectiveness of the internal control (i.e., monitoring ULOs).  Using the 2011 report in the 
ULO Desktop Tool, we were able to cross check the Reason Codes that AO’s Funds Certifying 
Officials assigned to funding documents against file documentation maintained in the Office of 
Executive Services.  Based on the results of the review and documentation obtained, AO’s 
internal control appears to be suitably designed and operating effectively to ensure that the 
program offices are monitoring the status of their obligations and expenditures, and fully 
expending or de-obligating funds, where appropriate.  See PDF Form AL 2011-008(c) submitted 
as a separate file. 
 
Grants Management:  In May 2011, we updated our guidance (entitled “Guidance for AO’s 
Project Officer File Structure”) with a recommended file structure for the AO grants file system.  
The update also includes examples of appropriate file documents and the link for records 
management information.  These improvements were made in response to the Office of Grants 
and Debarment’s FY 2010 review (i.e., the Comprehensive Performance Review (CPR), 
Assessing Conformance with EPA Requirements Establishing and Managing Grant Files). 
 
CURRENT WEAKNESSES    
 

The Office of the Administrator has the lead for addressing the Agency-level weakness 
entitled “Program Evaluation.” Please see AL Form 2011-003 (submitted as a separate file) for a 
discussion on the status of our progress.  Based on comments received, the regions are in 
agreement with our actions taken to date to address the OIG’s concerns. Copies of the detailed 
regional comments and examples of their activities that support program evaluation are attached 
in a separate file.  
 
MANAGEMENT CHALLENGES AND POTENTIAL WEAKNESSES IDENTIFIED BY 
OIG, GAO, AND OMB      
 

The Office of the Administrator is submitting responses to the following management 
challenges: 
 

Office of the Inspector General’s “Need for a Greater Coordination of Environmental 
Efforts.”  This management challenge is addressed in the attachment AL Form 2011-004 
submitted as a separate file. 

 
General Accountability Office’s “Incorporating Protection of Children's Health as an Integral 
Part of EPA's Everyday Business.”  The Office of Children’s Health Protection (OCHP) has 
management controls in place to address this management challenge.  The development of an 
Agency-wide cross cutting strategy for children’s health and the completion of the OCHP 
Strategic Plan have increased the Agency’s focus on children’s health protection issues.  In 
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addition, specific actions were established to meet Office goals.  AO’s response to this 
management challenge is presented in the attachment AL Form 2011-004 submitted as a 
separate file. 

 
General Accountability Office/Office of the Inspector General’s “Oversight of Delegations to 
States.”  Although OCIR is not directly responsible for state programs or oversight, the 
Office is responsible for working with national program managers, regions, and other 
appropriate offices to identify and address areas where the Agency could collaborate with the 
states to continue data improvements and national program accountability.  AO’s response to 
this management challenge is presented in the attachment AL Form 2011-004 submitted as a 
separate file. 

 
NEW OR EMERGING ISSUES 
 
Information Technology/Database-Systems Development:   

 
During the internal control review of AO’s database systems development function, we 

identified as an emerging issue, the need to further improve standard operating procedures and 
processes to:  ensure consistency, provide a more comprehensive understanding of how this 
function is managed, continue to adequately minimize risks and ensure compliance with Agency 
and OMB security requirements. We believe that in this environment of decreasing budgetary 
resources yet increasing demand from AO leadership and other NPMs for developing database 
application solutions quickly, effectively and securely, it is imperative to maximize the 
transparency of standard operating procedures and processes as well as increase formal 
collaboration between development staff, system owners, and IT security staff. 

 
In addition, increasing the transparency and effectiveness of the database systems 

development function involves a more formal process for addressing issues such as determining 
whether the systems meet the quality standards set by the system owner; whether systems meet 
minimum security requirements; ensuring that business processes are adequately documented 
and well understood; minimizing or identifying deficient product development and life cycle 
management; developing systems that are reliable or producing complete, accurate, and valid 
information; and ensuring customer satisfaction.  To address these issues, AO’s Office of 
Executive Services (OES) will develop a workplan which may include the follow-up actions 
listed below:  

 
 Reviewing the database systems development functions of other NPMs.  This may also 

include shadowing or detail assignments; 
 

 Developing a Business Case template form to be completed for all new database 
development requests.  The template will include a series/checklist of questions to address; 
for example, scope of the project, estimated time and resource burden, prioritization level, 
whether a new database development is required or whether an existing database can be 
augmented, the type/sensitivity of the data source, etc.  The form would be completed in a 
collaborative effort by the senior developer, system owner, and as appropriate, AO’s IT 
security staff; 
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 Improving the process of prioritizing requests and providing more guidance to the 
development staff on the most pressing and critical database needs of AO and/or the 
Agency; 
 

 Conduct formal monthly meetings between OES Director, Chief of the Resources 
Management Staff and development staff to discuss the status of on-going database 
projects; and 

 
 Develop a brief post-development survey for distribution to system owners after database 

deployment to solicit formal feedback and customer satisfaction with completed 
applications. 

 
Homeland Security Communication:   

 
In FY 2011, the President signed the Food Safety Modernization Act (FSMA).  FSMA 

assigns EPA new leadership responsibilities in coordinating with the Department of Homeland 
Security, the Department of Health and Human Services, and the U.S. Department of 
Agriculture, to develop and exercise standards, plans and protocols for the decontamination and 
disposal issues following a food or agricultural emergency.  We are working closely with 
headquarters and regional offices and our interagency partners to address these new 
requirements. 

 
OHS is also working closely with headquarters offices and the regions to create a 

structured, systematic Foreign Visitor Screening Program.  This program is designed to identify 
and mitigate the unintended loss of sensitive information or technology to a foreign government 
or organization.  One of the first pillars of this counter-defensive program is the drafting of an 
EPA Order.   The Order is necessary to ensure that EPA’s scientific and technical expertise, 
which is highly valued in the United States and across the world, is adequately protected.   It is 
also being written to ensure that AO’s efforts to collaborate with its foreign partners continue to 
be mutually beneficial.   
 

The Office of the Administrator does not believe that the issues described above rise to 
the level of a material or Agency weakness.  We will continue to monitor each issue and report 
as appropriate.  
 
ACCOMPLISHMENTS AND BEST MANAGEMENT PRACTICES    
 
The Compliance Review of AO’s FMFIA process was conducted by OCFO in April. Excerpts 
from the draft findings are presented below. 
 
 In general, AO managers have a strong understanding of FMFIA concepts and processes, and 

have incorporated both into their daily management activities.  
 

 It is clear that AO’s senior management (including the Deputy Chief of Staff and the 
Administrator) consider FMFIA meaningful, and has created a culture that supports and 
encourages managers to perceive management integrity as a critical component of their 
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responsibilities.  Management Integrity is viewed as vitally linked to their programmatic 
priorities.  
 

 AO managers do not view FMFIA as a once-a-year process, but as an opportunity to create a 
snapshot of ongoing management activities. While some managers reported that they may 
not actively label these ongoing management activities in terms of “FMFIA,” they 
understand how the annual assurance letter process connects to tools already in place.  
 

 Several managers noted that “OCFO needs to continue to ensure that it communicates how 
FMFIA adds value to what they already do, so that they will see it as more than a paper 
exercise.”  

 
Budget Execution:  Unliquidated Obligations (ULOs):  AO’s database development staff 
created the Agency’s ULO Desktop Tool to review and track ULOs and ushered in an 
electronic review process. The effective monitoring of ULOs was previously an Agency-wide 
concern, as historically ULOs were monitored via a manual process with inconsistent oversight. 
 
 In addition, OES staff can monitor the status of unliquidated obligations on a routine basis, 

and work with individual AO offices to reconcile the ULOs, particularly those that are the 
most outstanding in terms of age and highest dollar value.  This has enabled AO to 
significantly reduce the number of outstanding ULOs.   

 
Working Capital Fund (WCF):  Over the past year, a large-scale effort was conducted to 
review and reconcile WCF charges.  This effort included:   
 
 Revising the methodology used for tracking AO’s WCF costs by breaking out billing codes 

at the program office (RC) level; this allowed programs to become more aware of their 
WCF expenditures.  In addition, this enabled OES staff to work with the individual AO 
offices to review and monitor their WCF service needs and expenditures. 
 

 Ensuring the stoppage of services for personnel no longer in AO. 
 

 Reviewing WCF charges for existing staff and ensuring that the proper levels of services 
are aligned with their job function.  As a result, AO programs are proactive in cost cutting 
wherever possible.  AO realized a 28% decrease in FY 2011 spending compared to the 
same point in time for FY 2010.   
 

COOP:  In May 2010, AO’s Office of Executive Services provided the oversight and 
monitoring of an annual emergency scenario, Eagle Horizon 2010, which demonstrated the use 
of the organization’s essential functions.  The scenario also tested the AO’s ability to 
effectively use the Agency’s COOP policy, guidance, and standard operating procedures.  The 
Federal Emergency Management Agency (FEMA) evaluated AO’s ability to resume essential 
functions during this emergency scenario; and the Agency received a “GREEN” (i.e., passing) 
rating.  
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Assistance Agreements:  The Grants Coordinators’ Workgroup conducted 15 file reviews in 
FY 2011, monitored closeouts and convened quarterly meetings with the Grants and 
Debarment (GAD) Division.  These quarterly meetings help us to remain informed of the 
Agency’s latest policies and procedures.  AO’s Post Award Monitoring Plan was identified as a 
model template for the Agency. 

 
Administrative Efficiencies:  AO is in the process of reviewing and analyzing efficiencies and 
the possibility of establishing Centers of Excellence to maximize the effective utilization of its 
resources; and ensure that the workforce has the necessary skills to carry out the 
Administrator’s priorities and meet the needs of the organization.  The following three 
workgroups were established in support of this effort. 
 
 The Hiring Workgroup is working toward identifying problems/bottlenecks, and ways to 

streamline the process including enhanced coordination with the RTP Shared Service 
Center and other external entities.  The OES analysts are reviewing the recommendations 
addressing workload, the hiring and recruitment processes and timeframes and will follow-
up with the senior managers. 
 

  The Travel Administrative Efficiencies Workgroup was created to (1) evaluate how each 
office manages travel; (2) identify problem areas and opportunities to increase efficiency; (3) 
improve effectiveness in the process; and (4) achieve cost saving.  This workgroup 
developed a questionnaire (to be completed by all travelers and preparers) with the goal of 
identifying areas in need of improvement and necessary skill sets for both the travelers and 
travel preparers.  The results will be analyzed.  The Workgroup intends to develop a “User’s 
Guide/Best Practices Guide to assist travelers and the processors of travel requests. 

 
 The Records Management Workgroup is currently developing records management policies 

and an implementation strategy.  
 
Discussion of Accomplishments per AO Program Office: 
  
Office of Executive Services (OES):  In January 2011, a new permanent Resources 
Management Staff (RMS) Chief was hired, which has provided stability and completed the 
transition from the former Chief.  As part of the transition effort to quickly and effectively on-
board the new Chief, as well as to increase coordination with AO offices, a series of "meet and 
greet" sessions were conducted with representatives from each of AO's offices and OCFO.  
These sessions were extremely successful, not only for the transitioning of the new Chief, but 
to inform all participants on the successes, issues and challenges related to AO's budget 
formulation, budget execution, and payroll/personnel forecasting.   

 
 With a new permanent RMS Chief in place, and through a highly coordinated effort 

between headquarters offices and the Lead Region, OES successfully completed a FY 2012 
President's Budget Request on behalf of AO.  With strict guidelines to limit spending, OES 
was able to work with its internal and external customers, reach consensus on all difficult 
budget decisions, and prepare a budget request for AO that was fiscally responsible while 
maintaining sufficient resources to meet the needs of the Agency and the Administrator's 
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priorities.  OES fully expects to continue and expand this collaborative effort during the 
development of the FY 2013 budget request. 
 

Office of Homeland Security (OHS) successfully used intelligence and national security 
information to prepare senior Agency officials for international meetings and negotiations.  OHS 
also participated in a series of exercises, including National Level Exercise 2011, which was a 
government-wide drill designed to test the ability to respond to a major earthquake in the central 
United States.  
 
October 2011 Lead Region Transition:  Office of Regional Operations (ORO) successfully 
led, managed, and coordinated the FY 2011-2012 lead region transition as follows:   ORO 
coordinated with the Regions as they identified and hired new Lead Region Coordinators and 
managed the process for the selection of backups.  In support of the transition effort to quickly 
and effectively assemble the team before October 1st

 

, ORO hosted a two day intensive training 
for the new Lead Region Coordinators.  Evaluation results from the training were extremely 
positive and these sessions were very successful in providing participants with expertise in 
budget, planning and programmatic areas.  

Office of External Affairs and Environmental Education (OEAEE):  The Office of Web 
Communications (OWC) launched the One EPA Web project to restructure EPA’s website.  
The Office worked with OEI, headquarters and regional offices on efforts to firmly establish 
social media as a core communications strategy; OWC established a new effort using social 
media to answer questions during the Japanese Nuclear emergency.  

 
 A variety of free events at the National Mall were coordinated to celebrate Earth Day to 

include:  an environmental crime scene forensics demonstration, cutting-edge automotive 
technology, climate change habitat loss exhibits, environmental videos, an interactive kid’s 
book, and environmental demonstrations, etc.  
  

 The Office of Environmental Education led an intra-agency process to develop the 
ecoAmbassadors program, which meets the Administrator's priority of expanding the 
conversation on environmentalism and working for environmental justice.  The goal is to 
more actively engage with nontraditional stakeholders; it employs a train-the-trainer model 
to expand the reach of the program beyond the initial participants.    

 
 In FY 2011, the OnCampus ecoAmbassador program hired 27 students at 19 schools as 

interns to be official EPA representatives.  They were tasked with implementing one of four 
EPA voluntary programs on their campuses (WasteWise, Energy Star, the Pesticide 
Environmental Stewardship Program, or the Green Power Partnership) and organizing three 
awareness events (Radon, Fix-a-Leak week, and Earth Day).  Eighteen students from 12 
schools successfully completed the program.  Several students made major changes on their 
campuses – they started the first recycling program, began composting food waste, changed 
campus landscaping policy, and expanded recycling to a wider audience.  The awareness 
events were also very successful – over 5,000 students were reached during the three events 
at all the participating schools. 
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Office of Children’s Health Protection (OCHP): Managing the Children’s Health Protection 
Advisory Committee (CHPAC):  In addition to renewing the charter for the CHPAC and 
enhancing diversity among the membership, OCHP identified two near-term cross-cutting topics 
for the CHPAC to consider;         i.e., Indoor Air and Prenatal Exposures to Chemicals.  OCHP 
worked with EPA offices to create charges for the Committee.  The CHPAC delivered 
recommendations to the Administrator.   
 

In addition, OCHP reviewed and identified necessary science-related activities as part of 
the process for developing the Office’s strategy.  A number of key areas of focus were identified 
for activities in FY 2011 and FY 2012.  OCHP staff participated in Agency-wide research 
planning, risk assessment method development and science policy implementation efforts. 
 
Office of Congressional and Intergovernmental Relations (OCIR) led the Agency’s review 
of potential worksharing opportunities among state partners.  The ongoing efforts of this review 
identified worksharing opportunities that will lead to better utilization of resources and 
strengthened partnerships among EPA and the states.   
 
 A best management practice involves savings in travel expenditures due to the increased use 

of regional resources and technology (i.e., video teleconferencing).  Examples include the 
recent Regional Congressional Liaison meeting held via video teleconference.  Alternatives 
for travel are also being identified for appropriate LGAC meetings. 

 
Office of the Executive Secretariat (OEX):  Consistent and timely review of the accuracy and 
completeness of records, processing speed and overdue assignments has resulted in significant 
performance improvements.  In FY 2010, the team processed 11,805 pieces of controlled 
correspondence in an average of 2.11 days, exceeding the Office standard of 2.00 days.  During 
the first nine months of FY 2011, the team processed 8,519 pieces in an average of 0.94 days, a 
reduction of 55 percent. 
 
 Paper-based processes and procedures for managing the Administrator’s and Deputy 

Administrator’s correspondence records were converted to electronic files, eliminating the 
need to store and manage more than 11,000 paper files each year and reducing Federal 
Records Center storage costs.  
 

 The Correspondence Management System (CMS) administrator worked to change the way 
costs are recovered through the Working Capital Fund.  Recognizing that the per-user, per-
month billing model was inherently flawed and discouraged user subscriptions, he 
successfully lobbied the WCF Board to move to a flat fee assessed per Responsible Program 
Implementation Office (RPIO). This change eliminated barriers to use, and user subscriptions 
increased by approximately14 percent since the beginning of FY 2011. This increase and 
more logical rate structure should assure a stable source of funding until the application is 
retired.   

 
 The CMS team embraced the EPA’s green information technology, server consolidation and 

cloud computing initiatives, volunteering to migrate to the new technologies, serving as a test 
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case and assisting in engaging other application owners to encourage adoption. CMS now 
serves as a model of efficiency and progressive use of emerging technologies. 
 

 By converting paper-based processes to electronic applications, OEX has dramatically 
lowered costs to FOIA requestors by eliminating duplication fees – unless otherwise 
requested, responsive records are provided to requestors as Portable Document Format files 
instead of paper copies. Increased use of technology in FOIA processing also supports the 
Telework Enhancement Act of 2010. OEX can now offer telework opportunities to an entire 
team. The AO FOIA Coordinator now teleworks once a week. The new procedures also have 
resulted in greater accountability, facilitated easier access to documents and made redaction 
much simpler and faster. Together, these initiatives have helped AO meet its legal 
obligations more effectively and efficiently and provide better service to the public. 

 
Office of Civil Rights (OCR) revised its internal investigation process to allow formal 
complaints to be filed on the basis of sexual orientation (EPA Order 1000.31A).  In addition, 
OCR: 
 
 Successfully and timely submitted the MD-715 report to EEOC; 
 Had the highest percentage of employees trained under the No Fear Act (i.e., 95%); 
 Included EEO language in the PARS standards of every supervisor and manager; 
 Closed approximately 18 of the oldest Title 7 EEO complaints; 
 Finalized the Administrator’s 2011 EEO Policy Statement; EPA’s new Anti-Harassment 

Policy; and the “Limited English Proficiency” Order; and 
 Developed Anti-Harassment Procedures (to be negotiated with the unions). 

 
Office of Small Business Programs completed an upgrade to the Disadvantaged Business 
Enterprise (DBE) Program Integrated Grants Management System (IGMS) module and will 
continue to monitor the data for accuracy. 

 
 Developed a comprehensive small business training course for the Agency’s acquisition 

community which will include updates on new legislation and regulations impacting small 
business contracting.  Personnel participating in the courses will receive continuous learning 
credits.   

 
Office of Federal Advisory Committee Management and Outreach adopted a best 
management practice that involves separating the expenditures for each federal advisory 
committee that it manages into categories for travel and contract fees.  As a result, the Office can 
better forecast additional expenditures that may be needed to support the committees.  Also, 
these expenditures can later be easily reported in GSA’s federal advisory committee database.   
 
Science Advisory Board (SAB):  In order to save time and resources in responding to FOIA 
requests, the SAB instituted an electronic process (e-FOIA) to respond to public requests for 
information not available on the SAB website. Rather than printing thousands of e-mails and 
assembling multiple boxes of hard copies, a disk is provided to the requester and a copy is 
maintained for SAB’s records. In the pilot test of the e-FOIA process, staff time was reduced 
from 3 weeks to 3 hours.   
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Environmental Appeals Board’s review of e-filing practices resulted in committing funds to 
have RTP write a new program for submission of electronic filings to the Board.  This program 
also will be used by the Office of Administrative Law Judges, making the submission systems 
consistent. 
 
Office of Administrative Law Judges in keeping with its GPRA goals, maintained a consistent 
track record in completing or closing out cases by decision or settlement, on average, within 18 
months of receipt.  OALJ also:  
 
 Extended ADR opportunities to cases referred by other federal agencies under interagency 

agreements; 
 
 Revised the Administrative Law Uniform Citation Style Sheet to ensure consistent, internal 

citation of cases, regulations and rules in the area of administrative litigation; 
 
 Developed a process by which the office-level orientation manual for new hires, law clerks, 

and student volunteers is kept current; and 
 
 Initiated an effort to modify all existing interagency agreements to be on the same fiscal 

schedule, contain identical procedural and substantive clauses, and to improve 
reimbursement processes. 

 
CLOSING    
 

The Office of the Administrator is committed to evaluating and reviewing its internal 
controls on a routine basis to maintain quality control, avoid vulnerabilities, and ensure 
consistency in our work processes and compliance with Agency and Federal laws and 
regulations.  If you have questions regarding our efforts, please feel free to contact me at 564-
6082. 
   
ATTACHMENTS    
 
 AO FY 2011 Program Review Strategies and Multiyear Plans 
 Description of Control Environment - PDF Form AL 2011-005 
 A-123 Review of Unliquidated Obligations (ULOs) – PDF Form AL 2011-008(c) 
 Update on Agency-level Weakness “Program Evaluation – PDF Form AL 2011-003 
 Regions’ Responses to AO’s Agency Level Weakness: “Program Evaluation” – PDF Form 

AL 2011-003 
 AO Responses to Management Challenges: 3 PDF Forms AL 2011-004 

o “Need for a Greater Coordination of Environmental Efforts;”  
o “Incorporating Protection of Children’s Health as an Integral Part of EPA’s Everyday 

Business;” and 
o “Oversight of Delegations to States”  

 
cc: Annette Morant, OCFO 
 Aileen Atcherson, OCFO 
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 Patrick Gilbride, OIG 
 Diane E. Thompson, Chief of Staff 















      

             
        

     

             
              

               
     

            
           

           
              
          

            
              

            
              

            
              

             
              

              
            

             
            

     

    

      

                
               

               
              

                
          

                 
               

            



                 
              
             

             

             
            

              
             

             
              

          

                
             

             
  

      

               
              
              

             
            

        
          

                
           

                
            
           

    

             
             

             
                
              

             



        

  

              
             
                 

  

               
                

             
               

              
              

            
             

          
            

              
               

             
             

      

             
              

     

             
              

                 
              

  

    

               
            

             



          
              

                
           

              
            

    

             
                

              
             

            
         

                  
                  

               
                

             
     

              
           

       

              
             
            

           
            

            
                   

               
                  

             
              

            
             

            
              

             



              
                 

             
              

              
             

              
               

             

     

               
              
           

  

               
             

    

       
     

                
 

    

                   
              
           
             

          

     

              
                 

        



      

               
              

        
              

      

             
 

                

           

               
                 

               

             

                  
         

  

        
    

     
       

        
     
       

        
       
        

    
   
  







      

                 
          

     

   

                 
              

             
              

    
      
    
     

      
     
     
    

        
    
     

     
   

    
     

   
  

 
          

               
                

                  
                  

      

              
                

                
             



                
                

              
             

              
           

            
              

               
                 

               
                
        

             
              

            
             

              
            

             
               

             

     

   

               
             

               
                 

               

    

               
               

           
             

            
               

               



               
               

             

        

              
                  

               
  

  

                 
            

        

        
    

              
             

       

                

     

           

      

               
             

              
             

              
                 
               

              
                 

                
    



                   
            

      

             

  

                  
               
 

     
      
     
   
      
        
     

	    
   
   

   





  


          

  

             
                

       

                 
                

             
           

      

       

                 
            

            
           
            

            
             
            

        
           

              
            

            
           

            
    

            
            

              
         

            
             
            



             
             

              
             

     

           
              

           
             

            
             

           
            
          

             
         

          
         

            
      

            
             

          
          

         

             
              

            
               

              
             
       

               
               
           

          
             
      

              
            

            







    

   

               
               

               
             

                
 

     

    







     

   

   
     

    

 


   

     

           

  

  

 
 

   

    



   
     

    

 	         
 

 	          

 	          

 	           

 	     

 	      

 	        

 	       

   

 	     

 	          
 

 	         

  

    



  

 

 	       

 	        
   

 	      

 	      

 	          

 	      

 	       

  	         
  

 	          

        
   

 	         

       
       

 	          

 	        
   

      

  



  

 

 	           

 	      

 	        
    

 	       

       
   

 	       

 	        

 	           

 	        

 	            
      

 	       

 	        

 	        

 	         
  

 	         
  

  



  

 

 	          
   

 	      

 	          

 	        

  	     

 	       

 	         
 

 	         
  

 	        

 	       

 	     

 	     

 	         

 	       

 	      

 	     

  



  

 

 	          
 

 	     

 	       

 	           
   

 	      

 	           

 	      

 	     

 	        
 

 	     

  	      

 	       

 	     

 	       

 	      

 	      

  



  

 

 	    

 	        

 	        
     

 	       
 

 	        

 	       
 

 	        
  

 
	

    

 
	

    

 
	

        
   

 	    

  	     

  	         
  

 	       

 	       

  



   

 

 	     

 	     

 	      

  	          
 

                 
         

             
        

 	     

 	        

 	     

 	          
 

        
 

 	        

 	        

           

 	       

 	      

  



  

 

 	         
  

 	      

 	       

 	       

 	    

 	         
   

 	       

           

 	            
  

        
  

 	       

 	         
 

  	        

          

        

  



  

 

 	         
  

 	         

 
	

    

         

 	         
  

      
   

     

  

        

  







            
            

            
           

            
             

                
              

      

            
                
               

               
             

               

             
              

             
           

      

     

  
  

	     
    
   







 	   

   

                 
             
           







    

  	  

    

  

    
	  

  	    

  	      
	  

  	    
   	       
	  

  	    
	  

  	    
    	    
	  

   	    
	  

  
	

   
 
	

 

   
  	  

 

   
   

    
 

   
 

  	
    	

 
  	

   	
 

	     	    	      

    



  


  

	  

 	       

   	    
	  

  	    
	  

  
	

   
 
	

 
 

  	
   

	
 

   	
   

	
 

  	
   

 	
 

   
   	  

  

   
  

 

   
 

   
 

   
 	    

 
   

 
	

   
     

  
	

 

   
  	  

 

  	
   

    
    
 

        	  	 	   

        



     

   

	  

	   	    

  	    
	  

   
	

   
	

 

  	    
 

   
 

   
   

 

   
 

   
    

 

   
 

   
 

   
 

    
 

   
  

   

   
 

   
  

   
  

 

   
 

     	 	
	
	   

 	       







             

 

             
             

 

                  
             

              
                

              
           

             

              
                

              

                  
             
            

           
             

          

  

               
               

              
               

               
                 

               

           

                  
                

               
             
            

    

                 
    



              

             

             
            

            

 













    
    


    

   
   

   
   
   

  
 

  
 

    
       

     
   

   

	            
        

   

              
             

             
               

              
    

              
            
        

              
       

           
           

       
          

            
            

          

  
 

            



              
    

                
        

             
                

              
              

                
              

      

               
                

      

               
              
           

                
            

    

  
 

   
    

    
   
    

   

      
     

     
    

  






