


             

                 


             

               


              

               


                

           

  

   
     

   
   

  

    

   

                   
              

                
                    
                    

               
      

                  
                 

                  
                 

      
                  

              
 

                 
                

                 
          

  

       

  
    

	
  

 
	     

   	        
  	   

 

















     

   

   
     

    

  

   

 
 

   

    



    
     

    

          
       

     

 	         
 

 	            

 	         
 

 	         

 	       

 	         

 	         
  

          

         

    

   

    



      
 

 	     

 	         

  	         

 	        

 	       

  	          

   

 	          

  	      

  	            
 

 	            

 	     

 	          
 

 	       

 	           
   

 	      

  



       
 

 	        

 	         
    

 	          

 	           

 	     

 	       

  	        
 

 	     

 	           

  	           
   

 	     

  



    

 

 	       

 	      

 	        

 	        
     

 	       

 	       
 

 	        

  	              
       

 	       
 

 	        
  

  

  

  

 

    

    

      

        
   

 	    

  



    
 

  	     

          
          

  

 	         
  

 	       

 	         

 	             
   

 	       

 	     

 	     

 	         

 	     

 	     

 	      

  	          

  



    

 

                 
         

             
        

            

  

  

  

  

  

  

  

  

  

  

 

    

    

       

    

         
 

        
 

       

    

     

       

       

      

           

  



       

 

 	       

 	      

 	      

 	     

 	     

 	     

 	     

 	     

 	         
  

 	      

 	      

 	         

 	      

 	     

 	       

 	       

 	      

  



   

 

 	    

 	       

 	         
   

 	       

           

 	            
  

 	         
  

 	          
  

 	       

 	      

 	       

 	         

  	         

          

 	       

        

  



   

 

 	         
  

 	         

 	     

 	     

         

  	         
  

     
   

     

  

        

  





  
     

   

   

     

  

          

             
             

        

         
             

          
             

           
             

            
             
              

   	        
 

             
               

            
             
  

   
  

 
  

















	    
  

  
    

   
     

   
  

   
  

   
 

   

    
     

  
   

   

   

           
                   

           
             

              
    

              

              
            

              
              

           
               
                

         

              
         



            
               

              
     

           
             

               
              

     

               
                

                 
             
               

     

           
    

  

  
    

    
     
      

  



  

            
           

     

             
         

            
            

             

          
            

           

            
          

          
         

      

          
          

        
          

 

           
        

          
          

         
         

       

          
          

 

             
         

           



           
        

           
           

 

      

            
           

           
 

          
          

          
          

           

             
             
          

        

             
           

          
         

   

         
           

           
           

          

  

          
            

               
           

            



        
        

        
     

          
         

           
             

                
          

    

           
           

         
           

             
           

           
         

           
   

      

            
           

          
           

           
         

            
               
 

          
            

         
             

     



          
           

             
              
           

     



 
	

    
 

  

 

 

 

 

  

 

 	  

 

  

 



      

   

   

    

   

   

          
          

             
         

             
             

           
         
             
           

           
              

         
          

              
         

       

          
             

              
           

            
         



       
        

        

            
          
         
           

         
          

          

            
           

         
           

        

             
             
             

           
              

           
   

             
             

            
             

          
         















                
              

             

          







           

            
                    

          

              
                  

                  
             

                 
                    

           

                 
              

      

                

           

                
               

                    
         

                  
   

               
                  

   

               
          

                 
                  

                
                    

                       

            



    
    

             
                 

          

                
                  

               
                

         

                
                   

                
                      

                 
                

                  

       

















   

   

 
 
 
 

 
 
 

November 9, 2011 
 
MEMORANDUM 
 
SUBJECT: Fiscal Year 2011 Federal Information Security Management Act Report:  

Status of EPA’s Computer Security Program  
Report No. 12-P-0062 
 

 
FROM: Arthur A. Elkins, Jr.  

Inspector General 
 

TO:  Lisa P. Jackson 
Administrator 

 
 
Attached is the Office of Inspector General’s (OIG’s) Fiscal Year 2011 Federal Information 
Security Management Act (FISMA) Reporting Template, as prescribed by the Office of 
Management and Budget (OMB). We performed this review in accordance with generally 
accepted government auditing standards. These standards require the team to plan and perform 
the review to obtain sufficient and appropriate evidence to provide a reasonable basis for the 
findings and conclusions based on the objectives of the review. 
  
We believe the evidence obtained provides a reasonable basis for our findings and conclusions, 
and in all material respects, meets the FISMA reporting requirements prescribed by OMB. In 
accordance with OMB reporting instructions, I am forwarding this report to you for submission, 
along with the Agency’s required information, to the Director of OMB. 
  
The audit work performed during the FISMA review disclosed that the Agency needs to make 
significant improvements in the following programs: (1) Risk Management, (2) Plans of Action 
& Milestones, and (3) Continuous Monitoring Management.  
 
In addition, audit work during fiscal year 2011 noted significant weaknesses with several 
aspects of EPA’s information security program. Appendix A summarizes the results from these 
audit reports.

UNITED STATES ENVIRONMENTAL PROTECTION AGENCY 
WASHINGTON, D.C. 20460 

 
THE INSPECTOR GENERAL 





        

    

        

  



       

             
                

             
              

             
               
              

              
                 

               
               

              
               

               
 

  
   

  
 

              
 

            

     
    

    
   
   

  



            
              

             
             

           
              

              
              

                
   

            
             

           
             
                

             
             
              

             
               

      

       

            

             
  

            
   

           

               
               

      

             
         



           
  

      

              
               

            
            

              
              

               
             
              

       

    

           
            

              
             

               
            
               
               

           
            

                
            

    

            

               
             

 

             
         

              
    











             
             

            
            

                  
             

           
             

             

                
         

                
                

        

                
              

               

  
   
   

  
  

  

  
 

    

  
   
   

  
  

   

  
   

   

   
 

  

  
  

  

  
 

   







      
   

  

           
   

              
                

               
             

   

         
     

     
          



















             
        

                 
                
             

                  

   
    
    

       
   

    
   

    
     

   
   

    
  

   
 

   
  

 
    
   

  
    

    
   

  
  

 

   
  
  
  

  
   

  
    

    
   

      
   

     
    

    
   

   
  

  
        

   
   

       
    

  
 















   
	   

 

  
  

   
 

   

                 
                 

                 
              

                
                 

             
                   

               
               
                  

              
     

                
                   

                  
                 

                   
                 

  

             
                 

                
             

                  
             

                
                  

    

               
                



	    
	

   
 	  

	
 

 	   
	

 

	
 

  

                
                

                
             

         

                  
                

               
                

                 
  

               
               

                   
                

                
               

     

               
                    

    

    
   

     





      
 

    
 

   	    
   

      

   

    
    

     
        

   

          

	              
         

   

              
               

               
             

                  
              

               
                

                
                  

             

    

                
              

                 
               

                
                 
              

          

  

             
                   
                

                   

  
   

    
   
  

  
     

   
  
  

 	  
  	    
  	     
	   

  	   



     
   

    

                 
                

             
             

             
              

             
                

           
           

            
           
               

             
          

              
          

               
               

              
          

              
              

            
                 

              
              

             
         

             
             

              
              

              

          
                  

                
               

                
            

              
               

                
            

              
               

              



     
   

   

              
               

               
             

               
             

       

             
                

                 
              

            
              

                 
             
              

               
               

                 
              

                
                

              
                 

                
               

             
             

            
               

   

              
                

         

               
               

                
                  
               

        

                 
                    

                 
                



     
  

    

                   
                 

                    
          

                
                

                
          

                
               

   

              
   

   
 

     
       
       

            
         
        
           
          
       
       















     
   

              
               

             

        

 

    

    

   























  

   

     
 

    
    

   

   

                
              

                 
               
                 

              
                

          

            
          

            
              
             
  

              
       

                 
                 

           
            

           
             

             
         

             
              

                 
            



     
    

  

      
    

  

   
   

    

    
    

     
    

 

    
   
 

    
    

    
    
 

 

   
    

    

       
     

   

    
     

	    
    

   
    

    
     







     

   

    
     

    

 


   

     

           

  

  

   

    



    
     

    

   

  	           
        

 	         
  

 	            
         

      

 	            
    

 

   

  

 

      

      

        

         
 

    

    

     

   

    



  

 

 	         
  

  

  

  

  

 

     

    

   

     

         
 

          
 

 	      

 	          
 

  	          
     

  	            
        

             
         

  



  

 

  	        

 	           

  	         

  	     

 	     

 	         

 	      

 	     

 	     

 	     

 	     

 	         
   

        
 

         

     

       
  

  



  

 

          
           
       

     

       
         

 	        

 	     

 	      

 	           
  

 	          

 	          
   

 	           
       

 	        

 	      

 	         
   

  



   
 

 	         

 	          

 	        

 	     

 	        

 	     

 

 	      

 	          

 	       

 	     

 	        

 	       

 	      

 	      

  	        

 	       

   



  

 

 	     

 	         

             

 	      

 	      

 	     

 	     

 	      

 	     

 	     

 	     

 	     

 	         
  

        
    

    

     

  



  

 

 	         

 	      

 	     

 	      

 	     

 	         

 	       

 	         

 	     

 	      

 	     

 	      

 	      

  	        

            

     

   

  



  

 

 	       

  	         
   

 	          
    

  	        

   	       

 	         
  

        
   

 	       

 	      

 	           
    

          
   

 	       

 	       

  



  

 

 	        
 

 	         
    

 	      

 	     

  	      

 	      

  	    

 	         
  

 	        
 

 	     

 	     

 	     

 	          
   

 	         
  

  



  

 

	      
	  

     

       
   

  







  
  

   
   

 

               
                

                
             

                    
                  

       

	        
     







      

  
   
 

   

   

   
     

   
         

   
     

   
    

   
 

    
    

   

      
 

    
    

    

           

             
               

                
                

            
               

                 
              

           
            

               
  

              
           

                
                  

               
   

              
              

               
               

             
            

    	     
 	  





	
 

	  

 
  

   
   

   
      

    

 

     
 

    
   
    

   

   

             
            

           
               

                 
            
                

          
            

       

               
            

           
              

           
             

 

              
               
            



         
             

            
           

              
        

            
           
           

  

            
           
       

           
      

           
              

            
      

           
                

            
             

            
          

             
          

    
                

          
            

           
             
              

              
        

   
               

             
               

             



          
    

                 
  

   
   
     

      
       

     
   

             





         

 
    

   

    
    
      

    

  
  

    
   

     

	   

   
 

    
    
  

   

          

   

           
              

              
          

          
         

            
            
         

           

         
         
           

           
          

            
              

           
            

              



  
   

 

         
                

             
         

             

           
   

           
           

            
             

             
               

  

             
               

             
   

        

            
            

           
             
             

              
               

              
           

              
           

     

               
            

            
               

             
         



  
   

  

              
             

             
            

              
             

              
             

              

          
              

           
              

           
            

              

            
         

   
 







     

   

   

    
     

    

 


   

     

           

    
  

 
 

   

    



    
     

    

   

   

  

  

 

         
        

           
   

          
   

    

    

 	           
 

 	      

     

 	    

 	    

 	         
  

   

    



  

 

  

  

  

  

  

  

 

          

         
   

        
   

       
 

       
      

          
 

             
   

        
 

        

  	           
       

  



  

  

  

  

 

   

 

        

      

      

    

          
         

      

 	            
    

 	       

 	       

  

 	         

 	          
 

  

  

  

    

    

     

        
  

   



  

 

  

 

   

 

     

    

   

         
 

  	           
 

 	          
 

  	          
     

  	            
        

             
         

  	        

 	           

  	     

  	         

 	      

 	     

  



  

  

  

 

  

 

    

    

    

        
   

        
 

         

     

       
  

          
           
       

 	        
         

 	        

 	     

 	      

 	           
  

  





  

 

 	     

 	      

 	      

 	     

 	     

 	      

 	     

 	     

 	     

 	     

 	         
  

        
    

 	     

 	      

  	         

 	      

  





  

 

         
    

  	        

   	       

 	           
   

 	         
  

        
   

 	       

 	      

          
    

 	       

 	       

 	        
 

 	         
    

  



   

 

 	      

 	     

  	      

 	      

  	    

 	         
  

       
 

 	     

 	     

 	     

 	         
   

 	         
  

	      
   

     

       
   

  





















               
                  

        

              
              

               
            

             
              

             
             
                

     

              
                

                 
                

               
              

 

              
             

              
              

           
            
               

              

            
             
           

               
                

                 
              

     



   
 

	         
         
          
        

        
         

 
         
          
          

        





  

     

   

    
     

    

 


   

     

           

  

  

 
 

   

    



    
     

    

    	          
        

    	           
      

 	      

 	        
  

  	            
 

 	          
    

 	       
 

 	    

 	       

 	         
        

   

    



  

  

  

 

   

 

         

      

     

      
    

           
   

       

      
      

         
   

     

  	         

 	          

 	          

 	          

  

 
	

     

 
	

           
       

  



  

 

 	       
 

  	        

  

  

  

 

            
        

     
     

      
 

       

 	        
  

 	    

 	     

 	       

 	        
    

 	    

  	     

 	    

  	         


  



  

 

          
          

  

  

  

  

 

          
 

        
   

        
  

      

        

             
   

  

  

  

  

  

 

      

    

      

      

        

        
  

 	     

  



   
 

 
	

    

 
	

     

  
	

         
 

            
         

             
        

  	      

 	     

 	           
 

    	        

   	     

 	     

 	     

 	     

 	        

 	     

 	         
   

  



  

 

 	         
  

 	        
  

           
           
      

 	        

 	     

 	      

  	           
  

 	        

         
  

 	        

 	      

 	     

  	      

 	       

 	        

  



   

 

 	     

 	       

 	      

   	       

 	       

  	     

 	      

 	      

 	     

 	     

 	     

 	     

 	     

 	         

  

 	         
    

  	      

  



  

 

  

  

  

  

  

 

  

  

  

  

  

  

  

 

    

     

        

    

     

    

        

      

        

    

      

    

     

       

              

 	    

 	       

  



  

 

 	         
   

 	          
    

    	        

    	       

 	           
   

 	         
  

        
   

 	       

 	      

 	            
   

 	       

  

   

 

       
 

        
    

    

  



   

 

    	      

 	      

    	    

 	         
  

       
 

 	     

 	     

 	     

  	         
   

 	         
  

      

   

     

  

        

  













   	      

           
              

              

            

                 
              
            

              

         

              

          

           

              
            

             
             
     

               
                 

                

              

               

             
               

         

                 

                 

                

     

    

 





























     

    

    
     

    

 


   

     

           

  

  

   

    



    
     

    

    	          
        

    	           
      

 	        
  

 	       
    

 	            
   

 	        

 	         
   

 	        

    

 	         

  

    



  

 

 	       
      

 	          
   

 	      

 	         

 	          

 	          

 	          

       

          
  

 	           
     

 	     

 	      

 
	

      
 

  	        

  



  

 

  	             
        

 	      
     

       

      
 

 	        

  

  

  

  

  

  

 

       
         

        
      

       
  

    

    

      

       
    

   

    

  



  

 

 	    

  

  

  

  

  

 

        
  

          
          

  

         

       

          

  

  

  

 

        
   

       
 

        
  

      

 	         

 	              
   

  



  

 

 	           
       

  

  

  

  

 

   

  

  

  

  

  

        

      

    

          
         

      

      

      

        

        
  

    

    

     

         
 

            
         

             
        

  



  

 

 	      

 	     

 	          
 

    	           
    

   

         
 

 	           
 

    	        

 	           

   	     

  	         

 	      

 	     

 	     

 	     

 	        

  



  

 

    

        
   

 	         
  

 	        
  

           
           
      

         

         
       

  

  

  

  

  

  

 

       

    

     

          
  

       

         

       

  



  

 

 	      

  	          
  

 	         

 	     

 	        

 	      

 	       

 	        

 	     

 	      

 	       

    	        

 	       

  	     

 	      

 	      

 	     

  



   

 

 	     

 	     

 	     

 	     

 	     

 	         
  

        
    

 	      

 	     

 	      

 	         

 	     

 	      

 	     

 	         

 	       

  



   

 

 	         

 	     

 	       

 	     

 	      

 	        

              

 	    

 	       

 	         
   

 	          
    

    	        

    	       

 	           
   

 	         
  

  



  

 

 	         
   

 	       

 	      

 	            
   

 	       

 	        
 

   
	

        
    

 
	

    

    	      

 	       

    	    

 	         
  

       
 

 	     

 	     

  



 

   

 

  

 

    

         
   

        
  

      
   

   

  

        

  





 

 

  

      

   	     
  	    

   
	

    
  
	

   

                
       

       

                 
                   
       

             
               

            
         

                
               

                 
                

             
             

          

                 
              

              
                

               
          

              
            

              
                 

     




